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Infodemiology and Infoveillance
Tracking Online Health Information and

Cyberbehavior for Public Health
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Introduction

Infodemiology, an emerging area of research at the
crossroads of consumer health informatics and pub-
lic health informatics, as well as infometrics and web

nalytics tools, can be defıned as the science of distribu-
ion and determinants of information in an electronic
edium, specifıcally the Internet, with the ultimate aim

o inform public health and public policy. Infodemiology
ata (derived from unstructured, textual, openly accessi-
le informationproduced and consumedby the public on
he Internet, such as blogs, websites, and query and nav-
gation data) can be collected and analyzed in near real-
ime.We developed a proof-of-concept infoveillance sys-
em called Infovigil, which can identify, archive, and
nalyze health-related information from Twitter and
ther information streams from Internet and social me-
ia sources. The system was developed to demonstrate
nd explore the potential of infoveillance for measuring
ublic attention, attitudes, behavior, knowledge, and in-
ormation consumption, as well as for syndromic surveil-
ance, health communication, and knowledge translation
esearch.

What Are Infodemiology and
Infoveillance?
Imagine being a public health offıcial, eHealth researcher,
or behavioral scientist, and being able to look at a dash-
board telling you in real-time what people are doing or
feeling, much as economists can look at the Dow Jones
stock index as a real-time measure of “what people are
doing” (buying or selling), or at the VIX (volatility index,
also called “fear index”), which provides metrics for im-
plied feelings or attitudes, such as investor nervousness or
fear.
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The vision explored in this paper is to provide real-
timemetrics (presented as graphics, indices, andmaps) of
public behavior, opinion, knowledge, and attitudes to
public health offıcials and policymakers, based on textual
data harvested from the Internet. The amount of user-
generated data on social media and other Internet-based
venues “has made measurable what was previously im-
measurable,”1 and opens up a new intriguing area of
esearch and development: the possibility to systemati-
ally mine, aggregate, and analyze these textual, unstruc-
ured data, to inform public health and public policy.
This emerging fıeld has been called infodemiology,1–3

originally in the context of identifying and monitoring
misinformation,2 and later in a study that showed that
Google searches predicted influenza outbreaks1 (later
opularized by the Google Flutrends application).4 An-

other term—infoveillance3—has been used for applica-
ions where infodemiology methods are employed for
urveillance purposes.
The underlying idea of this emerging fıeld is to mea-

ure the pulse of public opinion, attention, behavior,
nowledge, and attitudes by tracking what people do and
rite on the Internet. The term technosocial predictive
nalysis also has been proposed,5 although “prediction”
oes not capture the full range of possible applications of
nfodemiology. As will be discussed inmore detail below,
nfodemiology goes beyond forecasting (prediction) and
ncludes “nowcasting” (providing data for situational
wareness on what the public does, knows, or feels about
ertain issues).
The term infodemiology is now widely used by others:

n January 2011, there were almost 5000 Google hits for
he term (as an aside, it should be noted that reporting
nd tracking the number of hits on Google for an emerg-
ng concept is a little infodemiology study in itself: The
mergence of a new concept or term can be visualized
y plotting the number of occurrences on the web as a
nowledge translation or diffusion metric. We have
one a similar analysis to illustrate the uptake of the
ew, recommended term H1N1 versus the popularly
sed “swine flu” during the 2009 H1N1 pandemic).6

Perhaps the term infodemiology is preferred because it

intuitively conveys a few key concepts, including the fact
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that (1) epidemiologic methods and terminology (e.g.,
prevalence) can be used to study and describe informa-
tion in an information universe; (2) infodemiology pro-
vides data for public health decision making (again sim-
ilar to the role of epidemiology); and (3) infodemiology
takes a population-perspective (implied by the word
demos, from Greek for people) on three different levels.
First, people are the generators of this information; sec-
ond, information has an effect on other people; and fı-
nally, it also reminds us of the fact that we have to look at
populations of information units (e.g., many different
websites) rather than an individual unit (e.g., web analyt-
ics of a single website) in order to obtain meaningful and
robust data.
A more formal defınition of infodemiology is “the sci-

ence of distribution and determinants of information in
an electronic medium, specifıcally the Internet, or in a
population, with the ultimate aim to inform public health
and public policy.”3 Infoveillance is “the longitudinal
tracking of infodemiology metrics for surveillance and
trend analysis.”3 With information we mean primarily
nstructured, textual, openly accessible information pro-
uced and consumed by the public on the Internet. This
an include, for example, search or navigation data (in-
ormation demand), or postings (information supply) on
ebsites, blogs, microblogs (Twitter), discussion boards,
r social media. It can also include data on what people
rowse, buy, and read on the Internet, or social network-
ng data (who we befriend or interact with) harvested
rom sites such as Facebook. Some of these data may
ctually be accessible in a structured format, but usually

Figure 1. The role of infodemiology in public health
nfodemiology implies some sort of free-text analysis.

ay 2011
hile the Internet is currently the main source of such
nformation, in principle any consumer health informat-
cs application (including, for example, personal health
ecords, or even domotics applications such as intelligent
itchen appliances) and social media may produce data
hat may be harnessed for infodemiology and infoveil-
ance approaches.
Figure 1 further illustrates the relationship between

pidemiology (the science of the determinants and distri-
ution disease) and infodemiology (the science of the
eterminants and distribution of information). The top
ycle shows how traditional epidemiologicmethods (e.g.,
urveys, clinical data) and data frompolls or focus groups
nform public health professionals and policymakers and
ffect public health interventions and policy decisions,
hich—augmented by the media and public relations
ampaigns—then (hopefully) have an impact on popula-
ion behavior, attitudes, and ultimately health status.
hese outcomes are in turn picked up by traditional epi-
emiologic researchmethods, which again inform public
ealth professionals and policymakers, and so on. This
ycle is often a time-consuming process; for example,
t may take months or years to determine whether a
ealthy-eating campaign has been successful in terms of
ffecting behavior, attitudes, knowledge, or even clinical
utcomes. However, in the age of the Internet and social
edia, changes in population behavior, public attitudes,
ublic attention, or health status are often reflected in
mmediate changes in information and communication
atterns on the Internet.1,3 If these changes could be

picked up by infodemiology metrics, these data points

could give some additional information to decisionmak-
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ers (we stress that infodemiology metrics cannot replace,
but rather complement, traditional methods).
For example, changes in the health status of a popula-

tion (more people getting influenza) leads to an increased
search for influenza-related websites, more clicks on ad-
vertisements for influenza websites, more tweets and sta-
tus updates on Facebook saying “I’ve got a cold,” more
orders in Internet pharmacies, possibly more book sales
of influenza-related books, and so on. These infodemiol-
ogy data will obviously be confounded and influenced by
media reports (which in itself can be tracked and picked
up by infodemiology methods). An “epidemic of fear”
may exhibit similar characteristics as a true epidemic, so a
triangulation taking into account, for example, tradi-
tional surveillance and epidemiologic methods as well as
news reports in addition to monitoring user-generated
data is required to determine the best course of action for
public health if spikes and sudden changes in information
patterns or chatter occur.
Infodemiology should not bemisunderstood as having

only practical applications in the context of infectious
diseases (much as epidemiology is not only the science of
epidemics). On the contrary, monitoring and combating
behavioral risk factors for chronic diseases are other im-
portant application areas. Public health agencies could
monitor, for example, the effectiveness or reach of a
smoking-cessation campaign by tracking references to
their campaign in blogs or discussion forums, or bymon-
itoring whether their campaign has an impact on Twitter
status updates along the lines of “I am trying to stop
smoking.” To some degree, many may already do this
(using web analytics packages or media consultants to
provide reports), but again, the true potential of infode-
miology is unfolded only if data are embedded in a richer
system that aggregates data from different sources and
about different campaigns, topics, or issues.
Note that the arrow between population health status/

attitudes/behavior and information patterns on the Inter-
net in Figure 1 is bidirectional. That is to say that in some
situations, a change in health status, attitudes, behav-
ior, or knowledge leads to (or mirrors) changes in
information and communication patterns, for exam-
ple, in the context of an infectious disease outbreak.
But conversely, changes in information and communi-
cation patterns (for example, through a media cam-
paign or an anti-vaccination campaign) will have an
impact on behavior and attitudes.

Examples of Infodemiology Applications
Examples for infodemiology applications include:

● the analysis of queries from Internet search engines to

predict disease outbreaks (e.g., influenza)1,4;
● mining status updates on microblogs such as Twitter
for syndromic surveillance and situational awareness
during a pandemic6;

● identifying and monitoring of public health–relevant
publications on the Internet (e.g., anti-vaccination
sites, but also news articles or expert-curated outbreak
reports)2;

● detecting and quantifying disparities in health infor-
mation availability3;

● tracking the effectiveness of healthmarketing campaigns;
● extracting user-generated health outcomes data
(e.g., from sites such as PatientsLikeMe) to construct
patient-centered research instruments or to monitor
drug side effects, off-label uses, or other medically in-
teresting data7–9;

● automated tools to measure information diffusion and
knowledge translation (e.g., quantifying and visualiz-
ing the occurrence of certain terms and concepts over
time).6

The previous examples ofH1N1 versus swine flu term
occurrences belong in this last category, and so are tools
such as article-level metrics at PLoS or the Journal of
Medical Internet Research (JMIR). For example, JMIR
monitors and counts mentionings of JMIR articles on
Twitter (displayed as “top articles”), as a diffusion and
impact metric (a Tweets Influence Index is also pre-
sented, which takes into account the number of followers
for the respective tweets). This has overlaps with the fıeld
of scientometrics, with the difference that these metrics
do not measure uptake within the scientifıc community
(like citations), but by the general public.
Analyzing howpeople search and navigate the Internet

for health-related information, as well as how they com-
municate and share this information, can provide valu-
able insights into the health-related behavior of popula-
tions. Another angle with which to look at infodemiology
is the public engagement angle; closing the feedback loop
between what messages are being sent out by public
health agencies andhow they resonatewith the public can
help agencies to tailor and target future communication
and education strategies.

Advantages and Limitations
Infodemiology adds a novel set of methods to the toolbox
of researchers and practitioners in the fıeld of public
health and policy research. The primary advantages are
that—once set up—metrics are available in real time, can
be collected automatically and inexpensively, and pro-
vide both quantitative and qualitative data. For example,
we can do an initial qualitative analysis of tweets to set up
a classifıcation system to categorize tweets, and then do

an automated analysis to quantitatively monitor the

www.ajpm-online.net
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tweets in these categories prospectively.1 Or, conversely,
f we see unusual activity in our automated tracking, we
an dig deeper (e.g., inspect the tweets leading to spikes)
nd explore why certain spikes occur.6

It is important to note that infodemiology has (just as
any other method) certain limitations. For one, textual
data can be messy and diffıcult to classify or interpret.
Short keywords (such as Google search keywords) are
easier to classify automatically but are harder to interpret
semantically, as it is not clear why, for example, a person
searching for flu is entering that keyword (does he have
the flu? Is he writing a term paper about the flu? Has he
read an article about the flu?). Longer blogs or websites
are very information rich, but the semantics (meaning)
are harder to extract automatically. We have focused our
recent work on shorter status messages such as tweets
because they are in a “sweet spot”: long enough to provide
depth andmeaning and concise enough to facilitate rapid
qualitative analysis or automatic classifıcation. But tweets
have other problems such as the use of abbreviations and
texting jargons.
Representativeness is another limitation to keep in

mind. Obviously, populations using the Internet (or the
subpopulation of Internet users using social media)
are not representative for the entire population (they are
younger, more educated, have higher incomes, and are
more likely reside in urban areas).10 Just as with any other
ata collected for public health purposes, the potential
iases need to be accounted for. Monitoring tweets dur-
ng the H1N1 epidemic made sense because younger
eople were the ones primarily affected, but, for example,
ining the attitudes and behaviors of older adults with
lzheimer disease would not be a very suitable infodemi-
logy project.
Coding the geographic origin of information, or what

eographic area it refers to, is sometimes another prob-
em, depending on the data source. Data originating from
ocial media can sometimes be linked back to the profıle
f the user, which may or may not contain geographic
nformation, and which may or may not be the actual
ocation of the user. Other types of infodemiology data
ources (e.g., searches or webpage navigation patterns)
ay contain IP addresses, which—with some limita-

ions—allow geocoding on a city level. Tweets sent from
obile devices may be geocoded, allowing the exact loca-

ion to be determined.
Finally, depending on the level of analysis, novel pri-

acy issues arise. For example, in the context of analyzing
earch queries, it has been shown that a re-identifıcation
f users from such data is possible, if the individual
earches are linked by identifıers.11 Automatic tracking
nd aggregation from published textual data sources (in-

luding the social web such as the public Twitter stream)

ay 2011
oes not normally raise privacy issues or even require
thics board approval (much as a systematic review or
nalysis of newspaper clippings would not require ethics
eview), but in some digital venues people may have a
easonable expectation of privacy. For example, an in-
epth qualitative analysis of virtual communities creates
ssues that are similar to those arising in the context of
nalyzing discussion groups.12 Tracking individual tra-
jectories of users may create even bigger privacy con-
cerns, in particular when they are not conducted in an
automatic fashion and if personally identifıable informa-
tion remains in the data set.

Infovigil
An open-source infodemiology system (dubbed Info-
vigil) is currently being developed at the Consumer
Health & Public Health Informatics Lab in Toronto,3,6

with the vision to provide a toolkit and “dashboard” for
researchers and public health offıcials, and to conduct
infoveillance projects by collecting, analyzing, and visu-
alizing data from various sources on the Internet in real
time. While we currently focus on Twitter streams, vari-
ous other data sources can be plugged into the system
(e.g., Google hits). Various indexes and indicators can be
constructed, which show real-time sentiment, public
opinion, public health–relevant behavior, inequities and
disparities in the availability of health information or
eHealth services, and other population-health and health
policy–relevant metrics. Figure 2 provides a screenshot
from the analysis page of the system. The researcher can
defıne concepts (such as “smiley” and “frowny”) and
within each concept can defıne search keywords or pat-
terns. The system plots ratios of concepts or prevalence
rates of concepts within the data stream. Future iterations
of the system will support natural language processing
and maps.

Conclusion and Advice for Funders of
Consumer Health Informatics Applications
Infodemiology is an emerging fıeld, and we hope that
policymakers, reviewers, and granting agencies recognize
the potential of supporting research in this area and do
not leave the fıeld to proprietary players (such as Google
Trends andGoogle Flutrends, who use closed “black box”
algorithms and data).
Apart from this, both developers and sponsors of con-

sumer health informatics applications have a role to play
in implementing (or, in the case of funders, potentially
even mandating) interfaces for infodemiology tools, so
that relevant data can be aggregated across applications
(we call these infodemiology application programming

interfaces or ID-APIs). There is a growing appreciation
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among funders of health research that research results
and data from research funded by public money should
be openly accessible and reusable,13 andwe think that this
should extend to (anonymized) usage data produced in
real time by publicly funded consumer health applica-
tions. We suggest a concerted effort to defıne such open
standards, interfaces, policies, and systems, to enable
mining and analyzing these data on a large scale.

Publication of this article was supported by the National Insti-
tutes of Health.
No fınancial disclosures were reported by the author of this

paper.
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