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  Introduction2

Systems of accountability involve the idea that individual actors (citi-
zens, friends, elected officials, government bureaucrats, professionals) or
institutions (government agencies, corporations, civil institutions) are
expected to operate in specific ways, that is, they are expected to adhere
to certain norms. Government officials and institutions are expected to
function in the public interest; corporations are expected to abide by the
law; citizens are expected to act responsibly in ways that do not threaten
others or society at large; friends are expected to support friends and be
honest to one another. They are accountable in relation to these norms; 
they are in effect trusted to behave in certain ways. Often we establish 
systems of accountability to ensure that this is the case. 

Systems of accountability can be thought of as having three compo-
nents: (1) an individual or organisation, that is, the watched; (2) an
account of that individual or organisation, focused on a particular 
domain of activity; and (3) a group, organisation, or individual that 
uses the account to make decisions, that is, the watcher. Using this triad 
to understand surveillance and transparency draws attention to the 
relationships among the three components. The account is a selective 
representation of the individual or organisation being watched. In 
addition, the watched may or may not have control of the account and
the way it is being used; and the account may more or less adequately 
meet the needs of the watchers. In socio-technical systems, information 
technology is the medium through which accounts are constituted,
and, as such, it mediates the relationship between those about whom 
accounts are being developed and those who are developing and using 
the accounts.
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The initial insight that sparked our research was the realisation that
both surveillance and transparency involve watchers and watched, and 
are, in effect, systems of accountability. In both cases information gath-
ered from some form of ‘watching’ is used to make decisions about the 
‘watched’. In surveillance, for example, an individual may be appre-
hended by police because a camera caught the person in a criminal act; in 
transparency, a corporation may be watched for its adherence to certain 
legal principles and then penalised for non-compliance. However, there
are differences in how accounts are produced in surveillance and trans-
parency. In surveillance individuals seem to be passive; the watchers 
produce the accounts; in transparency the watched produce accounts 
of themselves. The information acquired is used in different ways. The
literature on surveillance and transparency suggests that surveillance
is often seen as a means of social control and better risk management,
while transparency is seen as required so as to assure clients or the
public that rules are being followed. The rhetoric of security, risk, and
safety pervades surveillance, while the language of public responsibility 
pervades transparency.

The critiques that are made of surveillance and transparency also 
reveal how the systems compare. Surveillance has commonly been 
critiqued as a negative exercise of power (Gandy 1993; Monahan 2006; 
Lyon 2003b; Gilliom 2001). Many surveillance studies start from
Foucault’s analysis of the panopticon as a system of control that involves 
watching (Foucault 1975). In some systems, this involves an all-seeing
presence, as with various forms of closed-circuit television or biometric
face recognition (Norris and Armstrong 1999; Gray 2003), and in others 
the ‘seeing’ is more metaphorical, as with RFID tracking or data mining 
(Bennett, Raab and Regan 2003). Critics have also raised questions about 
the differential effects of surveillance-based social sorting on vulnerable 
social groups (Gandy 1993). Moreover, critics have not only questioned
the impacts of these systems, but they also have examined whether they
achieve their desired result (Marx 2002; Katz 2001; Monahan 2006).

Transparency, on the other hand, has mostly been embraced as a posi-
tive policy. ‘Government in the sunshine’ laws and corporate disclosure
requirements have been seen as both fostering citizen and investor confi-
dence and reducing health and safety risks. Yet transparency regimes
are not always effective; variables in design, use, and availability of the 
information have tremendous impact on the effects of transparency
practices (Fung, Graham and Weil 2007). Some critics have noted that
transparency can lead to detrimental results, such as when it introduces 
so much ‘noise’ into the system that essential information gets ignored
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or when revealing an entity’s exact intentions only escalates conflict 
(Lord 2006). Similarly, others have pointed out that transparency can
disguise the mechanism of power as much as it reveals them (Sanders 
and West 2003). Finally, scholars have analysed transparency as part of 
a shift towards an ‘audit society’ in which the details and inconsisten-
cies of daily life get abstracted into data points, resulting in measure-
ments of performance that can be misleading (Neyland 2007; Power
1997; Strathern 2000). 

House of mirrors 3 

Both surveillance and transparency involve the revelation of infor-
mation for purposes of accountability – and in both systems there is
a tension with the privacy of those whose information is revealed.
Although this tension arises regardless of the medium by which the
information is collected and used, it is exacerbated and reconfigured in
an electronic medium and thus an understanding of the nature of the 
electronic medium is essential. In ongoing research, we make use of the
metaphor of a house of mirrors as a heuristic device to tease out (reveal) 
the myriad ways that information is transformed and repurposed in the
electronic medium. Use of this metaphor suggests that we ought to be
cautious in presuming that transparency is transparent, or that surveil-
lance is not transparent, or in claiming that transparency and surveil-
lance are viable forms of accountability for democratic institutions.

What does it mean to say that the production of accounts for purposes 
of transparency or surveillance is analogous to what goes on in a house
of mirrors? A house of mirrors is full of reflection, refraction, multipli-
cation of images, and unpredictable perspectives; a person standing in 
a house of mirrors sees aspects of her body seemingly distorted, that is,
elongated, shortened, exaggerated, and fragmented. A house of mirrors 
is a complex of imagery, with bouncing, highlighting, and shading
of images that produce a surprising experience. An individual sees an 
image of himself out of whack with his own sense of self. Importantly, 
the seeming distortion is far from random; it is the result of the way the 
mirrors have been made, the placement of the mirrors in the architec-
ture of a building, the lighting, the way the house has been presented
to the public, and so on. The proliferation of these various gazes reveals
a number of images, with some emphasising this aspect and some 
that aspect, with some quite fine-tuned and some wide-angled, and 
with some in bright light and some in shade or near dark. No image is
complete and no image reflects true reality. 
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We believe the ‘house of mirrors’ metaphor captures the complex-
ities and the embedded irrationalities in today’s socio-technical systems
of accountability. Playing out the metaphor of a house of mirrors, at 
least four processes can be identified in the production of Internet 
instrumented information systems – entry, bouncing, highlighting
and shading, and rendering. The outcome of these processes – the
rendering – is an account (or accounts) delivered in the name of trans-
parency, though highly processed and infused with normative assump-
tions and values. This ‘house of mirrors’ metaphor will be used to 
briefly describe what occurs in three socio-technical systems: Campaign 
Finance Disclosure, a system designed for transparency of donations to
political candidates; Secure Flight, a system designed for surveillance 
of airline passengers; and Facebook, a hybrid system designed for both
purposes of transparency and surveillance.

Campaign finance disclosure 4 

In the United States, knowledge about who was contributing to electoral 
campaigns has been framed as a way of ensuring fair and open elec-
tions, and also addressing concerns about undue influence by the more
economically advantaged and privileged individuals and preventing 
corruption of the electoral process. Currently, candidates file quarterly
reports on their contributions and expenditures to the Federal Elections 
Commission (FEC), which makes these records available to the public, 
including by being accessible on the Internet. When ‘public records’ 
are constituted in this electronic medium, they can be used in ways
that were practically impossible before. Since transparency involves, by 
definition, the revelation of information, the tension between transpar-
ency and privacy arises regardless of medium. However, this tension is
exacerbated and reconfigured in an electronic medium. The reconfigur-
ation means that in order to address the issues that arise and achieve an
appropriate balance, an understanding of the nature of the electronic
medium is essential.

When someone donates to a campaign (in effect entering the CFD 
system), the campaign creates a record. This initial record creation is
done in response to, and in accordance with, legal requirements. The 
legal requirements specify what personal information donors must
supply and the system is set up so that one cannot donate unless one
provides this information. Campaigns are required to gather, record, and 
submit this information to the FEC. Donors are required to supply their 
name, employer, occupation, home address, and the amount donated.
In this respect, the reflection of the donor and campaign is selective 
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and limited. It is a reduction of the person. In requiring certain infor-
mation and not other information, CFD law singles out certain aspects 
of donors that are deemed relevant. The information provided doesn’t
reveal a donor’s motivation in contributing to the campaign; it doesn’t 
tell the percentage of the person’s total wealth that is donated; it doesn’t 
disclose the person’s age, gender, or party affiliation. 

Unlike a house of mirrors in which entry is typically accompanied 
by a reflection seen by the entrant, donors do not immediately ‘see’ the
record created in the campaign database. Nevertheless, one has been 
created and will in a short period of time be posted on the Internet.
Interestingly, the image created in CFD is seen as a reflection both of 
the campaign and of the donor.

In CFD, since the information is posted on public web sites, data on
individual donations bounce from the databases of the campaign to 
those of regulators to those of watchdog groups, journalists, law enforce-
ment, neighbours, family, and friends. In this we see some of the primary 
affordances of information technology and the Internet (Hutchby 2001; 
boyd 2008). At each of these places, the data can be easily and almost
perfectly replicated and transmitted. Journalists, watchdog groups,
other data repositories, and even citizens can download subsets of the 
data or the entirety. The data can be searched quickly, and it can also be
mined for relationships that might not be immediately apparent. People 
can search within their neighbourhood to find what their neighbours 
are doing. Campaigns and political consultants can link the donation 
databases to other databases to better target fundraising and adver-
tising. The dynamic and networked nature of the Internet means that
the data can quickly be exposed to large audiences. And, the data persist 
in Web-linked databases, ready to be recalled when a person searches
for them, ready to be mined or manipulated in new ways. 

As reflections of persons are bounced from place to place and 
re-contextualised and repurposed, various aspects of a person are 
highlighted and shaded. The highlighting and shading result from 
the nature of the electronic environment as well as from the contexts
and purposes in which the data is used. As such the highlighting and 
shading are unpredictable. Not only is an individual out of control over
how her data are used, it is not possible to predict how, in fact if, the
data will be used. Consider the 2008 California ballot initiative known 
as Proposition 8. It sought to ban gay marriage, and many groups poured 
resources into advertising for or against this controversial measure. 
Soon after it was passed, opponents of the ban, outraged with the result,
sought to find out how campaign for the ban had succeeded. Thanks
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to state campaign finance laws, they were able to develop a robust data-
base of people who funded the initiative’s passage. An enterprising and 
anonymous programmer mashed up the names and geographic loca-
tions of the donors with Google maps, producing www.eightmaps.
com, a site where any visitor could see who in what neighbourhoods 
contributed to the campaign. As a result many individual supporters 
were targeted with insults, threats, and boycotts (Stone 2009). 

In the CFD what results is an account – usually many accounts – that 
has been rendered from the initial reflection (information gathered)
being bounced, combined with other data, and highlighted and shaded.
‘Render’ here connotes something or someone being taken apart and 
then transformed into something different. The rendering(s) might
be likened to a cubist or surrealist portrait of a person. Features are
selected, multiplied, moved around, highlighted, and shaded. Features
of a person are reconfigured into a portrait. In the case of Proposition 
8 in California, it would seem that data about donors supporting 
Proposition 8 were used with the assumption that donating to this 
cause was an affirmative act of resisting gay marriage. The combination 
rendered donors as homophobic, anti-gay people who deserve scorn or
even retaliation (Lourie 2009). 

  Secure flight 5

In the wake of September 11, there were calls to strengthen the screening
of airline passengers to ensure that the person boarding the plane was
the one listed on the ticket and that that person did not pose a security 
risk. The first iteration of such a prescreening system was known as
the Computer-Assisted Passenger Prescreening System (CAPPS II). The 
Transportation Security Administration (TSA) began development of 
this system in March 2003 and cancelled its development in August
2004 largely because of privacy concerns. In September 2004, TSA 
began the development of a new passenger prescreening programme 
called Secure Flight. In contrast to CAPPS II, Secure Flight will only be
used to prescreen passengers flying within the United States and the
rules will be applied by commercial airline carriers (GAO-06–374T).

The Secure Flight application is designed to receive, analyse, and
return requests about whether passengers are on government watch
lists. When a passenger makes a flight reservation, the airline or travel 
agent will enter passenger name record (PNR) information supplied by 
the passenger into the air carrier’s reservation system. About 72 hours
before the flight, some portions of the PNR will be sent to TSA’s Secure
Flight through a network connection provided by Customs and Border 
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Patrol (CBP) of the Department of Homeland Security (DHS). TSA will
automatically process the passenger data through the Secure Flight 
application to determine if there is a match with the data supplied
daily from the Transportation Screening Center’s (TSC), the Terrorist 
Screening Database (TSDB), which contains all the information consoli-
dated from the various watch lists. Secure Flight will use automated 
name-matching technologies vetting the passenger information against 
the TSDB and TSA’s non-terrorist selectee list, which includes the names
of individuals that air carriers are required to select for additional 
screening prior to permitting them to board an aircraft. If there is no
match, then a boarding pass is sent to the air carrier by CBP interface. 
If there is a match then a manual review will be conducted by TSA and
if TSA cannot conclusively clear the passenger, then TSC will perform
additional manual review. 

In the Secure Flight system, data are entered at two ends of a single 
surveillance spectrum and the house of mirrors thus helps to illuminate
the operation at both ends. At one end, passengers supply personal 
information to airlines in order to book their flights; that information 
involves the basic PNR information (name, flight number, travel itin-
erary) as well as additional data fields (date of birth, gender). At the
other end, intelligence and law enforcement officials collect data on
suspects and organise it into various ‘watch lists’ including: the ‘No-Fly’ 
list, consisting of individuals who are forbidden to board aircraft, 
because they are considered threats to civil aviation; the ‘Selectee’ list, 
consisting of individuals who may be permitted to board aircraft but 
first need additional screening, because they in some way may affect
the safe operation of an aircraft; and the Terrorist Screening Database
(TSDB), which contains all the information consolidated from various
watch lists.

Once the passenger information enters the house of mirrors, it is
bounced by the airlines with other passenger information, such as
frequent flier data, and the required bits of information are sent to the 
TSA. The FBI receives watch list ‘nominations’ and analyses them and
determines which names go on the various watch lists. The data collected
at either end of the spectrum ‘bounce’ into each other, so to speak, at 
the moment they are tested for a match, using identity resolution tech-
nology. TSA conducts the testing and bounces results back to the airlines.
In the case of a computer match, a TSA official reviews the match and
may further bounce the data. This can involve, for example, combining 
the match with further information from government databases inside
and outside the TSA. For example, the GAO conducted a review of TSA 
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activities and found that the scope of the data used in commercial data
testing was not fully disclosed. ‘Specifically, a TSA contractor, acting 
on behalf of the agency, collected more than 100 million commercial 
data records containing personal information ... without informing the
public’ (GAO 2005, 2). This illustrates how the behaviour of a contractor 
can affect the spread of personal data via behaviour that has not been
specified in the system. Additionally, the TSA reviewer may request
further information from airline officials, such as a physical description
of the person whose identity matched a watch list entry. The underlying
computer code itself also contributes to a ‘shading’ of the systems work-
ings, including to match ‘related persons’ and ‘related itineraries’. 

In the final account, the passenger is rendered as safe for travel,
or threatening. It has the effect of reproducing persons as ‘bad’ or 
‘good’. Both positive and negative matches tend to be self-reinforcing, 
feeding back into the system the account that was generated. One
study concluded that ‘the watch listing of individuals is an inexact 
process ... watch listing criteria change from time to time ... the reliability 
of the information upon which nominations and listings are based is 
often uncertain’ (SFWG 2005, 18). And the TSA does acknowledge that 
there are aliases of the same individual on the lists. The possibilities for
false positives, where individuals are incorrectly thought to be on the
list, are high. 

Facebook 6   

The information that an individual enters into the social networking 
site Facebook is a selected subset of all the possible information about
that individual; hence it is a reflection. This initial reflection can gener-
ally be seen by the person/entity whose image is reflected, rendering it a 
kind of self-mirror. The reflection normally is intended for a particular
audience, one’s ‘friends’, as well. The self-presentation is merely an 
image, a representation of that person/entity, and as a representa-
tion it must always be partial and affected by the viewing conditions,
including the viewing medium. The primary reflection in Facebook is 
the one the individual creates about himself or herself, that is, his or 
her ‘profile’. Two aspects of the construction of this original reflection 
as one enters are particularly important to consider.

First, this reflection is constructed not only out of text but also out 
of links, photos, and video. The multimedia nature of the Facebook 
reflection further enhances the power of the original mirror of the self.
Most importantly, the ways in which the reflection can be portrayed are 
highly constrained by the Facebook templates. Links allow a person to
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refer to anything on the Internet and comment on it, positing positions
on politics, music, food, humour, and so on. Photographs often capture
their families and activities, any event considered photo-worthy.
Comments capture current activities, thoughts, and views. Further, 
these different domains touch on qualities of differing temporality. 
One’s profile potentially lists relatively enduring aspects of identity, 
such as certain social roles (employee, spouse, ... ), tastes in media, polit-
ical views, religion, and so on (though it is perhaps notable that people
do not list race, leaving that feature to be determined through other
means). Similarly, the groups a person joins or the persons or entities 
of which one becomes a ‘fan’ also suggest relatively enduring aspects 
of a person. The daily flow of activity, on the other hand, offers the
chance for immediate performance of one’s self. One’s ‘status updates’
are broadcast to all friends right away, and they include commentary on 
anything imaginable, from mood to meals to news to Facebook itself.
Likewise, one’s photos capture current events, and comments on others’ 
statuses, photos, or comments represent an asynchronous conversation 
with others, or perhaps a contingent representation of self. The different 
modes of expression, then, allow for a rich presentation of self, both in
the moment and over time. 

Second, Facebook requires that the self-reflection, or account, be 
linked to a real person (body) and  only one person. Facebook insistsy
on identifying a single individual as the ‘person’ of a profile, which
produces the practical result that individuals have only one profile,
not multiple identities; the understanding is that one profile captures 
the totality of a person. The self-presentation is meant to be the ‘real’ 
person, not a persona that one might play with. The personal informa-
tion, which Facebook asks a user to volunteer, all points towards iden-
tifying that particular individual. It structurally equates one body with 
one social person. Facebook invites that person to build a network that 
encompasses all of their experiences, from high school, college, work,
and any other shared experiences. Thus, one account includes all of a 
user’s friends, although knowledgeable users can spend time forming
different categories of friends and then control the content that each 
category sees. For many users,  all of a person’s friends are the primary 
audience for their reflection.

Once a reflection exists it cannot be contained but bounces from 
place to place, including down hallways that one did not know exists.
As a result, they are transmitted not only to the intended audience, 
whether that is one’s self or a set of ‘friends’, but they also can be trans-
mitted to anyone else in the house of mirrors. These others also become 
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watchers of the watched person. In social networks, these additional
audiences multiply quickly, depending on the architecture of the 
system and the particular choices of the individual user. To some extent,
the privacy settings can determine how broadly beyond an identified 
circle of friends Facebook transmits a user’s postings. Some additional 
watchers exist, then, for information available to ‘friends of friends’, 
one’s ‘network’, or even just ‘everyone’. But watchers can lurk and pick 
up this information in a variety of other ways. Facebook follows users’ 
clickstreams; advertisers and applications can glean information from a
profile; interested officials can exploit a shared network or even employ 
a subpoena to collect information; and search engines can pick up the
data that Facebook requires to be public. 

As these images bounce around to audiences seen and unseen, aspects 
of them are highlighted or shaded, according to the perspective of the
watcher. On Facebook friends are encouraged to comment, respond,
provoke, and engage. In doing so, certain aspects of the original image 
are emphasised (highlighted) and others are ignored (shaded). These 
responses can crucially affect the self-presentation of the original indi-
vidual because they inflect the original comment, assertion, argument, 
photograph, or link. To put it differently, they reframe the conversation, 
often in unexpected ways. Distinctly personal information like polit-
ical views, religion, sexual orientation, and marital status are all poten-
tially highlighted by the system, which offers the chance to fill in those 
blanks. The news feed highlights the instant thoughts and opinions of 
one’s friends, inviting a reactive response. Users are notified of others
who respond to the items to which they responded, highlighting that
particular conversation topic even more. Given the multiple watchers,
they each focus on different aspects of the user, highlighting particular 
features that are of interest to them while shading everything else.

Finally, the shape of some of the mirrors will act to distort that image 
by compressing certain features and distending others so that the 
original image is changed in essential ways – at this point an account is 
rendered. This distorted image can then become part of an account and/
or it can be propagated further through the house of mirrors. Distortion
can take many forms, including the exaggeration of a single feature into 
a defining identity, the misrepresentation of motive behind an action,
or even the combination of different images that do not fit together.
Underlying this distortion dimension is the simple idea that all watchers 
must interpret the images they receive, and the first step of this inter-
pretation is to make a claim that the image with which one is working,
partial though it is, offers important clues about a person or entity. Take 
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for example a photo that an individual user posts on her Facebook page; 
that photo is commented on or linked to by a friend who describes it in
terms very different than the subject of the photo would.

  Privacy and trust 

Assuming that our ‘house of mirrors’ metaphor works well to describe 
and explain what occurs in the socio-technical systems that we have 
examined, then what happens to the concept of ‘trust’ that is arguably 
essential to public acceptance of such systems? How is trust compro-
mised by the current workings of these systems? Can trust, as we trad-
itionally understand it, be restored in these systems? If so, how? And if 
not, how might trust be re-conceptualised or what other concept might 
replace trust? If the conditions for trust do not exist in these systems, 
what is their relationship to the people affected by or using them? 

It is widely accepted that trust is essential to the functioning of 
society. Trust supplies a glue of sorts that holds various components
of society together. ‘Trust is generally a three-part relation: A trusts B
to do X’ (Hardin 2002, 9). It assumes that those with whom we deal
have certain motives and responsibilities (roles) for acting in a certain
way and that their actions will thus be somewhat predictable. It allows
for an optimistic, rather than pessimistic, interpretation. Having said 
that, trust also requires an element of skepticism, of watchfulness or 
wariness, recognising the reality that trust is not unassailable, that
it does instead have a tenuous element. In philosophical accounts of 
trustworthiness, there are different views on the question of what could 
motivate a trustworthy person or institutions, with some emphasising
the importance of social constraints, and others interests, goodwill, or 
a moral disposition. 

Writings about trust often idenitfy two components of the process 
by which trust is negotiated. The first involves an intellectual thought
process by which people seek some understanding of why a system is set
up (its purpose), what the connections or expectations are, and how the
system works. The degree of intellectual understanding will vary based
on the importance of the system to the person. It will also vary based
on the second component which involves an intuitive thought process 
that is more psychological than intellectual and more impressionistic 
than data driven. This entails a sense of whether it is working as one 
roughly expects, whether it seems to be doing so in a fair manner, and 
whether its operations are similar to more familiar systems. In this sense
trust is akin to a state of mind or informal orientation.
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Both components of trust are difficult to achieve in any socio-tech-
nical system. Oftentimes these systems are complicated and multi-
purposed, their relationship to the individual is mediated by a technical
and bureaucratic system that itself is difficult to fathom, and their
inner logic and workings are not apparent. Because the intellectual
understanding of the system is so obtuse, the intuitive understanding
becomes more central. But the intuitive side is at best incomplete and
always tenuous. The lack of visibility in these systems and their intan-
gible functioning yield few cues to individuals; instead, one holds one’s 
breath and hopes for the best. If what we expect to occur does occur 
then over time expectations are met, predictability ensues, and there is
trust – but no understanding. 

So what then happens to trust in systems that operate as a house
of mirrors? In a house of mirrors, you enter as something you under-
stand – and emerge as something else. In the next section, I will briefly 
review the points in each system where trust comes into play. In some 
cases, the person’s expectations are not being shaken as what we predict 
will happen does happen. But in others, the unexpected occurs – and 
distrust may follow. 

  Points of trust and distrust in house of mirrors 

Campaign finance disclosure

Contributors give to a candidate. Their relationship is with the candi-
date, not the CFD system. Indeed, the CFD system’s purpose is to reveal 
information about candidates so that they can be held accountable – 
not to reveal information about donors as individuals. Therefore, in 
most cases, contributors have no expectation about the system; they do 
not expect it to interfere with them. However, if a neighbour were to 
mention that she or he saw that another neighbour gave to Candidate 
X, the contributor would be surprised, possibly embarrassed. This would 
be even more true if the contributor were harassed in some way and by 
someone whom they did not know at all. This is similar to a Kafka’esque
interaction – what did I do to cause this reaction? To find that the cause
was your contribution to a candidate and a system that was created to
keep candidates honest is likely to undermine your trust not only in the 
CFD system but in the larger social/political context that created that 
system. If this happens to one person, the impact is limited. But given 
that trust is largely built on intuitions and sharing of knowledge, one
incident will cause multitudinous ripples. The intellectual processes are 
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the ones most damaged by the system not working; this is a system that 
appears to have been established for a clear and simple purpose, that
is, to make clear candidates’ practices, so it is easy to blame the system
for subsequent disclosures of donors’ information. The system was not
designed, and is not generally regarded as, to reveal the practices of all
those involved in the political process.

Secure flight 

Airline passengers deal with the airlines, not the TSA. They buy a ticket 
and they expect to get a boarding pass and get on the plane. Mainly 
they worry that the plane will take off on time. And most of the time,
most passengers get a boarding pass. Some do not. And some of those 
passengers are singled out for reasons that are interpretable in ways that 
may suggest some elements of the watch listing screening processes 
are questionable in terms of legal and social norms about profiling.
Individual passengers, and passengers in certain racial and ethnic 
groups, are made particularly aware of TSA and Secure Flight. So this 
system is one with which relatively few individuals deal. For those who
get placed on ‘watch lists’ and don’t get a boarding pass, they enter a 
Kafka’esque nightmare – unable to get back to the United States from 
some foreign country or unable to board a flight from DC to NY. In 
some cases, the media picks up on the story (if this happens to Teddy 
Kennedy or some high school kid from Northern Virginia) and viewers 
shake their heads over the absurdity of it all. The bureaucracy doesn’t 
work, yet again. This system, and its concomitant HOM, remains rela-
tively hidden – in part because we have an easy context in which it fits; 
it is indeed yet another bureaucracy and on some level we expect this
to happen, occasionally. And here both intellectual and intuitive proc-
esses are at work.  

Facebook 

Members have a loose relationship with Facebook; their primary rela-
tionship is with their Facebook friends. Facebook is a ‘site’, a format, 
a platform through which they become part of a social networked 
community. And they are provided some cues by which they can
evaluate whether someone is to be trusted, and are able to create circles
of friends which they regard with more or less trust. But this can go 
awry in a number of ways. The burden is on the member to learn the
system and recognise cues that trigger concern that expectations are
not being met. Those in some official capacity (employer, university
administrators, law enforcement) may have established a presence that 
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is not known. A photo, an update, a status message that one believes 
is being communicated within one circle of close friends gets sent to 
a larger circle of not-so-close friends – and the person’s expectations 
of how the system operates are shattered. The distrust is placed on the
system – not on the people who misrepresented themselves or on the 
self who didn’t quite take the time to learn what the system said it
expected (in some rough and symbolic way) the self to learn. And again,
one incident will ripple. The processes that members employ is both 
intuitive and intellectual. 

Conclusions

The trust relationships sketched above involve the individual going 
through the house of mirrors, reveal that trust is often compromised, 
and demonstrate that accountability as intended is rarely achieved. 
The individual’s expectations about the norms that apply to ‘seen’ and
‘unseen’ relationships are compromised in a number of ways. First, the 
other (seen or known) party receives only selected information about 
the individual; they do not see the full set of information and select rele-
vant information but can work only with the information that is entered 
in the house of mirrors. The individual being watched may assume that 
the watcher will evaluate the information in a larger context in which 
the watched operates. But this is not always the case (Nissenbaum 2009); 
indeed, it may rarely be so in socio-technical systems as the system is
divorced from the context. At this point, the basis for trust between the 
watched and the watcher is compromised. Second, as the information 
is bounced and highlighted/shaded, it moves beyond relationships that
the individual is aware of and into places where the norms governing 
information and relationships are not known to the individual. The 
individual becomes caught in a web of cascading mirrors sending him 
or her into relationships over which he or she has no control, no expec-
tations, and no basis of trust. And the final rendering is divorced from 
the original image of the individual.

The result of the loss of trust for the individual who is watched by or 
in these systems is that the individual ‘distrusts’ more and more aspects 
of his or her personal, social, economic, and political life. Although
a healthy degree of skepticism is warranted in modern society, this
level and breadth of distrust can quickly become cynicism and isola-
tion about these relationships. Moreover, the distrust does not remain 
solely at the individual level, but quickly extends beyond that to trust
in a particular system (Campaign Finance, Facebook, Secure Flight), to 
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socio-technical systems in general, and to systems of accountability. 
Further, the distrust travels beyond the individual directly affected to 
other individuals compromising societal ‘trust’ in similar relationships
and in these socio-technical systems. 

The assumption has long been that both transparency and surveil-
lance, as systems of accountability, will help to achieve trust – but as
we have demonstrated in our analysis the way these systems of trans-
parency and surveillance operate creates flaws and irrationalities, or
are embedded with flaws and irrationalities, leading to distrust and 
corrupted notions of accountability. Much of the previous research on
‘achieving’ trust, especially in online systems, has focused on institu-
tional, legal, or technical means. And in socio-technical systems, such 
as the ones examined here, trust needs to be achieved on both the socio 
side and the tech side. Our analysis of HOM seems to indicate that
sources of distrust can come from the social or technical components
of these systems.

How then might trust be achieved in these systems? Will information
about the systems help individuals to reformulate their expectations so
that they are not surprised by the machinations in the house of mirrors. 
Expect yourself to be seen as a fat man, rather than the slim girl you are.
What happens to the fabric of self if one’s presentation (Goffman 1959)
is not as one intends? 

Given the analysis revealed by the house of mirrors, it is impossible,
and basically unfair, to put the burden of correcting the flaws on the 
individual. Rather, the designers and administrators of these socio-
technical system need to reconfigure the mirrors so that systems work 
as intended. Systems need to be somehow isolated from one another – 
not integrated unthinkingly and seamlessly into a complex of inter-
operable, multi-purposed webs. Seams, firewalls, authorisation and 
authentication techniques, and so on are critical. And outside audits,
conducted by outsiders, are necessary to ensure that the systems work 
according to their original purpose and in accordance with the norms
expected. 

Systems of surveillance and systems of transparency are origin-
ally conceived as systems of accountability – but we are confronted
with the classic problem of who keeps the accounters accountable. In 
socio-technical systems of the nature examined here, it is crucial that 
the systems themselves be held accountable. And this does not entail 
privacy notices to individuals or privacy impact statements at the 
time of their design – which are destined to be ineffective given the 
nature of the problem. Our analysis of these systems using the house
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of mirrors metaphor reveals that what is needed is information on the 
code and architecture of these systems so that how they actually work 
can be evaluated by those outside the system and those whose inter-
ests, either financially or admistratively, are not tied to the systems 
and information on the management practices that are used in these
systems. In addition, as discussed immediately above, systems set up for 
one purpose cannot be used for other purposes without undermining
the goals of the original system. As noted many times before in many 
contexts, ‘the devil is in the details’.

    Notes 
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surveillance,’ Prepared for Conference Presentation at: A Global Surveillance 
Society? City University London, 13–15 April 2010.

Bibliography

Bennett, Colin, Charles Raab and Priscilla Regan. 2003. ‘People and Place: Patterns
of Individual Identification within Intelligent Transportation Systems,’ in 
Surveillance as Social Sorting: Privacy, Risk, and Digital Discrimination. Edited by 
David Lyon, pp. 153–75. London: Routledge.



Sociotechnical Systems of Accountability 141

boyd, Danah. 2008. ‘Why Youth (Heart) Social Network Sites: The Role of 
Networked Publics in Teenage Social Life,’ in  Youth, Identity and Digital Media .
Edited by David Buckingham. Boston: MIT Press.

Curry, Michael R. 2004. ‘The Profiler’s Question and the Treacherous Traveler:
Narratives of Belonging in Commercial Aviation.’ Surveillance and Society 1(4):y
475–99.

Foucault, Michel. 1975.  Discipline & Punish: The Birth of the Prison  . New York: 
Vintage (translated edition 1995). 

Fung, Archon, Mary Graham and David Weil. 2007.  Full Disclosure: The Perils and  
Promise of Transparency. New York: Cambridge University Press.yy

Gandy, Oscar H. 1993.  The Panoptic Sort: A Political Economy of Personal Information .
Boulder, CO: Westview.

Gilliom, John. 2001. Overseers of the Poor: Surveillance, Resistance, and the Limits of 
Privacy. Chicago: University of Chicago Press.yy

Goffman, Erving. 1959.  The Presentation of Self in Everyday Life. New York: 
Doubleday Anchor Books. 

Government Accountability Office. 2005.  Aviation Security: Transportation Security  
Administration Did Not Fully Disclose Uses of Personal Information during Secure 
Flight Program Testing in Initial Privacy Notices, but Has Recently Taken Steps to 
More Fully Inform the Public. (July 22) GAO-05-864R. Available at: http://www.
gao.gov (last accessed 9 October 2011). 

Government Accountability Office. 2006. Aviation Security: Significant  
Management Challenges May Adversely Affect Implementation of the Transportation
Security Administration’s Secure Flight Program (9 February). GAO-06–374T. 
Available at: http//www.gao.gov (last accessed 9 October 2011). 

Gray, Mitchell. 2003. ‘Urban surveillance and panopticism: will we recognise
the facial recognition society?’ Surveillance & Society 1(3): 314–30. y

Haggerty, Kevin D., and Richard Victor Ericson. Editors. 2006.  The New Politics of 
Surveillance and Visibility. Toronto: University of Toronto Press. yy

Hardin, Russell. 2002.  Trust and Trustworthiness. New York: Russell Sage 
Foundation.

Heald, David. 2006. ‘Varieties of Transparency,’ in Transparency: The Key to Better 
Governance? Edited by Christopher Hood and David Heald, pp. 25–43. Oxford: 
Oxford University Press.

Hood, Christopher. 2006. ‘Transparency in Historical Perspective,’ in 
Transparency: The Key to Better Governance? Edited by Christopher Hood and 
David Heald, pp. 3–24. Oxford: Oxford University Press. 

Hutchby, Ian. 2001.  Conversation and Technology: From the Telephone to the Internet.t
Oxford: Blackwell Publishers Ltd.

Johnson, Deborah G. and Priscilla M. Regan. 2007. ‘Privacy Theory: State 
of the Art and New Frontier,’ presented at the European Consortium on 
Political Research’s Workshop on Information Privacy Regulation, Helsinki 
(7–10 May). 

Johnson, Deborah G. and Kent A. Wayland. 2010. ‘Surveillance and Transparency 
as Sociotechnical Systems of Accountability,’ in Kevin Haggerty and Minas 
Samatas, Surveillance and Democracy. New York: Routledge. yy

Johnson, Deborah G., Priscilla M. Regan and Kent Wayland. 2011. ‘Campaign
Disclosure, Privacy and Transparency,’  William & Mary Bill of Rights Journal
19(4): 959–82. 



142 Managing Privacy through Accountability

Katz, Cindi. 2001. ‘The State Goes Home: Local Hypervigilance of Children and
the Global Retreat from Social Reproduction.’  Social Justice  28(3): 47–56. 

Lord, K. M. 2006. The Perils and Promise of Global Transparency: Why the 
Information Revolution May Not Lead to Security, Democracy, or Peace. Albany, 
NY: State University of New York Press. 

Lourie, David. 2009. ‘Rethinking Donor Disclosure after Proposition 8
Campaign,’  Southern California Law Review 83: 133–72.w

Lyon, David. 2003a. Surveillance after September 11. Cambridge, UK: Polity Press. 
Lyon, David. Editor. 2003b.  Surveillance as Social Sorting: Privacy, Risk, and Digital

Discrimination. London: Routledge.
Lyon, David. 2007. Surveillance Studies: An Overview. Cambridge: UK Polity. 
Marx, Gary T. 2001. ‘Murky Conceptual Waters: The Public and the Private.’

Ethics and Information Technology 3(3):157–69. y
Marx, Gary T. 2002. ‘What’s New About the “New Surveillance”? Classifying for 

Change and Continuity.’  Surveillance & Society 1(1): 9–29. y
Monahan, Torin. 2006.  Surveillance and Security: Technological Politics and Power 

in Everyday Life. New York: Routledge. 
Neyland, Daniel. 2007. ‘Achieving Transparency: The Visible, Invisible and 

Divisible in Academic Accountability Networks,’  Organization  14(4): 499–516. 
Norris, Clive and Gary Armstrong. 1999. The Maximum Surveillance Society: The 

Rise of CCTV. Oxford: Berg. VV
Power, Michael. 1997.  The Audit Society: Rituals of Verification. Oxford: Oxford 

University Press.
Regan, Priscilla M. and Kent Wayland. 2010. ‘Facebook Funhouse: Notes on 

Personal Transparency and Peer Surveillance,’ Prepared for Conference 
Presentation at: A Global Surveillance Society? City University London
(13–15 April). 

Sanders, Todd and Harry G. West. 2003. ‘Power Revealed and Concealed in the 
New World Order,’ in  Transparency and Conspiracy: Ethnographies of Suspicion 
in the New World Order. Edited by Harry G. West and Todd Sanders (pp. 1–37).
Durham: Duke University Press.

Secure Flight Working Group. 2005. Report of the Secure Flight Working Group
(Private and Confidential Document, Presented to the Transportation Security 
Administration, 19 September). Available at: http://www.epic.org/privacy
/airtravel/sfwg_report_091905.pdf (last accessed 9 October 2011). 

Stone, Brad. 2009. ‘Prop 8 Donor Web Site Shows Disclosure Law is 2-Edged
Sword,’  New York Times (8 Feb) B3.

Strathern, Marilyn. 2000. ‘The Tyranny of Transparency,’ British Educational
Research Journal  26 (3): 309–21.


