HELEN NISSENBAUM

PROTECTING PRIVACY IN AN INFORMATION AGE: THE
PROBLEM OF PRIVACY IN PUBLIC

INTRODUCTION

There is growing awareness as well as resentment of the routine
practice of recording, analyzing, and communicating information
about individuals as they act and transact in the normal course of
their commercial and public lives. The information in question is
taken into the possession of and used by whomever collects it and
from there may be transmitted — usually electronically, usually for
fee or favor — to others — second parties, third parties, fourth parties,
and so on. While philosophical theories have long acknowledged
the relationship between privacy and information about persons, and
have argued for limits on allowable practices of information gather-
ing, analyzing, and sharing as a means of protecting privacy, their
efforts have primarily applied to intimate and sensitive information.
While not denying the importance of protecting intimate and
sensitive information, this paper insists that theories of privacy
should also recognize the systematic relationship between privacy
and information that is neither intimate nor sensitive and is drawn
from public spheres. The significance of this information for privacy
has emerged in recent decades as a result of contemporary surveil-
lance practices enabled by advances in information technology,
creating what | here call the problem of privacy in pulli&s

1 | am grateful to many colleagues who generously contributed to this paper
with excellent comments and suggestions: Phil Agre, Judith Wagner DeCew, Jodi
Halpern, David Heyd, Jerry Kang, John Kleinig, Gary Marx, David Orentlicher,
Kristen Shrader-Frechette, Jeroen van den Hoven, and Tom Vogt. | am also
indebted to anonymous reviewers foaw and Philosophyor careful reading
and several wise suggestions.

2 Anita Allen recently drew my attention to a discussion in Allen, Bneasy
AccesqTotowa, New Jersey: Rowman & Littlefield, 1988), Chapter 5, in which
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observed in 1985 by Larry Hunter, a computer scientist, “Our
revolution will not be in gathering data — don’t look for TV cameras
in your bedroom — but in analyzing the information that is already
willingly shared.?

In the course of this paper | will argue that privacy in public,
which in the past has been explicitly excluded or merely neglected
by many of the most highly-regarded and often-cited philosophical
and legal works on privacy, is a genuine privacy interest that is
worthy of study as well as protection.

The discussion proceeds as follows. After surveying circum-
stances and activities that give rise to the problem of privacy in
public, | offer an explanation for why predominant and influential
theoretical accounts of privacy have failed to deal explicitly with
it. Following this, in what may be seen as the core of the paper,
| identify the features of contemporary surveillance practices that
are central to viewing these practices as genuine concerns for any
normative theory of privacy. In the concluding sections of the paper,
| consider how we may absorb privacy in public into comprehensive
theories of privacy. Although | do not provide such a theory myself,
| suggest that resources are already present in some existing theories
— for example, in work by Ferdinand Schoeman and, more recently,
by Judith DeCeW.| also clear the way for such a theory by showing
how certain barriers that, in the past, have seemed insurmountable
may be overcome.

she discusses whether, and when, it is reasonable to expect that privacy will be
respected in public spaces. She argues that even in public places like hiking
trails, subway cars, or bars, people ought to be free of invasive surveillance.
She also considers sexual harassment in public spaces and the public display
of pornography to be activities that violate privacy in public. Also, see Helen
Nissenbaum, “Toward an approach to privacy in public: the challenges of infor-
mation technology,Ethics and Behavioi7 (3) (1997), pp. 207-219, where |
introduce the concept of privacy in public.

8 Larry Hunter, “Public Image,”"Whole Earth Review(January, 1985).
Reprinted in Deborah Johnson and Helen Nissenb&omputers, Ethics, and
Social Value¢Englewood Cliffs: Prentice Hall, 1995), p. 294.

4 In their various writings but see, especially, Judith Wagner DeGeRursuit
of Privacy: Law, Ethics, and the Rise of Technolgliaca: Cornell University
Press, 1997) and Ferdinand Schoenraivacy and Social FreedogCambridge:
Cambridge University Press, 1992).
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I. THE PROBLEM OF PRIVACY IN PUBLIC

My interest in the problem of protecting privacy in public is
motivated by circumstances in the real world that are obviously
problematic for most people, and have frequently been reported
in public and popular mass medialhese circumstances are that
even, and especially, in the public arena, people have become targets
of surveillance at just about every turn of their lives. In trans-
actions with retailers, mail order companies, medical care givers,
daycare providers, and even beauty parlors, information about them
is collected, stored, analyzed and sometimes shared. Their presence
on the planet, their notable features and all their momentous mile-
stones are dutifully recorded by agencies of federal, state and local
government including birth, marriage, divorce, property ownership,
driver’s licenses, vehicle registration, moving violations, parent-
hood, and, finally, their demise. Into the great store of information,
people are identified through name, address, phone number, credit
card numbers, social security number, passport number, and more;
they are described by age, hair color, eye color, height, quality
of vision, mail orders and on site purchases, credit card activity,
travel, employment history, rental history, real estate transactions,
change of addre$sages and numbers of children, and magazine
subscriptions. The dimensions are endless.

In several ways, information technology is essentially impli-
cated in this relentless gathering of information. In the first place,
computerized databases have provided for it the right kind of home.
Information that is drawn from the physical world is harbored

5 For example, see “Goals Clash in Shielding Priva@yye New York Times
October 28, 1997, “In Prison, Free to Get Informatioftie New York Times
October 20, 1997, “On Line, High-Tech Sleuths Find Private Fadis¢ New
York TimesSeptember 15, 199Ro More Privacy: All About YouFilms for the
Humanities and Sciences, Inc., Princeton; 1993. “The Death of Privaicyg
August 25, 1997, Col. 150 No. 8.

6 H. Jeff Smith, inManaging Privacy: Information Technology and Corporate
America(Chapel Hill: The University of North Carolina Press, 1994), reports that
post offices release lists to owners of target marketing consisting of the names and
addresses of individuals who complete National Change of Address cards.

7 Molecular biologists predict that one day, in the not too distant future, a
computer chip will be capable or recording each individual's complete DNA
sequence in something analogous to a bar-code.
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in electronic databases, which give these records the permanence,
malleability and transportability that has become the trademark
of information technology. Without information technology, the
gatherers and users of information would be able neither to conduct
surveillance (that is, gather the data), nor create databases of
great magnitude and power, nor extract the information that moti-
vates these activities. Roughly forty years ago, this application of
information technology to the creation of computerized databases
mainly by government and other large organizations, was the first
to attract concern among policy analysts, journalists and fiction
writers.

In the unfolding of recent developments in information tech-
nology, and especially comprehensive digital electronic networks,
there is another means by which information may be harvested. In
contemporary, technologically advanced societies, it is common-
place for large sectors of populations to participate, in varying
degrees, in electronically networked interactions. Governments, as
well as individual and institutional agents of the private sector,
encourage such participation by their explicit expressions of
approval, by progressively increasing the ease of access, as well as
speed and declining prices (for example, through the World Wide
Web), and at the same time creating the possibility for more and
more to be done by electronic means. Once in the electronic sphere,
the tracks of people’s activities may be recorded directly into elec-
tronic databases. Electronic transactions, even carefree meanderings
(popularly referred to as “browsing” and “surfing”) may be captured
and recorded.Information like email addresses, system characteris-
tics, and a trail of network-based activities are not only effortlessly
recorded, but easily combined with information from the physical
world. In this activity information technology is doubly implicated

8 One of the devices for doing so, affectionately called “cookies”, is coming
under fire from perspectives both of security and privacy. Cookies are small
programs that are transmitted from one site to another (usually from a web
page to a web browser) for the purpose of conveying information about a user’s
system configuration, usage information, as well as other information that a user
voluntarily provides to the cookie.
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as it acts as the medium for transactions as well as repository for the
information?

In addition to these two means by which information technology
facilitates surveillance, there is yet another layer of surveillance that
builds upon them. Where most of the activities earlier described
involved the collecting of information by an agency, organization,
or individual with whom a person interacts directly, this new layer
involves secondary users and suppliers who acquire information
from other sources, either the primary sources or other secondary
sources. These secondary, or second-order purveyors of informa-
tion include credit bureaus — and the so-called “super-bureaus” —
medical insurance bureaus, and list brok€rélthough some of
the information supplied to agents of secondary collection is drawn
from the private sector, including banks, credit card companies, and
retailers, much is drawn from government records. No longer is it
necessary to send a person to a court house to copy these records,
painstakingly, into databases.

The electronic format offers great convenience and flexibility;
databases may be searched for individual records or entire data-
bases may be transferred via digital electronic networks. Some
government agencies are fast understanding that their computer-
ized records may be a source of significant revefiuBut even
when they have balked at the idea of releasing information elec-
tronically, courts have forced them to do¥dSecondary harvesting
of information is held deeply under suspicion not only because it
is seen as the significant driver of the unquenchable thirst for infor-
mation about persons as well as its seemingly endless supply, but
also because people perceive it to be illegitimate. This uncontrolled
harvesting of public information has not escaped the notice of schol-
ars and advocates of policy, who consider it a serious problem for

9 Partly because of this, the battle over encryption is so hard fought, with
privacy advocates arguing that access to the full capabilities of encryption should
be available to individuals.

10 For example, TRW Credit Data, Equifax and Trans Union, the three major
(super) credit bureaus.

11 see Iver Peterson, “Public Information, Business Rates: State Agencies Turn
Data Base Record Into Cash Cowglie New York Timeduly 14, 1997.

12 Higg-A-Rella, Inc. v. County of Essex; 141 N.J. 35 (1985).
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privacy that public as well as corporate policy has not adequately
addressed.

Although the privacy concerns of data subjects have not been
completely ignored in the policy arena, they are more often noticed
as a result of a highly publicized media event than as a result of
thoughtful public deliberation over the need for privacy. A case in
point is the Video Privacy Protection Act (known commonly as the
“Bork Bill"). When a national newspaper published the video rental
records of Robert Bork during Senate Hearings for his nomina-
tion as Associate Justice for the Supreme Court, congress hastily
responded with the Video Privacy Ati.The result is a body of
policy that is piecemeal and inconsistéfit.

As disturbing as the practices of public surveillance are, they
seem to fall outside the scope of predominant theoretical approaches
to privacy, which have concerned themselves primarily with two
aspects of privacy — namely, maintaining privacy against intrusion
into the intimate, private realms, and protecting the privacy of indi-
viduals against intrusion by agents of government. Philosophical
and legal theories of privacy offer little by way of an explicit justifi-
catory framework for dealing with the problem of privacy in public.
Indeed, with only a few exceptions, work within these traditions
appears to suffer a theoretical blind spot when it comes to privacy
in public, for while it has successfully advanced our understand-
ing of the moral basis for privacy from some of the traditionally
conceived threats, such as violation of the personal sphere, abuse
of intimate information, protection of the private individual against
government intrusion, and protection of, say doctor-patient, lawyer-

13 |n Managing Privacy H. Jeff Smith describes a parallel situation in the
business world where corporate policy on privacy is fragmented and not always
internally consistent. One company'’s privacy policies, usually devised in isolation
from those of other companies, may differ enormously in what they allow and
disallow with the information they gather. They frequently do not admit to being
driven by any underlying “right to privacy,” but prefer to portray their policies
as being driven by prudence and public perception. Corporations continue to
resist public policy that would impose governmental regulation on their use of
information about persons.

14 see SmithManaging Privacyand Priscilla M. Regar,egislating Privacy:
Technology, Social Values and Public Polig@hapel Hill: The University of
North Carolina Press, 1995).
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client and similar special relationships, it has not kept abreast of the
privacy issues that have developed in the wake of advanced uses of
information technology.

Although Hunter, in the passage quoted earlier, may have under-
stated the extent to which the sheer growth in data gathering affects
privacy and the extent to which technological means allows intru-
sion into and surveillance of even private, enclosed spscks,
accurately predicted not only thahalysisof information will be
a major source of privacy invasion, but that because the information
analyzed is willingly shared, people are, in some sense, complicit in
the violation of their own privacy. Accordingly, although the tradi-
tional topics covered by philosophical discussions remain important
both for their historical significance and their present urgency and
seriousness, they no longer cover the full extent of a need for
privacy protection in our information age where the practice of
public surveillance, record keeping, and information analysis seems
to be growing not only without apparent limit but so completely out
of the control of those who are its subjects.

This paper’s emphasis on theoretical and conceptual foundations
of privacy — not public or business policy — does not preclude
consideration of important practical implications. In particular, |
would suggest that the absence of a clearly articulated philosoph-
ical base is not of theoretical interest only, but is at least partially
responsible for the inconsistencies, discontinuities and fragmenta-
tion, and incompleteness in the framework of legal protections and
in public and corporate policy. It may be useful to consider the
practical import of an inadequately developed conceptual scheme
in terms of an actual case — the case of Lotus Marketplace.

In April 1990, Lotus Development Corporation, a developer and
marketer of popular software, and Equifax Inc., one of the “big
three” companies that collect and sell information about consumer
financial transaction® announced their intention to produce a data-
base called “Lotus Marketplace: Households” which would contain
actual and inferred information about approximately 120 million
individuals in the United States. It would include name, address,
type of dwelling, marital status, gender, age, household income,

15 1n legal terms, what may be referred to as a person’s “curtilage”.
16 The other two are TRW and Trans Union Credit Information.
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lifestyle, and purchasing propensity. The two companies expected
the database, which was to have been recorded and sold in the
format of a CD-ROM, to be widely adopted by marketers and
mailing companies’ Grassroots opposition, including an estimated
30,000 letters of protest, led company executives to announce, in
January 1991, that they were canceling the project. Even as privacy
advocates and individual participants trumpeted victory for privacy,
executives insisted that their actions were prompted only by nega-
tive publicity and public misunderstanding and not by a conviction
of wrongdoing. They insisted that their product would not have
violated privacy.

Though hailed as a victory for privacy, the legacy of Lotus
Marketplace Households for the course of data gathering has been
negligible; current practices far surpass it in scope and magnitude.
This result suggests that in the absence of well understood and
clearly articulated normative principles, the decision to withdraw
Lotus Marketplace Households, by itself, provides a scant basis
for dealing with subsequent challengésThere was no common
agreement that here was an effort that violated privacy, or an under-
standing of the reasons why it violated privacy. The same may be
said for the other individual victories that the dogged efforts of
policy advocates have yielded. With no underlying thread to tie one
effort to another, each must be fought on its own terms; the fate of
privacy in public remains in the hands of those with the most energy
and with the strongest lobbies; it does not reflect underlying values
at all.

1. WHY PRIVACY IN PUBLIC IS DISMISSED

Before responding directly to the challenge of producing principles
by which Lotus Marketplace Households and similar efforts may
be judged violations of privacy, | consider the reasons why many
influential philosophical theories of privacy may not have addressed

17 Other industry analysts were also very encouraging. An interesting example
is Esther Dyson, now head of the Electronic Frontier Foundation, in “Data is
Dandy,”Forbes(April, 1990), p. 180.

18 Helen Nissenbaum, “Toward an Approach to Privacy in Public: Challenges
of Information Technology”.



PROTECTING PRIVACY IN AN INFORMATION AGE 567

directly the cluster of issues raised by widespread public surveil-
lance. If privacy in publidoesconstitute a genuine privacy interest,
then not only is it important to construct the much needed justifi-
catory framework, but also to ask why philosophical and normative
theories of privacy have either explicitly dismissed the idea of any
genuine privacy interest in public, or merely have overlookéd it.

A variety of factors have shaped normative theories of privacy,
making them more responsive to some types of problems and
constraints and less responsive to others. Examining these theories
with a view to understanding why specifically they either neglect
or dismiss the normative force of privacy in public, three factors
(there may be others) emerge, which | have labeled, respectively,
conceptual, normative, and empirical.

Conceptual

To many, the idea that privacy may be violated in public has an
oddly paradoxical ring. One likely source of this response is the
way the terms “public” and “private” have been used in political
and legal theory. Although their respective meanings may vary from
one context to another (and | take it this assertion is relatively
uncontroversial among scholars in these areas), the terms are almost
always used as a way to demarcate a strict dichotomy of rédims.
some contexts, for example, the term “private” indicates the realm
of familial and other personal or intimate relations, while the term
“public” indicates the civic realm or realm of community outside

19 | should qualify. First, there are elements in existing theories, even those that
do not directly address the problem of privacy in public, that | will show are rele-
vant to it. Second, several writers have written about privacy in ways that overlap
with my concern with “privacy in public.” As mentioned earlier, these include
Ferdinand Schoeman and Judith DeCew. Specific references to their works are
given in subsequent footnotes.

20 | do not mean to suggest that there is universal agreement among scholars
either about the strictness of the dichotomy or the meaning of the respective
concepts. Stanley J. Benn and Gerald F. Gauss (€ds)ic and Private in Social
Life (London and Canberra: St. Martin's Press, 1983), suggest that although the
concepts of private and public serve to organize norms of access, agency and
interest, the dichotomy is not as clear and consistent as some would have us
believe. For example, a context can be conceived as both public and private: for
example, a living room in a house is considered private in relation to the outside,
but public in relation to bedrooms in the house.
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of this personal one. In some contexts, “public” indicates the realm
of governmental institutions in contrast with the realm of “private”
citizens or “private” institutions (such as corporations). In relation to
law, the term “private” generally marks a distinctive area dedicated
to settling scores between people in their capacities as private citi-
zens, in contrast with “public” law, which generally covers disputes
in which officials or agencies of government are involved. In a
similar vein Judith W. DeCew observes,

The public/private distinction has sometimes been taken to reflect differences
between the appropriate scope of government, as opposed to self-regulation by
individuals. It has also been interpreted to differentiate political and domestic
spheres of life. These diverse linguistic descriptions capture overlapping yet
nonequivalent concepts. Nevertheless they share the assumption that there is a
boundary marking off that which is private from that which is puBlic.

For the majority of theorists, it follows seamlessly that the concept
and value of privacy corresponds with, or applies to, the sphere
of the private alone. In the past few decades, therefore, the issues
most vigorously pursued in philosophical and legal work on privacy,
the defenses of privacy most thoroughly articulated, are remarkably
consonant with these dichotomies — as | briefly illustrate below.
Following the lines of the private/public dichotomy as it iden-
tifies distinctive realms of individual citizens and private sector
institutions versus governmental agents and institutions, there is a
substantial body of work by philosophers, as well as legal and polit-
ical theorists, scholars and advocates of policy, and novelists, who
have viewed privacy as an effective way to keep government out
of the lives of private individuals and institutions. Historically, this
impulse has made perfect sense in light of government’s enthusiasm
for using computerized databases as a means of storing records of
information about people. Certainly government had the resources
and manpower as well as the need to apply the power of computing
to the substantial corpus of personal information that it routinely
collects?? In 1965, when, in the name of efficiency and efficacy, the

21 Judith DeCew/n Pursuit of Privacy: Law, Ethics, and the Rise of Tech-
nology, p. 10.

22 pavid Heyd pointed out to me, the word “statistics” is derived from the
word “state”. Government involvement in the practice of collecting information
about populations, such as in census-taking, goes back many centuries, and is



PROTECTING PRIVACY IN AN INFORMATION AGE 569

Social Science Research Council, proposed a Federal Data Center to
coordinate government statistical information, critics were imme-
diately alert to the political and personal threat implicit in this
proposaf3

A great deal of the research and scholarship on privacy that
immediately followed this period focused on privacy as a means
of maintaining the traditionally valued balance of power between
government and private individuals. This work connects the concept
and value of privacy with the considerable body of theoretical work
on the relationship of individuals in political society to government.

It has been able to promote the value of privacy by showing that
privacy is an important means by which individuals may sustain
power, liberty, and autonomy against potentially overwhelming
forces of government. Being able to draw on traditional thinking
about the balance of power, has helped advocates and scholars
gain support for public policy to constrain and control government
record-keeping practices. Powerful fictional images such as Big
Brother, developed in George Orwell’'s novid84 together with
observed experiences of life under totalitarian regimes, have lent
credence to the practical efforts of privacy advocates.

In parallel with the private/public dichotomy that marks distinct
realms of the intimate or sensitive, on the one hand, and the non-
intimate, on the other, there is a considerable body of work by
philosophers and others argues for protection of intimate and sensi-
tive realms against intrusion by government or any other individual
or collective agent. This work assumes the existence of distinctive
realms of the personal, familial, and intimate, on the one hand,
contrasted with the public, on the other. Scholars interested in this
form of privacy protection emphasize the importance of a realm
to which people may go, from which others are excluded. They

even discussed in the Bible. Alan Westirivacy and Freedon{New York:
Atheneum, 1965), Priscilla Regahegislating Privacy and Kenneth Laudon,
Dossier Society: Value Choices in the Design of National Information Systems
(New York: Columbia University Press: 1986) all discuss aspects of privacy
protection against government intrusion.

23 See Priscilla Regarl,egislating Privacy: Technology, Social Values, and
Public Policy, for an excellent discussion of privacy policy. Regan pinpoints the
SSRC's 1965 proposal as a key point in the history of privacy policy with respect
to records of information about people.
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conceive of this realm in terms of a secure physical space, in terms
of a private psychological space, or even in terms of a class of
information that is sensitive or intimate over which one would have
supreme control.

Those who emphasize the importance of an intimate zone or
sphere would say that defending the integrity of this private realm
is a means of enhancing other goods, such as autonomy, liberty,
personal relationships, and trust. Defenders suggest these goods
may be either necessarily or empirically dependent on an indi-
vidual's having sovereignty over an intimate reathT.hus, theorists
invest privacy with value by showing that privacy preserves these
universally recognized values.

In this section, | have tried to show that the dichotomy between
private and public naturally leads to certain lines of inquiry into
privacy. While the dichotomy between public and private has
yielded some important insights into the role and value of privacy, it
has diverted attention from others. It does so by establishing concep-
tual categories that are not only hard to bridge but carry with them
the implication that privacy is an interest we need protect in the
private realm alone and, by implication, that privacy in public makes
little sense at all. To the extent that a public-private dichotomy drives
the direction of theory and policy, it naturally leads to a concentra-
tion on the private sphere alone and — mistakenly, | think — has made
the idea of privacy in public seem paradoxical.

Normative

If conceptions of the public-private dichotomy have implicitly or
explicitly affected the agenda for privacy theory by placing some
issues in the limelight and others backstage, modes of normative
argumentation have lent plausibility to certain dimensions of the
privacy interest while seeming to expose others as indefensible.
Claims for the protection of privacy in public have fallen into
the second category as they have appeared fatally vulnerable to a

24 Julie Innes in her bookPrivacy, Intimacy and IsolatiofNew York and
Oxford: Oxford University Press, 1992) articulates one such view of privacy in
which intimacy is a defining charactersitic. Also, see Nissenbaum, “An Approach
to Privacy In Public,” for a fuller discussion of approaches to privacy that have
focused on privacy as a protection for the intimate realm.
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persistent and apparently “knock-down” objection which refers to
overriding competing interests. How so?

It is common for theorists and advocates of privacy to agree that
while privacy is an important interest it must be balanced against
other, competing interests. (This strategy is, of course, not unique to
privacy.) While theorists, in their distinctive ways, have argued that
privacy ought to be protected, they have understood that protecting
privacy for one person inevitably leads to restraints on the freedom
of another or others, or may even result in harms to them. Even
those generally sympathetic to the idea of a moral right to privacy
have been ready to moderate the exercise of this right in light of
some of these competing claims. Privacy in public is frequently a
victim of such balancing as it regularly succumbs to the apparently
overwhelming weight of competing interests.

A crisp version of this objection may be found in Jeffrey
Reiman’s paper, “Privacy, Intimacy and Personhc@dReiman,
who characterizes privacy as a social practice involving “a complex
of behaviors that stretches from refraining from asking questions
about what is none of one’s business to refraining from looking
into open windows one passes on the stf®eind who argues
that privacy is essential for the formation of a conception of the
self, nevertheless concedes that the social practice of privacy “does
not assert the right never to be seen even on a crowded stfeet.”
This concession, in one form or another, is at bottom of the persis-
tent normative objection that has so effectively blocked attempts to
protect privacy in public.

The power of this widely used rejoinder rests in a foundation of
considerations that have been intuitively compelling to many. One
is that claims in favor of privacy in public affect information that is
ostensibly innocuous, namely, information we would not normally
judge to be sensitive or intimate. This being so, it does not take much
for a person’s claim to privacy with respect to this information to be
outweighed by countervailing claims, even ones that themselves are
not terribly weighty. Another consideration is that if people make

25 Jeffrey Reiman, “Privacy, Intimacy and Personhodttjilosophy & Public
Affairs6 (1) (1976), pp. 26-44

26 Reiman, “Privacy, Intimacy and Personhood,” pp. 43—-44.

27 Reiman, “Privacy, Intimacy and Personhood,” p. 44.
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no effort to cover, hide, or remove themselves, or information about
themselves, from public view, if they willingly yield information
into the public domain, then they have “let the cat out of the bag.” It

is unreasonable of them to think that, having let the information out,
they can subsequently shift course and “get it” back, suppré8s it.

If, for example, you stroll downtown wearing a red sweater, then
you have freely exposed the information that you were wearing a
red sweater at a certain time and date. It is unreasonable to expect
that this information may later be suppressed.

Not only is this unreasonable, but it is wrong because it imposes
an unacceptable restraint on the freedom of others. If you have
chosen to expose yourself and information about yourself in public
view with the result that others have access to you, or to infor-
mation about you without intruding upon your private realm, then
any restrictions on what they may observe, record and do with this
information cannot be justified. In the case of your red sweater, you
could not, for example, expect others to avert their gaze so as not to
see what you were wearing. You could not stop them remembering
what you were wearing, nor prevent them from telling others about
it. Such requirements would amount to an excessive restraint on the
freedoms of others to observe, speak (about your red sweater), and
possibly even profit from so doing. Applying the relevant phrase in
legal discourse, a critic might say that because in a public area we
have no “reasonable expectation of privacy,” we have no right to
limit access of others to the information we there expose.

These considerations have held enormous power in theoretical
discussions of privacy and, to my knowledge, have rarely been
directly challenged® In Charles Fried’s influential paper on
privacy, for example, although he defends a robust moral and legal
right to privacy, he is equally explicit about its limits. On the one
hand he argues that a right to privacy, a right to control infor-
mation about oneself, ought to be secured through law because:
“By using the public, impersonal and ultimate institution of law

28 The idea behind trade secrets is similar. A secret earns legal protection only
if owners take adequate measures to keep it out of the public eye.

29 Again, Schoeman, discussed later, is a notable exception. Also see Jeffrey
Reiman, “Driving to the Panopticon: A Philosophical Exploration of the Risks to
Privacy Posed by the Highway Technology of the Futuahta Clara Computer
and High Technology Law Journ@/olume 11, Number 1, March 1995).
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to grant persons this control, we at once put the right to control
as far beyond question as we can and at the same time show how
seriously we take that righe? On the other hand, although a right
to privacy would be recognized by law, it would extend only over a
limited, conventionally designated, area of information, “symbolic
of the whole institution of privacy®! According to Fried, this desig-
nated area, whose content may differ considerably from society to
society, would include intimate or sensitive information, and
exclude the so-called “public” sphere from its scope of protec-
tion. Fried’s rationale for the “inevitable fact that privacy is gravely
compromised in any concrete social system” is because of “the
inevitably and utterly just exercise of rights by others .32

For similar reasons, Larry Hunter grants that “although we
consider it a violation of privacy to look in somebody’s window and
notice what they are doing, we have no problem with the reverse:
someone sitting in his living room lookingut his window.3
Consequently, placing any restraint on such activity would consti-
tute an unacceptable restraint on liberty — again a manifestation of
the “knock down” normative argument.

In the practical arena, as well as in the theoretical realm, public
surveillance is indignantly defended on grounds that it is unreason-
able to prevent others from perceiving, noticing, and talking about
the goings-on in public realms. This form of argument is favored
for protecting the commercial interest in data collection. In the
case of Lotus Marketplace Households, executives defending the
proposed product, cited considerations like these. Denying legal or
moral wrongdoing they argued that only information from the public
domain would be used, no private realms would be breached, and no
information deemed