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Regulation and Rights in Networked Space

ANDREW D. MURRAY*

The Internet is often described as inherently free from regulation; a space
where freedoms and liberties are guaranteed by the design of the network
environment. The naivety of this view has, however, been exposed by
commentators such as Shapiro, Reidenberg, and Lessig who have clearly
demonstrated the inherent regulability of networked space. The question
no longer is: can networked space be regulated? but rather, how and by
whom is it regulated? This paper examines the regulation of rights in
networked space. Property rights and rights to free speech, or free
expression, are examined in relation to a number of issues that have
emerged in the networked environment, or cyberspace. Its aim is to
examine whether the embryonic regulatory structure of cyberspace, which
has the advantage of starting with a completely clean slate, is sufficiently
sympathetic to the unique qualities of this fledgling jurisdiction.

INTRODUCTION

This paper examines the rules and institutional structures through which the
peculiar tensions between proprietary rights and the right of free expression
in cyberspace are mediated. It follows the positivistic approach to rights
advocated by among others Ralph Beddard in his Bgokan Rights and
Europe® and focuses upon the rivalous nature of these rigftse central
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1 R. BeddardHuman Rights and Europ@ 993).

2 Often the exercise of basic moral rights will bring the actor into direct conflict with
the basic moral rights of another. For example, if you choose, as part of a protest, to
occupy my property, | may use my right to peaceful enjoyment of my possessions to
curtail your right to free expression by having you removed.
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guestionis whetherthe interplay betweenthe rules for allocating domain
namesandthe structuredor mediatingdisputeds causingtheimportationof
unsuitable concepts such as a unitary property right into cyberspace
jurisprudence.

PROPRIETARYRIGHTS IN DOMAIN NAMES

The vexed questionof the legal statusof an Internetdomainnamé has
engagedmany legal academicsand practitiones since JoshuaQuittner
registered, without any prior proprietay interest, the domain name
mcdonaldsomin July 1994 The literature analysingthis issuemay be
classifiedas falling within one of three categories The first comprises
analyseswhich focus upon propertizéion of the domain name system
(DNS) while neglectingany normativeanalysisof the proprietarynature
of domain names. Thesedirect their attentionto particulr instances
where one party is in active disputewith anotherover a domain name.
They focus upon the tensionsarising from the dichotomy betweenthe
internationaland unclassifiednatureof domainnamesas opposedo the
domestic,classifiednatureof the trademarksystem.Theseanalysedail,
though,to questionthe normativebasisof suchdisputesand,in particular,
theissueof whethera propertyright may be asserteadvera domainname.
The secondcategoryencompasseanalyseswhich review the normative
role of adomainnamewith regardto the underlyingaddressingystemof

3 Thedomainnamesystem(DNS) facilitatesthe ability of userso navigatethe World
Wide Web (WWW). It doesso with the aid of two componentsthe domainname
and its correspondingnternet Protocol (IP) humber.A domainnameis a unique
addres®r identifier of a singlepageof text or otherdigital informationcontainecbn
the WWW, suchas<itlaw.org.uk>.An IP numberis the uniqueunderlyingnumeric
addresssuchas81.21.68.22.

4 J. Quittner, ‘Billions Registered’'Wired, 10 October1994. Available at: <http://
www.wired.com/wired/archive/2.10/mcdonalds.htniissited 5 February2003); J.
Quittner,‘What's in a Name?'Time 31 August1998.

5 A non-exhaustivdist of suchanalysesinclude: C. Waelde, ‘Trade Marks and
Domain Names:There’sa lot in a Name’in Law and the Interneta Framework
for Electronic Commerceeds.L. Edwardsand C. Waelde (2000); A. Murray,
‘InternetDomainNames:The TradeMark Challenge’(1998)6 InternationalJ. of
Law and InformationTechnology285;1. Azmi, ‘Domain NamesandCyberspace:
the Applicationof Old Normsto New Problems’(2000)81 International J. of Law
and InformationTechnologyl93; S. Abel, ‘Trademarklissuesn CyberspaceThe
Brave New Frontier’ (1999) 5 Michigan Telecommnications and Technology
Law Rev. 91; R. Tucker, ‘Information SuperhighwayRobbery: The Tortious
Misuseof Links, Frames Metatagsand DomainNames’(1999)4 Virginia J. of
LawandTechnology8; M. HalpernandA. Mehrotra,'From InternationalTreaties
to Internet Norms: The Evolution of InternationalTrade Mark Disputesin the
InternetAge’ (2000)21 University of Pennsylvanial. of International Economic
Law 523.
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the Internet® Suchanalysegyenerallyview the key conflicts betweerthe
trademak systemandthe DNS asbeingcentreduponthe uniquerole of a
domainnameas both an addressingrotocolanda ‘badge’ or identifier.”
Ratherthanadoptingthe conflicting valuesapproachcharacteristiof the
first category papersfocusingon this aspectof domainnaminggenerally
direct their attentionto the ‘fit' betweentrademak law as developedin
real-spaceand the use of domainnamesin the electronicrealm. These
commenariesdiffer from thosein the first categoryas they addresshe
normative basis of the DNS. Neverthelessthis secondapproachalso
neglectsto give sufficient consideratin to issuespertaining to property
rightsin domainnamesand propertizaion of the DNS2

Thefocusof thethird categoryis the legal basisof domainnamesandthe
DNS. This nascentsocio-legalanalysisis most clearly exemplified by the
work of Milton Mueller? He arguesthat ‘control of the DNS root'® is being
usedto createnew andexpandedproperty)rights to names’,andthatthese
rightsare‘often strongetthan. . . traditionallegalrightsin names** Mueller
contendghereis no naturalpropertyinterestin the domainnamespaceput
that a synthetic proprietary interest has been engineeredby trademark
holdersthroughthe actionsof the World Intellectual PropertyOrganisation
(WIPO)'? andis being enforcedby the InternetCorporationfor Assigned
Namesand Numbers (ICANN) through its Uniform Dispute Resolution
Procedurq(UDRP)!® The basisof his argumentis that proprietaryrights,

6 D. Burk, ‘TrademarksAlong the Infobahn: A First Look at the EmergingLaw of
Cybermarks’ (1995) 1 Richmond J. of Law and Technology1l; M. Tanner,
‘Trademarks)nternetDomainNamesandthe NSI: How Do We Fix A SystemThat
Is Already Broken?’(1998) 3(2) J. of TechnologyLaw and Policy 2.

7 In real spacewe differentiatebetweentheseroles. In general,namesare particular
emblemsusedto establishor designatadentity; addresseare emblemsdesignating
location.

8 This categoryof analysismay thus be characterizedas examiningthe technical
normsof domainnameshutfailing to addresghe legalnorms.Analysesin thethird
categoryaddresghe legal norms.

9 M. Mueller, Ruling the Root: Internet Governanceand the Tamingof Cyberspace
(2002) ch. 11. See, also, D. Dolkas and S. Menser, ‘Is A Domain Name
“Property’?’ Gray CareyArticles of Interest Available at: <http://www.gcwf.com/
goc/GrayCary-C/News-Arti/Articles/112000.1.doc_cvt.htm> (visited 5 Felruary
2003); C. Soares,Are Domain NamesProperty?The Sex.comControversy’2001
Duke Law and TechnologyRev. Available at: <http://www.law.duke.edu/journals/
dltr/articles/2001dItr0032.html%visited 5 February2003).

10 For a discussiorof the DNS Root, seen. 67 below.

11 Mueller, op. cit., n. 9, p. 228.

12 Theserightshavebeencreateahroughthe WIPO InternetDomainNameProcesses.
Final Report of First Process30 April 1999 (PublicationNo. 439) available at:
<http://wipo2.wipo.int/processl/report/finalreport.htmvisited 5 February2003);
Final Reportof SecondProcess3 Septembef001 (PublicationNo. 843) available
at: <http://wipo2wipo.int/proces2feport/htmlirepat.html> (visited 5 Felruary
2003).See,also,Mueller, id., pp. 228-31.

13 id., pp. 232-4.The UDRP s analysedn depthbelow.
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beingthe exclusiveright to controlhow andby whoma particularthing may
be used,createcontrolledspace On the one handthis controlledspacemay
be tangible, as in the caseof physical property; alternativelyit may be
intangible,manifestingitself as‘controlled vocabulary’.For example,if we
think of trademarkrights, we find that a proprietaryinterestin a particular
image, phrase or sound creates a controlled vocabulary. The latter
presupposesin authority to determinepreciseassociationdetweenterms
(or images or sounds,and so on) and entities. Mueller arguesthis is
anathemao the original aimsof the DNS. Accordingto this view, creatinga
controlled vocabularythrough the use of proprietaryinterestsproducesa
subjectiveevaluationof words which establishes false value in domain
names.To take an example,if one comparesdomain nameswith street
addressesye seethatthereis little economicvaluein the latter asthey are
anobjectiveidentifier of location(uncontrolledor free vocabulary) whereas
in the DNS the creationof a controlledvocabularyhasproducedextensive
economicvalue in domain names.Mueller aversthat the creation of a
controlled vocahlulary in doman names is founded on severa false
assumptiongpertaining to the use of domain nameswhich prior to the
procesof propertiziationwithin the DNS did not apply** He believesthat
the currentactionsof WIPO, ICANN, andthe trademarkholdersis counter-
intuitive to the processe®f the DNS. To use his words, ‘to turn domain
namesinto a controlledvocabularyis like pushinga heavyrock uphill. One
must constantlywork againstnature.*®

The dominant theme underlying Mueller's argument is that the
applicationof propertyrights to domainnamesruns counterto the natural
orderof things.However this is not a positiveargumentagainstthe creation
of a property structurein the DNS. Propertytheory is basedupon social
order and has little to do with natural order. Proprietaryinterestscreate
structuresof control and value whereasthe natural order is an order of
freedom. This is most clearly illustrated by the Hegelian principle that
propertyis the embodimenbf personalityas recognizedoy others® Hegel
believedthat the moral and political relationsof individuals stemmedrom
their rights to propertyandthat propertyownershipwasa reflection of our
social culture. Hegel's theory of property thus providesa complex social
tableauagainstwhichto view thedevelopmenandapplicationof proprietary
rights. In Hegelian theory, the act of taking property is achieved by
‘embodimentby projection’*’ This is realizedby taking occupancyof the
property through possessionJabelling or physical developmentof the
property.The key requiremenif occupancyis thatit cansignalto another
thatthis propertyis in the control of the individual. For Hegel,propertyis an

14 id., pp. 246-7.

15 id., p. 253.

16 G.W.F.Hegel, Philosophyof Right (1821,trans.S. Dyde, 1996).
17 SeeS.R.Munzer, A Theoryof Property (1990)67—70.
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‘intersubjectiveconcept’:it cannotexist without personsto recognizethe
control of the ‘owner’ of the property*® Occupancyclassicallyis modelled
using Locke’s labourtheory: this prescribeghat land in its natural stateis
ownerlessand that property rights arise through patterns of positive
possessionand the injection of labour!® Physical developmentof the
property signals occupancy.An alternative to the labour model is the
registration model used in the creation and managementof intangible
properties As intangiblescannotbe physically developedor possessedye
utilize registrationasa proxy of possessionThis canbe seenclearlyin the
patentssystemwhereinthe act of registrationsignalspossession.

The Hegelianmodel of social projectionis not the only model usedto
describepropertyrights. Alternatives,suchas the economicmodel, exist?°
Whichevertheoryyou subscribeo, propertycreatesstructuresf controland
value.This runscounterto the basiclaws of naturein which thingsarein an
unownedstate.Mueller's argumenthat the applicationof propertyrightsto
domainnamesruns counterto the naturalorder of thingsis thereforenot a
positiveargumentgainstthe creationof a propertystructurein the DNS. To
arguesucha positiononemustestablishthatthe DNS doesnot fit within the
establishednodelsof propertytheory®*

1. Modelling domainnames

Munzerputsforward a ‘pluralist theory of property’ basedon his thesisthata

satisfactorytheory of propertyshouldinclude some‘principle that recognizes
the moralimport of actionsthat affect personshappinesswelfare,preference-
satisfactionor the like.’?? His theoryrestsuponthreeprinciples: (i) utility and

efficiency, (ii) desertbasedupon labour and (iii) justice and equality. By

examining the application of each of theseprinciplesto the DNS we can

determine whether regarding the DNS as a system of property rights is

consistenwith propertytheory.

18 id., p. 69.

19 J. Locke, Two Treatisesof Governmen{(1694)part I, para.32.

20 Modernfree-marketeconomiesnay be categorizedas private-propertyeconomies.
Thesearesystemsn which the meansof productionare mostly privately ownedand
the market performsdistributive functions. The basisof such economiesmay be
foundin theprinciple of excludability. Theright to excludeaccesgo propertyallows
for control of that propertyandcontrol allows for the creationof a marketin rights
andthings. See,further, G. Calabresiand A. Melamed,‘Property Rules, Liability
Rulesand Inalienability: OneView of the Cathedral’(1972) 85 Harvard Law Rev.
1089;J. Coleman,Risksand Wrongs(1992).

21 In the clearestjudicial opinionto date,JudgeWare classifiesa domainnameasan
intangiblepropertyright. SeeKremenv. Cohen99 F Supp2d 1168(2000),at 1173.
See, also, Umbro International Inc v. 3263851 Canada Inc 3 February 1999,
Virginia State Court, unreported, available at: <http://www.alston.com/docs/
Articles/199709/umbrodns.htmvisited 5 February2003).

22 Munzer,op. cit.,, n. 17, p. 3.
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The principle of utility andefficiency requiresthat propertyrights should
be allocatedso as to maximize utility and efficiency regardingthe use,
possessionand transfer of things?® This principle is designedto ensure
maximum individual preference-satisféion, while preservingthe interests
of the community. The DNS clearly fulfils this principle. A failure to
recognizeproperty in domain nameswould lead to disutility both on an
individual and community level and would reduce efficiency within
cyberspace. A lack of utility on the individual level would occur as
individuals would find it impracticalto developa web presencguse)and
impossibleto control accessto their personalweb space(possessionj?
Although the Internetcould function without creatinga proprietaryinterest
in domainnames navigationusing underlyingInternetProtocolidentifiers,
with their complexmathematicabase,would renderthe developmenbf a
rich tapestry of content such as the World Wide Web unimaginable.
Individualsandcorporationsvould not haveinvestedin web contentwereit
not for the ability of domain namesto act as a badgeof possessiorand
control. Recognizingpropertyin the DNS fulfilled individual utility, or in
Munzer'swords, providedindividual preference-satisfacn. In doing so, it
alsoallowedfor maximizationof overall utility, andit did sowith the least
cost to the community as a whole, thus providing maximum available
efficiency®®

The secondprinciple, that of desertbasedupon labour,is derivedfrom
traditional Lockeanprinciples.Locke believedthat the productivecapacity
of humanlabour increasedhe supply of goodsavailablefor consumption
andthatthereforethe expenditureof labouron the productionof suchuseful
goods should be rewardedthrough private property®® Munzer modifies
Locke’s model and suggestsa qualified labourdesert principle. This
providesfor private propertyto rewardlabourwherethis doesnot impinge
on the rights of others,the processof acquisition,post-acquisitiorchanges,
restrictionon transferor generalscarcity?’ Applying Munzer'smodelto the
DNS, we seethat cyberspacenay be seenasa largely unowneddomainthat
parallelsthe stateof nature.Individualsmay staketheir claim for aportionof
this dimensionof the electronicrealmby registeringtheir interestin theform

23id., p. 4.

24 On accessights seethe caseof eBayv. BiddersEdge100F. Supp.2d 1058(2000).

25 The ‘Domain NameRush'’ of the mid 1990smay be seenasthe modernequivalent
of thelandrushesf the nineteenttcentury. They providefor anefficient andhighly
incentivized systemto invite the developmentof under-developegroperty. See,
further, J. Umbeck, Theoryof Property Rights With Applicationsto the California
Gold Rush(1982).

26 This approachmaybeseenin Locke,op. cit., n. 19, particularlyat partll, paras25,
32, 34. This shouldbe contrastedwith his earlierview seenin Essayon the Law of
Nature (1676) in which he viewed the competitionfor humanresourcesas a zero
sumgame(seeessayVIlil).

27 Munzer,op.cit.,, n. 17, p. 5.

192

© Blackwell PublishingLtd 2003



of a domainname?® The registrationprocesspublicizesthe interestof the
individual in a mannerthat is similar to taking possessionThat said,
identification of the injection of labouris more problematic.Commentators
who are sympatheticto the labour-rewardmodel may contendthat the
developmenbf a web presencébasedupona domainnameamountsto an
injection of labour.This assumptionthough,is incorrect.Firstly, the content
of the web pageis transferableandis not directly linked to a domainname.
Secondly,it may be claimedthat a proprietaryinterestin a domainnameis
establishediponregistrationof the name,ratherthanuponits applicationto
specific content?® The injection of labour may, however,be found at the
stageof creatingthe domainname.As with the developmenof atrademark,
the developmenbf a domainnameinvolvesat leastsomelimited degreeof
creativeeffort. It is herethat a domainnameis quite dissimilarto a street
addressWhereasthe latter is merely allocatedto the recipient,a domain
nameis createdby the registrant.Thereforeto classify a domainnameas
merelyan addressingr locationtool misapprehendthe subjectiveelement
of the creationprocessProvidedthat one acceptshe efficacy of a frontier
metaphoito conceptualizeyberspacef may be establishedhatthe labour-
desertprinciple is fulfilled.

The final principle calls for justice and equality in the property system.
Domainnameholdingsare,aswith all property,unequalin their individual
holding. Corporationstend to replicatetrade namesand marksin several
languagesvhereasndividualstendto registera singledomainname®° This
is acceptablewithin the principle of justice and equality providedeveryone
hasa minimum amountof propertyandthe inequalitiesdo not underminea
fully humanlife in society®! Although many netizeng? do not possessea
domainnameregistration accesgo the DNS is opento all andis extremely
inexpensive: any netizen wishing to register may do so3® The first
requirementof justice and equality is thereforefulfilled: any individual

28 The auhor recognizes tha this approach draws on a frontier mefaphor to
conceptualizecyberspace.This social metaphoris a common theme in much
Internet-relatedresearch. However, the monoculturalroots of this notion do not
resonatewell outside of North America. Some authors have suggestecthat it
providesideologicalexpressiorto the interestsof an emergingdigital elite. SeeD.
Neice,'CyberspaceandSocialDistinctions:Two Metaphorsanda Theory’ in Inside
the Communication Revolution: Evolving Patterns of Social and Technical
Interaction ed. R. Mansell (2002).

29 Kremenv. Cohen op. cit., n. 21, p. 1169.

30 The Coca-ColaCompany,for instance,owns and operatesmany domain names
including cocacola.comsprite.com dietcoke.comandfanta.com.The authorowns
and operatesa single domainname.

31 Munzer,op. cit.,, n. 17, p. 5.

32 Netizenis the universallyacceptederm for a citizen of the Internet.

33 Currentlyone UK registraris offering registrationfor aslittle as£3.75perannum.
See<http://www.lowcostnames.co.ukfvisited 3 February2003).
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hasfull and unhinderedaccessto a minimum amountof property>* The
secondrequirementthatinequalitiesdo not underminea fully humanlife in
society,formsthe basisof the analysiswhich takesplacein the secondpart
of this paper.Mueller contendghatthe creationof propertyin the DNS has
led to such an unequaldistribution of property that many netizensare
effectively deprivedof the ability to fully interactwith cyber-society’> The
purposeof this paper,at leastin part, is to analysethis contentionwith
particularreferenceto the conflict betweenthe property basisof the DNS
with the ability of netizensto engagen free speechwithin cyberspace.

A RIGHT TO FREEEXPRESSION?

As we begin the new millennium, early enthusiasmconcerningthe free
speechenhancingpotentialof the electronicdomainis beginningto fade. It
is becomingclear that self-publicationis only toleratedso far as deemed
acceptabléy regulatorsandthe wider community.Shapirodrawsattention
to two methodologie®f controlwhich restrictfree expressiorin networked
space.The first, controlling speech refersto direct regulatory control by
establishedegulatorshroughthe implementatiorof hierarchicalcontrols>®
Examplesof this approachrangefrom attemptshy the Governmenbf China
to directly controlaccesgo content®’ to the lessdirectbut equally effective
regulatorytechniquesof westerngovernments® The secondmechanisrris
freedom from speech This is control through technology empowering
individuatedsocialvalues®® This is amoresubtlebut devastatinglyeffective
methodologyof controlling speech Although internetworkingtechnologies
facilitate self-publicationmuchmore efficiently thanprevioustechnological
advancementsthey also facilitate self-censorshign an equally efficient
manner.Throughthe useof filtering technologiesndividuals may filter out
any speectthey seeasundesirableor as Shapiroputsit, ‘the powerof total

34 The author acceptsthat even the charging of such a small fee may be seenas
hinderingaccessThe costsof accessingyberspacearethoughconsiderablyhigher
thanthis fee. Thereforeit is submittedthatanyonewho may accessyberspacenay
gain unhinderedaccesg¢o domainnames.

35 Mueller, op. cit., n. 9, pp. 250-3.

36 A. Shapiro,The Control Revolution(1999) 64—73.

37 Measuredor ManagingInternetinformation Services,Fazhi Ribao (Legal Daily),
issuedby State Council Order No. 292; signed by Premier Zhu Rongji on 25
Septembei2000. See,further, A. Neumann,The Great Firewall: A CPJ Briefing
(2001), available at: <http://www.cpj.org/Briefings/2001/China_jan01/
China_jan01.htmlIXvisited 5 February2003).

38 SeeV. Mayer-SchiobergerandT. Foster,’A RegulatoryWeb: FreeSpeechandthe
Global Information Infrastructure’ (1997) 3 Michigan Telecommunicationsand
TechnologyLaw Rev. 45, at 46. Available at: <http://www.mttlr.org/volthree/
foster.html>(visited 5 February2003).

39 Shapiro,op. cit., n. 36, pp. 124-32.
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filtering meansthat [undesirablespeech]may be excludedeffortlessly.*°
With regulators exercising strong, even expansive, content control in
cyberspaceand with usersactively seeking‘essentialcredibility’** in the
informationthatthey receive,it would appeatthat speechis no morefreein
cyberspacehanin real-spacé?

As with rights in property the right to free speechor freedom of
expressiofr hasbeensubjectedo intenselegal and philosophicalscrutiny.
Theseanalysesnay usuallybe categorizednto oneof two approachesThe
first is the democratic approach.** This requires the acceptance of
democraticprinciplesasthe propersystemfor the governanceof the state.
It presupposethe existenceof the autonomouglecisionmakerseenin the
worksof HobbesKant,andMill andthatindividualsperformtheir dutiesas
self-governig citizens within a democratic state. Not surprisingly, the
democraticapproachhas developedin liberal democraciesand is most
clearly setout in the works of Americanscholars;n particularMeiklejohn
and Sunsteirf*® The secondmethodologyis the moral approactbasedupon
chaptertwo of Mill's On Liberty.*® This approachalso presupposeshe
existenceof the autonomouslecisionmaker,it doesnot thoughrequirethe
existenceof democraticsovereigntyandassuchis commonlycharacterized
asthe naturalapproacH’

1. Thedemocraticapproach

Thedemocratiapproachs premisedon theview thatfreedomof expression
is a necessarycomponentof a society basedupon the belief that the
populationat large is sovereign.Freedomof expressiorforms part of the
democraticprocessandfulfils two requirements(i) providingthe sovereign
electoratewith theinformationit needso exerciseits sovereignpower,and

40 id., p. 126.

41 M. Castells The Internet Galaxy (2001) 198.

42 Pressuresf spacemeanthatthis paperfocusesonly on controllingspeechAlthough
freedom from speechis a key regulator in cyberspaceit is unaffectedby the
propertizationof the DNS andis thereforenot germaneto the currentanalysis.

43 Fortheremainderof this papertheright in questiorwill bereferredto astheright to
freedomof expressionThis is becauseasT. Scanlonremindsusin his paper,'A
Theory of Freedomof Expression’in The Philosophyof Law, ed. R. Dworkin
(1977), freedom of expressionprotects not only speechbut also ‘displays of
symbols,failure to display them, demonstrationsmany musical performancesand
somebombings,assassinationand self-immolations’(p. 155).

44 The democraticapproachis characterizedby Scanlon (id., pp. 154-5) as the
‘artificial approach’,becausét is derived from and dependenion one particular
theory of governmentwhich is not universallyaccepted.

45 C. Sunstein,Democracyand the Problemof Free Speech(1993); A. Meiklejohn,
Free Speechand Its Relationto Self-Governmen1948).

46 J.S.Mill, On Liberty (1859).

47 See,for example,Scanlon,op. cit., n. 43, p. 155.

195

© Blackwell PublishingLtd 2003



(i) making governmentofficials and public servantsaccountableto the

population at large®® The democraticapproachtendsto value particular
types of expressionover others. As the value of free expressionin the

democraticthesis is premisedupon the provision of information to the

electorateand the accountability of officials, non-political expressionis

devaluedat the expenseof political expression.The democraticprinciple

cannotadequatelyexplain the United StatesFirst Amendmentprotection
givento pornographianaterials*® nor why purely artistic expressiorshould
be protected Further,basedasit is uponprinciplesof democracyjt cannot
adequatelexplainthevalueof thefree expressiormprinciplein othersystems
of governancesuchasmonarchiespligarchiesor meritocraciesThis renders
the democraticapproachof little value when examiningfree expressionn

cyberpae. Within cybecommurities and cyberspace in general the

applicationof democracyis rare. Most cybercommunitiesare oligarchies,
or constitutionalmonarchieswhile a few are meritocraciesVery rarely is

democracy encounteredin cyberspace.For this reasonthe democratic
approachs rejectedasincapableof providing a philosophicalfoundationfor

the following analysis of free expressionin relation to the developing
jurisprudenceonf cyberspace.

2. Themorality approach

Mill's approachs basedon the questfor truth andenlightenmentMill saw
the free and unfetteredexchangeof ideasbetweenmenasthe driving force
behind the intellectual developmentof society. Individuals should be
allowedthe freedomto developasindividualsthroughthe exchangeof ideas
betweenthose whose minds have developedto the point where they are
capableof being improved by argumentand discussion.In Millian free
expressiortheory, the bestideaswill emergefrom a marketin competitive
thinking, in effect, onewhich hasunfetteredexpressiort’ Although Millian

free expressiortheoryis not without its critics, it hasstoodup well to the
critiquesit hasenduredover the yearsand was declaredby Scanlonto be
‘the only plausibleprinciple of freedomof expressiorl canthink of which
appliesto expressiorin generaland makesno appealto specialrights (for
example political rights) or to the valueto be attachedo expressionn some
particulardomain.®?

48 F. Schauerfree SpeechA PhilosophicalEnquiry (1982) 36.

49 Miller v. California 413 US 15 (1973).

50 Another analogy,drawn by Schauer(op. cit., n. 48, p. 16), is that of the cross-
examinationprocessn the adversariakystemof justice. By subjectingthe ideato
the maximumscrutiny the truth shouldemerge.

51 Scanlon,op. cit., n. 43, p. 162.
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3. Locatingfree expressionn cyberspace

In applyingMillian libertarianprinciplestoday,wemustidentify whetherthe
Millian model requiresto be modified to reflect developmentsn society.
Modernfree expressiorprinciplesrecognizethereareoccasionsvhenit is in
the interests of society as a whole that speechbe restricted or even
suppressedcanlondentifiessix caseswherethe exerciseof freeexpression
may causeharmto othersandshouldthereforebe restrictedin the interests
of the wider society®? Thesemay be defined as caseswhere the risk to
society causedby free expressionoutweighsthe risks of suppressingree
expressionHow as a societydo we decidewhen suchrestrictionson free
expressiorarejustified? Accordingto Millian principles,oncea community
hasreachedhe positionof beingcapableof improvementby free andequal
discussionthat community must protectfreedomof expressionHowever,
according to communitarian principles>® autonomousmembersof the
community may believe that the statehasa distinctive right to command
themwithin certainlimits andmay agreeto allow the stateto overridetheir
right to makeindependentonsideratiorwithin theseimits.>* In this manner
individuals may agreeto restrictionsbeing placed upon their individual
freedom of expressionto serve wider community interests. When an
adequatenumberof individualswithin a societyagreeto allow the state(or
other authority) to commandthem on a certain issue, tolerance of a
command restriction may emerge. If individuds do not accept this
command they will throw it off.>>

The developmentwithin cyberspacef communitiesthat are capableof
improvementby free and equaldiscussioris beyonddoubt>® Accordingto

52 They are: wherethe expressiormay bring aboutinjury or damagean (expressive)
assaultdefamationgausingalarm;contributionto another'sharmfulact,andspeech
which increaseghe ability of citizensto harmone another(id., pp. 158-9).

53 The communitariancritique of liberalism developedin the 1980sas a responseo
Rawisian liberalism. Communitarianism represents three distinct critiques of
libertarianism: (i) liberalism’s alleged indiff erene to conceptions of human
flourishing, (i) its supposedexclusion of the pursuit of higher goals from the
domainof politics and (iii) inattentionto the waysin which a well-orderedsociety
andagoodlife dependuponthe exerciseof virtue, theresponsibilitieof citizenship,
andparticipationin acommonpolitical life. See:D. Bell, Communitarianisnand Its
Critics (1997); S. Avineai and A. De-Shdit (eds), Conmunitarianism and
Individualism(1992).

54 This may be seenasa communitariarupdateof Fichte’sfree expressiortheory.See
L. ArmstrongSmith,‘JohannGottlieb Fichte’'sFreeSpeechrheory’ (2001)4(3) Am.
Communications]., available at: <http://acjournal.org/holdings/vol4/iss3/articles/
Ismith.htm> (visited 5 February2003).

55 id.

56 M. Major, ‘Norm Origin and Developmentin CyberspaceModels of Cybernorm
Evolution’ (2000) 78 WashingtonUniversity Law Q. 59; N. Netanel,'Cyberspace
Self-GovernanceA Skeptical View from Liberal DemocraticTheory’ (2000) 88
California Law Rev.395; L. Lessig,Codeand Other Lawsof Cyberspacg1999)at
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Millian theory, freedom of expressionmust be protected within such
cybercommunitiesndwithin thecommunityof cyberspacéself. According
to communitariantheory, suchfreedomof expressioncannotbe restricted
unlessanduntil anadequateumberof individualswithin thosecommunities
acceptthe commandof an identifiable regulator (the conceptof the state
doesnotfit' in cyberspace)Thisis notoccurringin cyberspaceRather key

regulators within cyberspacehave imported restrictions on freedom of

expressiorfrom the real world which haveno placein, andwhich havenot

beenacceptedoy, cybercommunities.

REGULATING THE DOMAIN NAME SPACE
1. Theregulatay function of ICANN

ICANN is a private, California-basednot-for-profit corporationwhoserole
is to:

promotethe global publicinterestin the operationaktability of the Internetby
coordinatingthe assignmentof Internet technical parametersas neededto
maintainuniversalconnectivityon the Internet;performandoversedunctions
relating to the coordination of the Internet Protocol (IP) addressspace;
perform and overseefunctions relating to the coordination of the DNS,
includingthe developmenof policiesfor determiningthe circumstancesnder
which new top-level domainsare addedto the DNS root system;overseeing
operationof the authoritativelnternetDNS root serversystem;and engaging
in any otherrelatedlawful activity in furtheranceof theseitems>’

This role, containingasit doesmanagemenfunctions,standard-settingand
the promulgaion of poalicy, defines ICANN as a private regulatory
authority>®

Privateregulatoryauthoritiesmaytakemanyformsandtheir legitimacyis
directly relatedto the form and function of the regulator>® Scott classifies

ch. 6; H. Perritt Jr., ‘CyberspaceSelf-Government:Town Hall Democracyor
RediscoveredRoyalism?’(1997)12 BerkeleyTechnologyLaw J. 413.For a counter-
view, seeCastells,op. cit., n. 41, ch. 4.

57 Articles of Incorporationof InternetCorporationfor AssignedNamesandNumbers
(as revised 21 November 1998) Art. 3, at <http://www.icann.org/general/
articles.htm>(visited 5 February2003).

58 Theterm ‘private’ is beingusedhereto connotea body in private ownership.Two
distinctdefinitionsof a privateregulatorarecommonlyusedin regulatoryliterature.
Oneis basedupona functional distinction the other basedupon simple ownership.
See C. Scott, ‘Private Regulationof the Public Sector: A Neglected Facet of
ContemporaryGovernance’(2002) 29 J. of Law and Society 58-60. The latter
definition is preferredas a functional distinction would obfuscatethe following
analysisof private ordering.

59 The term ‘legitimacy’ is particularly fraughtwhendealingwith private regulators.
Legitimacy may be seenfrom a subjectiveor narrow viewpoint or from a wider
objectivelybasedviewpoint. For examplewithin the confinesof the Japanes#lafia
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private regulatorsas falling within one of three families basedupon their
mandaté® Theseare: (i) private bodieswho have a ‘clear and official
mandatebasedin statute’,typically theseare organizationswvho carry out a
public regulatoryfunctionunderdelegategowerssuchasthe Royal Society
for the Preventionof Cruelty to Animals (RSPCA) or the Consumers
Association;(ii) contractualbodies:regulatoryauthoritieswith formalized
powers derived from contractualagreement§? and (iii) bodieswith no
mandate:theseinclude a loose amalgamationof pressuregroups,special
interestgroups,and industry associationsvho draw their regulatorypower
from the use of a variety of tools such as litigation, the publication and
disseminationof information, and direct action® In contrastto Scott’s
taxonomy, Schwarcz categorizesprivate regulatorsfrom a rule-making
perspectivé® He suggestghat private orderingcan be viewed as part of a
broad spectrumwithin which rule-makingis classified by the amount of
governmentregulationor participationinvolved. Within this spectrumhe
recognizesour key classifications(i) whererulesareoriginatedandputinto
force by sovereigngovernments{ii) whererules are originatedby private
actorsand put into force by sovereigngovernmentsf{iii) whererules are
originated and put into force by private actors pursuantto governmental
delegation;and (iv) rules adoptedby private actors without government
sanction®* Thesemodelsare not exclusiveof one anotherand whentaken
togethemprovidean excellentoverviewof the structuresf privateregulatory
bodies.

An examinationof ICANN’s mandateplacesit in the secondof Scott’s
families, and the third of Schwarcz’'s.ICANN’s mandateis basedupon a
seriesof contractualrelationshipsbetweenthe organizationand the United
StatesDepartmenbf Commercethe University of SouthernCalifornia and
individual domainnameregistriesor ‘registrars’. The regulatorymandateof
ICANN may be found in two key agreementdbetweenIlCANN and the

or Yakuzathe punishment/atonemekhown asYubitsume,which requiresthe self-
amputationof afingeris alegitimateregulatorytool. Within the wider viewpoint of
societyasa wholethis lackslegitimacy. This paperusesthe termto meanperceived
aslegitimate by the public.

60 The following is takenfrom Scott, op. cit., n. 58, pp. 61-9.

61 This family may be internally subdivided betweenthose basedupon collective
relationships, such as the Advertising Stardards Authority and individuaed
relationshipssuchasaccreditationbodies.

62 This final family includesorganizationssuch as the FederationAgainst Software
Theft (FAST) and the Internet Watch Foundation(IWF). FAST is an industry
associationwhich useslitigation and the disseminationof information to regulate
softwarepiracy. The IWF is an industry associatiorsupportedoy all major United
Kingdom ISPs which usesthe publication and disseminationof information to
regulateindecentmaterials,in particularchild pornographyon the Internet.

63 S. Schwarcz, ‘Private Ordering’ Social Science ResearchNetwork Electronic
Library, ID 298409. Available from: <http://papers.ssrn.com/sol3/papers.
cfm?abstract_id=298409%visited 5 February2003).

64 id., p. 7.
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Departmentof Commerce:(i) the Memorandumof UnderstandingMoU)

betweenlCANN and United StatesDepartmeniof Commercé® and (ii) the

Contract between ICANN and the United States Government for

Performanceof the IANA Function®® Theseagreementgive ICANN de

facto control of the legacyroot®’ Within the legacy root the pre-eminent
serveris the‘A’ rootserverfoundin Hendon Virginia.®® Managemenof the

‘A’ serveris carriedout by ICANN aspartof the ‘IANA function’ cededby

the Departmenbf Commercdo ICANN underthe Contractfor Performance
of thelANA Function®® As ICANN controlsanychangego theroot, anyone
wishingto havea domainnamevisible on the Internetmustacquireit from

an ICANN-approveddomain name registry. This control over individual

domainnameregistriesallows ICANN to contractuallyrequireregistriesto

meet certain seavice requirements. At the forefront of these is the

requirementhat all registrantssubmitto ICANN’s UDRP./©

65 25 November 1998, available at <http://www.icann.org/general/icann-mou-
25n0v98.htm>(visited 5 February2003). The MoU hasto be annually renewed,
andat dateof writing, the currentversion(Amendments) agreedon 19 September
2002will remainin force to 30 Septembef003 unlessrevokedundersectionVII.
See <http://www.icann.org/general/amend5—jpamou-19sep02.htm> (visited 5
February2003).

66 1 October2002,availableat <http://www.ntia.doc.gov/ntiahome/domainname/iana/
SB1335-01-W-0650-0003.htmgvisited 5 February2003). The Internet Assigned
NumbersAuthority (IANA), undercontractfrom the US governmentoversawthe
allocation of InternetProtocol (IP) addresseso Internet Service Providers(ISPs).
The contractfor performanceof the IANA function passeso ICANN responsibility
for the tasksformerly performedby IANA.

67 Rootserversplay a key role in Internetnavigation.Almost every computeron the
Internetgetsits datafrom one of theseroot serversor from a cacheddownstream
copy of their data. This is the result of the widespreaduse of a systemprogram
calledBIND (BerkeleylnternetNameDomain).BIND comespre-configuredo get
datafrom oneof thethirteenlegacyroot nameserversandfew usersor domainname
serviceproviderseverchangethe setting.In practicethis meansonly domainnames
recordedin the legacy root may be accessedyy the overwhelming majority of
Internetusers.Although in theory any Top Level Domainis possibleand may be
addedto the network, the legacyroot is thoughthe only root to which all name
requestsare sentby domainnameservers.Thusany domainnot recognizedwithin
the legacyroot remainsinvisible to the majority of surfers.Thesedomainsmay be
‘madevisible’ by pointing your domainnameserverto oneof thesealternateroots,
thoughmostISPsdo not do this. For more on alternateroots seeE. Rony and P.
Rony, The DomainNameHandbook(1998)513-72.

68 Of thethirteenlegacyroot serverstenarehostedin the United Statesandoneeach
in London, Stockholmand Keio. The ‘A’ serveris co-ownedby the United States
National Science Federatio and Network Solutions Inc., a private Virginia
corporation,now a wholly ownedsubsidiaryof Verisign Inc.

69 op. cit., n. 66.

70 ThelCANN Uniform DomainNameDisputeResolutionPolicy (UDRP)is discussed
in greaterdepthbelow. The policy may be accesseat <http://www.icann.org/dndr/
udrp/policy.htm>(visited 5 February2003).
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2. Regulationthroughthe UDRP

With control of the DNS, one can effect the ultimate cyber-sanctionof
banishmentICANN may at any time, following a complaintin accordance
with its domain-namedispute-resolutionpolicy, order the removal of a
domainnamefrom the legacyroot network.As all Internetusersrely upon
domainnamesfor navigation,and as domain nameserversinvariably rely
uponthelegacyrootto overlayan|P addres®nadomainname theremoval
of a nameremovesthat contentfrom the easily navigablesectionof the
network. It is the most elegantand efficient methodof controlling content
within cyberspace.Through the UDRP, ICANN attemptsto substitute
uniform globalrulesfor whatwasoncea largely territorial systemof rights
and disputeresolutionprocedureslt is importantto note that as we have
seentheserulesweredefinedandimplementechot by governmentshut by a
private,commercialregulator.
The UDRP hasthreemain objectives:

(i) to create global uniformity for the adjudication of domain name
disputes;

(i) to reducethe costof resolvingsuchdisputes;and

(i) becauseof the sensitivity of replacingnational laws with global law,
UDRP adjudicationis to be restrictedto the most egregioustypes of
cybersquattingleavingall other disputesto nationalcourts’*

It is contentedthat the policy has only fulfilled the secondof these
objectives.Its greatestfailure lies with the third objective. The dispute
resolutionprovidersappointedunderthe UDRP dealtwith 2,458 claimsin
the first yearof the policy. It seemsinconceivablethat neartwo anda half
thousandclaims involving over four thousanddomain namescould all be
describedas egregiousparticularly whencomparedo the numberof cases
litigated in the sameperiod/? Further,an analysisof the claimsrevealsthat
disputeresolutionpanellists,who in many casesare untrainedin the art of
adjudication,are having to deal with complex casesinvolving competing
rightsin commerciallyvaluablepropertieswithout the benefitof a hearing,
the opportunityto examineparties,or to call for further evidenceto be led.
This hasled to panellists’making ndive, and occasionallyclearly incorrect
decisions.

71 M. Mueller, RoughJustice: An Analysisof ICANN'’s Uniform Dispute Resolution
Policy, available at <http://dcc.syr.edu/miscarticles/roughjustice.pdfwisited 5
February2003) 4.

72 Twenty-seven cases were filed under the US Anticybersquatting Consumer
Protection Act 1999 in the same period (December1999-Decembef000). In
United Kingdom courtsjust four similar caseswere heardin this period: French
ConnectionLtd v. Sutton[2000] ETMR 341; WH SmithLtd v. Colman[2001] FSR
9; ComputerFuturesRecruitmentConsultantd_td v. Stylemodéata Ltd 2000WL
33281329 and MBNA AmericaBankv. Freeman[2001] EBLR 13.
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3. Resolvingrights-basedconflicts

Conflicts betweenrights-holdersoccurin all spheresin real-spaceve are
adept at recognizing the nexus betweenrights and have developeda
sophisticatequrisprudenceo dealwith conflicts of rights. Broadlythereare
two dominantadjudicatorymodelsfoundin real spacetheadversariamodel
and the inquisitorial model. Both processesave distinct advantagesand
disadvantageég, and both sharea numberof commonthemes.First, both
systemsutilize a sophisticatedjurisprudenceto assistin dealing with
complex conflicting rights from a variety of sourcesincluding, but not
limited to: codesandotherprimary sourcef legislation,judicial precedent,
jurisprudentialworks, and sophisticatedules of procedure Secondly,both
systemsare constructedaroundthe ‘finding’ of the truth by the presentation
of evidenceto the court’* Thirdly, both systemsemploy a professional
judiciary, trainedin the processesf adjudicationandexperiencedn the art
of adjudication.

The UDRP, by comparison, does not contain the sophisticated
jurisprudential foundationsnecessaryto deal with such complex rights-
baseddisputes.As previously mentioned,the UDRP was designedto deal
only with the ‘most egregioustypesof cybersquatting”> leaving all other
disputegto the nationalcourts.As a resultthe UDRP Rulesare streamlined
to provide a speedyand cost-efficientservice,with no frills. The UDRP
procedureis a simple arbitration procedurewith none of the built-in
safeguardsfound in real-spaceadjudicatory models. It is not a truly
adversariabystemasit lacksthe necessarfluidity of anadversariabystem.
The procedureonly envisages,and allows, the presentationof static
documentaryevidence:there is no opportunity for partiesto develop or
refine their claim in light of further evidenceadducedby the other party.”®

73 Researchcarried out in the United Statessuggeststhe adversarialmethod may
reducethe biasof the decisionmakerandmay leadto partieswith a weakerfactual
caseto morefully representhemselvegseed. ThibautandL. Walker, Procedural
Justice: A Psychological Analysis (1975)). The obvious disadvantagesare the
escalatingcostsanddelayswhich may beinvolvedin allowing partiesto be masters
of their own instance. Inquisitorial systemscontrol costs and delays but risk
subjectivebias.

74 As directedby the Judicial Officer in the inquisitorial procedureandasrevealedoy
the processof examinationand cross-examinatioim the adversariaprocedure.

75 A fact reiteratedby Dr. Vinton G. Cerf, Chairmanof ICANN, in testimonygiven
before the House Committee on Energy and Commerce, Subcommittee on
Telecommunicationgnd the Internet (8 February2001) where he said, *‘One of
the policiesthatwasgeneratedrom the ICANN bottom-upprocessearly on wasthe
needfor a simpleprocedureo resolvethe clearesiandmostegregiousviolationson
a globalbasis.Theresult,after considerablevork in a variety of ICANN forums,is
the UDRP”. Testimony available at <http://www.icann.org/correspondence/cerf-
testimony-08feb01.htmvisited 5 February2003).

76 The procedureis setout in full in the Rulesfor Uniform Domain Name Dispute
Resolution Policy (UDRP Rules) available at <http://www.icann.org/dndr/udrp/
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Similarly the procedures quite unlike thatfoundin traditionalinquisitorial
systemsEvidenceis gatherecandpresentedby the parties,notasdirectedby
thepanellist.Panellistswho mayunderRule 12 requesfurther statementsr
documentdrom the parties,areactively discouragedrom seekingevidence
outwith the four corners of the presenteddocumentaryevidence. The
procedureis thereforeextremelyinflexible and unsophisticateds is to be
expectedof a proceduredevelopedwith aims of expediencyand cost-
effectiveness.This inflexibility hamstringspanellists when dealing with
caseswhich extend beyondthe ordinary. These problemsmay, to some
extent,beresolvedby avigorousapplicationof the flexibilities built into the
UDRP Rules’’ Suchan expansiventerpretatiorandapplicationof the rules
requires,however that panellistsare awareof the shortcomingswithin the
procedure, and are sufficiently experienced in recognizing when the
application of more complex and time consumingproceduresis to the
advantageof all parties. This would require that panellistsbe trained or
experiencedn the art of adjudication.A surveyof panellistsemployedby
the two major UDRP providers® carriedout in April 2002revealsthough,
thatover57 percentof the major provider’'spanellistsandalmosthalf of all
panellistsemployedby the two major serviceprovider<® are untrainedand
inexperiencedn adjudicatiorf® Equally disconcertingis the finding that
althoughonly 42.2 per centof WIPO panellist§* aretrainedor experienced
in the art of adjudication,50.2 per cent describethemselvesas expertsin
intellectual property (IP) rights. Thereis a concernthat panellistswith a
backgroundof practice at the IP Bar may fail to adequatelyreconcile

uniform-rules.htm>(visited 5 February 2003). Under Rule 3 the Complainant
submits a written complaint. Rule 5 allows the Respondento make a written

responsavithin twenty days.Following this, underRule 8 thereshouldbe no further

communicatiorbetweerthe partiesandthe Panel,exceptthroughan appointedcase
administrator.

77 In particular, Rule 12 (discussed)Rule 10 which allows the Panellist‘to ensure
partiesaretreatedwith equality,andRule 13 which allowsfor in-personhearingsin
‘an exceptionalmatter’.

78 Thesurvey reportedn full in theappendixyrecorded396 panellistsemployedby the
World IntellectualPropertyOrganisation(WIPO) Arbitration and Mediation Centre
andthe National Arbitration ForumUDRP Panel As at Februaryl8 2002thesetwo
providersdealtwith over 93 per centof UDRP disputesWIPO 59.2 per cent; NAF
34.4 per cent). Source:UDRRNfo.com an ongoing survey of the UDRP process
carriedout by ProfessoMichael Geistof the University of Ottawa.

79 Some152 of WIPQO'’s 263 panellistshad no experienceor training in adjudication
(57.8percent).In total somel94of 396 panellistshadno suchtraining (49 percent).
Full detailsmay be found in the Appendix.

80 ‘Trained’ in this contextmeansgtrainedby an approvedarbitrationbody suchasthe
InternationalArbitration Forumor AmericanArbitration Association.Experienced’
meanghe panellisthasactedon at leastthreeoccasiongnot being UDRP disputes)
asanindependentrbiter.

81 WIPO are the largestdisputeresolutionprovider. They accountfor nearly 60 per
centof all UDRP decisions.SeeAppendixfor further details.
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complexissuesraisedin casesinvolving conflicts betweenrights of free
expressionand rights in property, and may by ‘habit of thought’ give
extensiveprotectionto anyholderof IP rights.In doingso,theyarefailing to
take accountof the different dynamicof cybercommuities ascomparedo
real world communities.Cybercommunitiesas a generalrule, value free
expressionmorehighly thanreal-worldcommunitiesandasalmostno onein
cyberspacéhas voluntarily acceptedthe rule of ICANN they have not, in
communitariartheory,acceptedhe commandof the regulatorin restriction
of their free expressiorrights.

RESOLVING DISPUTES:THE UDRP AND THE PANELS

An attemptto strike afair balancebetweerthe competinginterestsof parties
is made by the UDRP Policy. Claimants under the UDRP procedure
invariably seekthe protectionof Paragrap!® of the policy®? andin doingso
they overwhelminglycite trademarkrights as the basisof the claim 23 The
policy aimsto balancesuchclaimsby protectingthe right to free expression
througha legitimateinterestdefencecontainedin Paragraph#. This applies
whenthe respondentan demonstratéa legitimate non-commerciabr fair
useof the domainnamewithoutintentfor commercialgain, to misleadingly
divert customersr to tarnishthe trademarkor servicemarkat issue’®* The
defenceis, though, poorly drafted and fails to adequatelycounter the
extensiverights given to claimantsunderParagrap!®.
Undermostdomestictrademarkiaws a purely non-commercialiseis an
absolutedefenceagainsta claim of trademarkinfringement®® ICANN’s
legitimate interestdefence however,falls shortof this. Having draftedthe
non-commercialisedefenceas applyingto ‘any legitimate noncommercial
or fair useof thedomainname withoutintentfor commercialgain’, ICANN,
at the eleventh hour, added the further clause ‘to misleadingly divert
consumersor to tarnish the trademarkor service mark at issue.” This

82 Thefull text of Paragrapl2(b) reads'By applyingto registera domainname,or by
askingusto renewor maintainadomainnameregistrationyou herebyrepresenand
warrantto usthat. .. (b) to your knowledgetheregistrationof the domainnameuwill
not infringe upon or otherwiseviolate the rights of any third party ... it is your
responsibility to determinewhetheryour domain name registration infringes or
violatessomeoneelse’sright.’

83 The UDRP proceduraepresentshe implementatiorof chapter3 of the final report
of the WIPO Domain Name Process,The Managementof Internet Namesand
Addressestntellectual Propertylssuespublished30 April 1999,WIPO Publication
No. 439. The statedaim of this wasto resolvethe problemscausedy the ‘existing
mechanismdor resolving conflicts betweentrademarkownersand domain name
holders[which] are often viewed as expensive cumbersomeand ineffective.’

84 UDRP Policy, op. cit., n. 70, para.4(c)(iii).

85 Section10 of the UK TradeMarks Act 1994, for example lists severalgroundsof
infringement,all of which requireto occur‘in the courseof trade’.
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importation of the tarnishmentconceptseemswholly inappropriateand it
substantiallyunderminesthe fair-use defence.In particular, this language
couldbeusedto denyprotectionto legitimatecriticism sites.A site designed
to attacka company’semploymentpracticesor environmentakrecordmight
be consideredto have the requisiteintent to tarnish a mark. The UDRP
protectionin this areaclearly goesfar beyondcurrentUnited Kingdom law
in protectingtrademarkholders®® When the policy was enactedobservers
chargedthat the natural effect of this languageblunted free expression
protection for non-commercialusers.ICANN was sufficiently concerned
aboutthesechargedo includein its SecondStaff Reporta footnotestating:

one detail of the policy’s language should be emphasised. Several

commentatorsindicated that the concept of ‘tarnishment’ in paragraph
4(c)(iii) might be misunderstoodby thosenot familiar with United Statedaw

or might otherwise be applied inappropriatelyto noncommercialuses of

parodynamesandthe like. Staff is not convincedthis is the case,but in any
eventwishesto point out that ‘tarnishment’in paragraphd(c)(iii) is limited to

acts done with intent to commercially gain. Staff intendsto take stepsto

publicize this point®’

In the three years following the statement,the only visible publicity,
however,hasbeenthe postingof the reportto ICANN’s website.Crucially,
ICANN appearnot to have drawn the statementto the attention of the
disputeresolutionproviders.This failure hasled to a significantnumberof
UDRP decisionsfinding non-commercialgripe or ‘sucks®® sitesto be in
violation of the policy. Someof thesedecisionsare highlightedin the next
section.

1. Adjudicatingcomplexcases

A survey,by the author,of thirty gripe-sitecaseslecidedbefore8 February
2002 revealsthat of thirty-one panellistsinvolved in thesecomplex cases
involving conflicts betweerthe free expressiomnrights of individualsandthe
proprietaryinterestsof trademarkholders,only sixteen(51.6 per cent)were
trainedor experiencedn theart of adjudicationf® Further thesurveyreveals

86 Forfurtheranalysisof the concertof tarnishmenbf trademarkseeM. Strasser,The
RationalBasisof TrademarkProtectionRevisited:Puttingthe Dilution Doctrineinto
Context’(2000) 10 Fordhamintellectual Property,Mediaand Entertainmentaw J.
375.

87 ICANN, SecondstaffReporton ImplementatiorDocumentgor the Uniform Dispute
ResolutionPolicy (1999) at <http://www.icann.org/udrp/udrp-second-staff-report-
240ct99.htm>(visited 5 February2003).

88 A ‘gripe site’ is a web site establishedto criticize an institution such as a
corporation,union, governmentbody, or political figure. They are also known as
‘sucks’ sitesdueto a commonmethodologyof namingthem NAME sucks.com

89 As 51 per centof all panellistsemployedby the two major serviceprovidersare so
trained or experiencedthis indicatesthat thereis no bias towardsthe selectionof
experienceganellistsby partieswhenfacedwith sucha complexcase.
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Table 1: Free expressiondecisionsunder the UDRP

CaseNo. Provider Domain Name Disputed Outcome Panellst Experienced
FA0094964 NAF Quirkmotors.com Dismissed Crary Yes
FA0094959 NAF Quirknissan.com Name Transfe Yachnin Yes
D20000020 WIPO Saint-Globaimet NameTransfe Glas No
D20000868 WIPO Skipkendell.con Dismissed Partridge No
Lockhart No
Mueller No
D20000071 WIPO CSA-Canada@m NameTransfe Ryan No
Fashler No
Sbarbao No
FA0094306 NAF Lobofootball.com Name Transfe Carmody Yes
D20000190 WIPO Bridgestone-kestone.net Dismissed Haviland Yes
D200041455 WIPO Mclanenortheascom Dismissed Thomson Yes
D20000584 WIPO Dixonssucks.com NameTransfe Cornish No
D20000996 WIPO Guinessreallystks.com NameTransfe Bridgeman Yes
D20004015 WIPO Lockheedsucks.com Dismissed Foster Yes
Sorkin Yes
Wagmer Yes
D20000662 WIPO Wal-martsucks.am NameTransfe Bernstén Yes
D20000477 WIPO Walmartcanadsucks.com NameTransfe Abbott No
D20010843 WIPO Dixons-onlineorg NameTransfe Carson No
FA007077 NAF Michealbloanburgsucks.com Dismissed Sorkin Yes
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Table 1: (continued)

CaseNo. Provider Domain Name Disputed Outcome Panellist Experienced
D2001-0007 WIPO Accorsicks.com NameTransger Le Stanc No
FA00102247 NAF Kendallhuntsicks.com Name Transgr Wallace Yes
Johnson No
Carmody Yes
D2001-0376 WIPO Cogemeorg NameTranser Willoughby No
FA0097750 NAF Misscleosicks.com Name Transkr Upchurch Yes
D2000-0636 WIPO Natwestsucksam NameTranskr Cornish No
D2001-1195 WIPO Philipssu&s.com Name Transkr Turner Yes
D2001-0463 WIPO Salvationamysucks.com NameTransgr Gaum No
D2001-0213 WIPO ADTsucks.com NameTranskr Barker Yes
Wagoner Yes
Foster Yes
D2000-0681 WIPO Standardchrteredsucks.com Name Transgkr Cornish No
D2000-1406 WIPO Dixons-mline.com NameTransger Ricketson No
D2000-1104 WIPO Wallmartanadasucks.com Dismissed Perritt Jr. Yes
D2000-0583 WIPO Directlinesicks.com NameTransgkr Cornish No
D2001-1121 WIPO Vivendiuniversalsucks.com NameTransger Sorkin Yes
D2001-0593 WIPO Reg-Vardy.com NameTransgr Thorne Yes
D2000-0585 WIPO Freeservestks.com NameTransger Cornish No




therathersurprisingstatisticthata transferof the disputednamewasordered
in twenty-threeof the thirty caseqseeTable 1). Of these,only eight cases
were oneswhere the respondentsvere clearly acting in bad faith.°° This

meanghat of twenty-twocasesnvolving complexrights-basedlisputesthe

complainantwas successfuln fifteen: a succesgate for complainantsof

68.2percent.Thisrateof successignificantlyis higherthanthe successate

of complainantsn all contestedactions®*

In analysing some of the decisions,the risks involved in using an
unsophisticatedprocedureto deal with complex rights-baseddisputesis
clearly indicated.For example the Saint-Globaincaseinvolved the useby
shareholdersf the companynameasthe basisfor a domainnameattached
to a websitecritical of the managemenof the company?? The panellist,M.
Glas, recognizedtheir right to free expressionbut said the shareholders
should have useda non-identicalname?® This is a flawed decision. The
policy doesnot distinguishbetweenthe use of identical or similar names
when applying the legitimate interest defence’* This judgment clearly
narrowsthe application of the legitimate interestdefence.In doing so it
prioritizes the emergenipropertyinterestsof the complainantover the free
expressiomightsof therespondentghe subtlebalancethe policy attemptgo
strikeis lost. A similar misapplicatiorof the UDRPis apparenfrom thecase
of Dixons-Online.coni® In this caseanindividual, Mr. Abu Abdullaah,used

90 Thesecasesare: Freeservesucks.conixonssucks.comGuinessreallysucks.com,
Natwestsucks.comADTsucks.com Standardcharteredsucks.coRhilipssucks.com
and Directlinesucks.comln thesecasescybersquatterdiad ‘warehoused’several
namesinvolving well known companiesand a suckssuffix. This had clearly been
donewith a view to profit.

91 Of thetwenty-twocomplexcasessurveyedgighteenweredefendedactions.As at 8
February2002,1,254non-defaultdecisionswerein favour of the complainantrom
atotal of 1955,a successateof 64.1percent.Datafrom UDRPFnfo.comop. cit., n.
78.

92 Compagniede Saint Gobainv. Com-UnionCorp, WIPO D2000-0020,14 March
2000.

93 ‘It goeswithout sayingthatshareholdersr otherinterestedhartieshavetheright to
voice opinions,concernsandcriticism with respecto alisted companyandthatthe
Internetconstitutesanideal vehiclefor suchactivities. Theissueat handis however
not asRespondenseemgo contend the freedomof speechand expressiorbut the
merechoiceof thedomainnameusedto exercisethis inalienablefreedomof speech
andexpressionWhenregisteringthe DomainName,Responderknowingly chosea
namewhich is identical andlimited to the trademarkof Complainantandwhich is
identical to the domainnameregisteredby Complainantin the .comgTLD. [The]
Respondentould havechosera domainnameadequatelyeflectingboththe object
andindependenhatureof its site,asevidencedodayin thousandef domainnames.
By failing to do so,andby knowingly choosinga domainnamewhich solely consists
of Complainant'srademark Respondenhasintentionally createda situationwhich
is at oddswith thelegalrights andobligationsof the parties’Decisionof M. Glasat
Para.6(c).

94 UDRP Policy, op. cit., n. 70, para.4(c).

95 Dixons Group plc v. Mr. Abu Abdullaah WIPO D2000-1406,18 January2001.
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the Dixons-online.cen domainnameto run a consumercomplaintsservice
for which no chargewas made. The panellist found that ‘there was no
evidenceto concludethe Respondents offering servicesor goodsfor any
kind of commercialgain’.*® Despitethis theystill foundMr. Abdullaah’suse
of the domainnameto be illegitimate as:

he is using the domain name primarily for the purposeof disrupting the
busines®f a competitor.While it may be that the Respondenis not usingits
domainnamefor commercialgain, it hasbeenheldin severalpaneldecisions
that ‘competitor’ hasa wider meaningandis not confinedto thosewho are
selling or providing competingproducts.In this wider contextit means,one
who acts in oppositionto anotherand the context does not demandany
restrictedmeaningsuchascommercialor businessompetitor’.In the present
case,the Respondenis competingwith the Complainantfor the attentionof
Internetuserswhich it hopesto attractto its site. Given alsoits purposeof
acting as a complaint site, this seemsevidenceof both the Respondent’s
intentionto acquireandusethe disputeddomainnamein badfaith. While the
interestsof free speechand consumerprotectionmay be advancedo justify
the Respondent’saicquisitionand useof the disputeddomainname,this is a
.com domainnameand clearly hasthe potentialto disruptthe complainants
business’

This decisionis in directoppositionto the spirit, if notthewording,of the
SecondCANN Staff Report®® and presentssuchan expansivedefinition of
competitorand competitionasto be almostimpossibleto operatea gripe or
complaintssite within the scopeof the defenceoffered by Paragraphd. If
this werea uniqueor evenunusualdecisionit could be acceptedassimply a
‘bad’ decision.Suchdecisionsarethoughnot uncommonWithin the list of
caseson Table 1, similar unjustified restrictionsof the legitimate interest
defence may be found in several casesincluding, Quirknissancont®
Lobofootball.om'®® and Csa-Canada.comM* Most tellingly perhapsin the
caseof Cogema.ord’? a defenceput forwardby Greenpeacthat, ‘the useto
which [they] intendedto put the domain name was protectedspeechor
expression under The European Convention on Human Rights and
FundamentaFreedomsArticle 10’ was rejectedby the panellistas: ‘The
exerciseof protectedspeector expressiorunderArticle 10 of the European
Conventionon Human Rights and FundamentaFreedomsis ... possible
without confiscatingthe propertyof someoneelse.’ Thesecasesndicatethat

96 id., para.6.3.

97 id.

98 op. cit., n. 87.

99 Quirk Nissaninc. v. Michael J. Maccini, NAF FA0094959,29 June2000.

100 The Regentsof the University of New Mexico v. AmericanInformation Services
NAF FA0094306,26 April 2000.

101 CSAlnternational(a.k.a.CanadianStandardsAssociation). JohnO. Shannorand
Care TechIndustries,Inc., WIPO D2000-007124 March 2000.

102 CompagnieGeneraledesMatieresNucleairesv. Greenpeacénternational WIPO
D2001-0376,14 May 2001.
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when facedwith complex casesinvolving fundamentalconflicts of rights,
panellistsall too oftentakethe simplestway out whichis to prioritize narrow
proprietary rights over the free expressioninterestsof the community at
large.

As | have argued, however, accordingto communitariantheory, free
expressionshould be protected within cyberspaceunless and until an
adequate number of individuds within cybercommunities accept the
commandof an identifiable regulator,in this caselCANN.°® Clearly this
has not occurred. ICANN'’s only source of regulatory authority is its
contractualrelationshipswith the United StatesDepartmentof Commerce,
and as the United Statesgovernmentreceivesno mandatefrom individual
membersof the cybercommunity ICANN hasno legitimacy to command
individuals within these communities. The default position ICANN is
requiredto adopt,accordingto communitarianprinciples,is to protectfree
expressioninterestsover other interestsuntil the legitimacy of ICANN to
regulateexpressioris accepteddy cybercommunities?*

CONCLUSION

The UDRP Policy laks the sophisticated jurisprudential foundaions
required to adequatelydeal with complex rights-baseddisputes. This
shortcomingis compoundedy the lack of training given to panellistsand
therelativeinexperiencef panellistsIt maybe questionedvhy thelossof a
domainnamemaybe equatedvith suppressionf expressionMany network
commentatorswould argue that removal of a domain name following a
UDRP decisiondoesnot suppresshe free expressionright of the losing
party, asthey may simply registera new, non-infringing,nameand usethis
to resurrectthe previouswebsitewith all contentintact. They would argue
that, aswe haveseenwith the migrationfrom Napsterto AudioGalaxyand
Gnutella,informationalcontentwill not be suppressedn the Internet. The
currentauthorrespectfullydisagreesDecisionsmadeunderthe UDRP do
matterbecauseén cyberspacehe protocolsarethe key regulatorsof activity:
“Code is Law’.'®®* Domain namesplay a key role as the addressing
protocolsof cyberspacetheyuniquelyactbothasthe namingandaddressing
protocol!®® This meansthey both establish or designateidentity and
designatelocation. It is with respectto this secondrole as designatorof
location, that the censorial effect of UDRP Panel decisions becomes

103 See,above,n. 54 andrelatedtext.

104 Clearevidencethatthis hasnot yet beenachievedmay be seenin the largeamount
of anti-ICANN pressuregroups. See,for example,<http://www.icannwatch.org>,
<http://www.internetdemocracyproject.org/>, and <http://www.cpsr.org/
internetdemocracy/>.

105 Lessig,op. cit., n. 56, p. 6.

106 See,above,n. 7 andrelatedtext.
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apparentDomainnamesaretheroadsignsof cyberspaceandthe removalof
thee signs makes it signficarily harder for individuals to find the
informationthey seek:it is like trying to navigatethe road networkwithout
any signpostsThe contentmay still exist, butit may neverbe found°’

If thereis eventherisk of unjustified suppressiomf free speechthrough
the applicationof the UDRP, it is essentiathatICANN take stepsto ensure
thatrights of free expressiorarefully protected.The Internetwasfounded
upon libertarian values.Design protocolsallowed for self-publicationand
anonymity; community values promoted free expressionby combining
public fora and the marketplacefor ideasto createa ‘new market for
speech™®® The fabric of the Internet has changedwith the commercial-
ization of the network. Commercialactorsseekto protecttheir ‘property
interests’. This includesthe restriction of commercially damagingspeech
within the network infrastructure'®® It is importantthat ICANN doesnot
permitthe UDRPto be usedasatool to suppres&xpressiorin this manner.
An urgentreviewis neededthoughnot, asis often calledfor, of the UDRP
policy itself,**° but ratherof the insufficiently sophisticategoroceduratules
employedby the disputeresolutionproviders.

107 Alternatively someonesearchingor suchinformation may referto a searchengine.
Here again though they may be thwarted. Businesseften ‘buy’ high ranking
returnson commonsearchtermssuchastheir tradingname throughadvertisingand
other commercial routes. Although this is usually done for purely commercial
reasons,a side-effectis that any potential ranking for a criticism site will be
considerabljlower in the returnsgeneratedandis thereforelesslikely to be found.

108 SeeShapiro,op. cit., n. 36, pp. 129-32.

109 This rangedrom directly damagingspeectsuchascopyrightinfringement,seeA &
M RecordsInc v. Napsterinc 239 F 3d 1004 (2001),to simple ‘gripe’ sites,see
LucentTechnologiesnc v. Lucentsucks.cor5 F Supp2d 528 (2000).

110 M. Froomkin, ICANN’s ‘Uniform DisputeResolutionPolicy’ Causesand (Partial)
Cures’(2002)67 BrooklynLaw Rev.605; M. Geist,‘Fair.com?An Examinationof
the Allegationsof SystemicUnfairnessn the ICANN UDRP’ (2002)27 BrooklynJ.
of International Law 903.
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APPENDIX: SURVEY OF UDRP SERVICES
Methodobgy

As part of the currentanalysisit wasnecessaryo carry out a biographical
surveyof UDRP panellists.

Sample Selection— Although there are four accredited UDRP service
providers, two providers, the World Intellectual Property Organisation
(WIPO) andthe National Arbitration Forum(NAF) provide93.66percentof

all UDRP rulings (see Figure 1) and 88.69 per cent of all non-default
(defended)UDRP rulings (seeFigure 2).*** A decisionwastakentherefore
to focus the survey of UDRP panellistson thoseemployedby thesetwo

providers.

Survey— Between18-25 April 2002, the author carried out a survey of
publicly availablebiographicaldatarelatingto all currentWIPO and NAF
panellists Thesedatawerecollectedfrom on-lineresourcesuppliedby both
providerst*? The ageand genderof panellists,their job or professionthe
level of training and expeience in relaton to arbitraion, and their
nationality wererecorded.
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WIPO —59.2  NAF —34.46 e-Res — 5.63 CPR — 0.72
Figure 1 — PercentageShare of UDRP Market '3

111 Figurescorrectto 18 February2002.

112 WIPO details available at <http://arbiter.wipo.int/domains/panel/panelists.html>,
NAF detailsavailableat <http://www.arbforum.com/domains/panelists.asfBoth
visited 25 April 2002.)

113 Datain relationto marketsharewere collectedfrom UDRPFnfo.comop. cit., n. 78.
The datausedwas gatheredon 18 February2002.
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Figure 2 — PercentageShare of Non-default Decisions

Findings

The samplesize was 396. This consistedof 263 WIPO panellistsand 133

NAF panellists Overwhelminglypanellistsveremale}** andweremembers
of the legal profession(seefigure 3). Therewasa cleardistinctionbetween
the professionabackgroundof WIPO panellists who were overwhelmingly
practicing lawyers,and NAF panellists,a large proportion of whom were

retired judges(seefigures4 and5).
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Lawyer/Attorney
- 250

Judge (Retired)
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Law Professor

- 46
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IT Related

-12

Professor (Oth.)
-4

Figure 3 — Panellists’ ProfessionalBackground (All)

114 Of 263 WIPO panellistsonly thirty-two (12.2 per cent) were female. The NAF
biographicaldataunfortunatelydoesnot recordgenderof panellists.

213

© Blackwell PublishingLtd 2003



250
200
150
100
50
0 R =—-v— ! *—_lr R ~ <
) T g = s - g £ 1
= = s 2 = a)
g 3 = 3 & <
bt [
< = & = = ¢
S S E 5 - 4
b ko) < = =
g = = < 5
— < [aW)
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Figure 5 — Panellists’ ProfessionalBackground (NAF)

Given the large divergencein professionbbackground=f panellists
from the two major UDRP providersit is not surprisingto find thatthere
was a marked difference betweenthe two in the proportion of their
panelliststrainedor experiencedn the art of adjudication.'*> As canbe
seenin Table 2, whereas51 per centof all panellistswithin the survey
weretrainedor experiencedn adjudication only 42.2 per centof WIPO
panellists met this standard,compaed with 68.4 per cent of NAF
panellists.All WIPO panellistsare offered the opportunity of attending
trainingsession®nthe UDRP procedureThosewhorecordedhis astheir
only training in arbitration are included in the third column. For the
purpose®f this survey,this doesnot qualify a panellistasbeingtrainedin
the art of adjudicaton.

115 ‘Trained’ in this contextmeanstrainedby an approvedarbitrationbody suchasthe
InternationalArbitration Forumor AmericanArbitration Association.Experienced’
meanghe panellisthasactedon at leastthreeoccasiongnot being UDRP disputes)
asanindependentrbiter.
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Table 2 — Adjudicatory Training and Experience of Panellists

Trained and/ Not Trained WIPO training
or experienced only
All 202 (51%) 179 (45.2%) 15 (3.8%)
WIPO 111 (42.2%) 137 (52.1%) 15 (5.7 %)
NAF 91 (68.4%) 42 (31.6%) 0 (0.0%)

Giventhe greaterexperiencen adjudicationpossesselly NAF panellists
it raisesthe questionof why WIPO remainsthe market leaderin the
provisionof UDRP servicesTherearetwo possiblereasons(i) a preference
for local panellists(geographicafactor) or (i) forum shoppingand capture
of panellists.
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Figure 6 — Nationalities of Panellists (NAF)
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Figure 7 — Nationalities of Panellists (WIPQO)

NAF is a United-States-baseidstitution and appearso havea more US-
centricapproachThis canbe seeby comparingthe nationality of panellistsin
both organizationsAs canbe seenfrom Figures6 and7, WIPO is clearly the
moreinternationalof thetwo organizationsWhereadJS-baseganellistsmake
up 71 percentof the NAF panel,they makeup only 26.6 percentof the WIPO
panel.This nationalbiasis reflectedin the complainant'scountryof origin. An
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earliersurveyby Milton Mueller**®foundthat92 percentof NAF complainants
were US-based¢comparedo only 60 per centof WIPO complainants.

Despite the appearance of national bias, WIPO still attracts a
proportionatelyhigher amountof disputesthan may be explainedby the
national origin of panellists. For example, 42 per cent of US-based
complainantchooseVIPO. This suggestshe possibility of forum shopping
and captureof panellists.Severalstudieshave found evidenceof forum
shopping’'” but thesestudiesdo not analysethe risk of capture.Thereis
however evidencethatthe WIPO procedurein particular,is opento capture
by trademarkholders.WIPO is an organization'dedicatedto promotingthe
useand protectionof intellectualproperty.**2 It is not surprising therefore,
to find thatthe WIPO UDRP panelcontainsa high proportionof intellectual
property practitioners. Of the 193 WIPO panellists currently practicing
within the legal profession,110 (57 percent)list a specialismin intellectual
property.In addition, of the forty-one academidawyerslisted, twenty-two
(53.7 per cent) are listed as intellectual property professorsor lecturers.
Although it is to be expectedthat a high proportion of UDRP panellists
would be experiencedn intellectual property law given the natureof the
disputesn questionandalthoughthereis no claim heremadeof individual
biasby panellistsin favour of intellectual propertyrights holders,for those
panellistsinvolved in the practiceof IP law it may be difficult to maintain
neutrality asthe major aspectof their full-time vocationis the protectionof
IP rightsfrom erosionandthis might be expectedo meanthatcertain‘habits
of thought’ are prevalent.

116 Mueller, op. cit., n. 71.

117 id., partV; Geist,op.cit., n. 110; M. Geist,Fundamentally=air.com?An Updateon
Bias Allegationsandthe ICANN UDRP, availableat <http://aix1.uottawa.ca/~geist/
fairupdate.pdf>(visited 5 February2003).

118 Takenfrom ‘About Wipo' at <http://www.wipo.org>(visited 5 February2003).
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