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ABSTRACT
Governing by identity describes the emerging regime of a globalizing,
mobile world. Governance depends on identification but identification
increasingly depends on biometrics. This ‘solution’ to difficulties of verifica-
tion is described and some technical weaknesses are discussed. The role
of biometrics in classification systems is also considered and is shown to
contain possible prejudice in relation to racialized criteria of identity. Lastly,
the culture of biometric identification is shown to be limited to abstract data,
artificially separated from the lived experience of the body including the
orientation to others. It is proposed that creators of national ID systems in
particular address these crucial deficiencies in their attempt to provide new
modes of verification.

‘Identities’ float in the air, some of one’s own choice
but others inflated and launched by those around, and
one needs to be constantly on the alert to defend the
first against the second; there is a heightened likelihood
of misunderstanding, and the outcome of negotiation
forever hangs in the balance.

Zygmunt Bauman1

. . . through biometrics bodies may become inscribed
with identities shaped by longstanding social and
political inequalities.

Irma Van der Ploeg2

INTRODUCTION

At the end of 2007 and start of 2008 the US FBI
announced two major initiatives involving biometrics.
The first is called ‘Next Generation Identification,’ a $1
billion initiative to build the world’s largest database of

bodily characteristics, usable by law enforcement agencies
but also by employers under certain circumstances to
collect a variety of biometric information from many
sources for identification and forensic purposes. The ‘long
term goal,’ says Lawrence Hornak of CITeR, ‘is “ubiqui-
tous use” of biometrics’.3 The second initiative, called
‘Server in the Sky,’ is an international biometric database
that would allow the FBI to cooperate with other agencies
in Australia, Canada, New Zealand and the UK. The idea
is to permit the advanced search and exchange of biomet-
ric information on a global scale. There would be three
categories of suspects in the shared system: ‘internation-
ally recognized terrorists and felons, major felons and
suspected terrorists, and subjects of terrorist investiga-
tions and criminals with international links’.4

1 Z. Bauman. 2004. Identity. Cambridge, UK: Polity Press: 13.
2 I. Vander Ploeg. 2005. The Machine-Readable Body. Maastrict:
Shaker: 78.

3 E. Nakashima. 2007. FBI Prepares Vast Database of Bio-
metrics. Washington Post, 22 December: A01. Available at:
www.washingtonpost.com/wp-dyn/content/article/2007/12/21/
AR2007122102544_pf.html/ [Accessed 22 Dec 2007].
4 O. Bowcott. 2008. FBI Wants Instant Access to British Identity Data
The Guardian 16 January. Available at: www.guardian.co.uk/print/
0,,332065468-105744,00.html/ [Accessed 16 Jan 2008].
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No one knows at this point (2008) whether these
systems will be accepted and become established.
However, it is only a very few years since biometrics
moved from the economic doldrums to being seen as a
‘solution’ to the increasing need for identification.
Already, hopes are expressed for ‘ubiquitous biometrics’
which suggests great confidence in these products on the
part of both corporations and government-regulated
agencies. This dramatic shift indicates at least two things:
one, that legitimate status and access are associated more
and more with the production of some means of identi-
fication and two, that the means of identification are
increasingly associated with biometrics. This is true, not
only of law enforcement and intelligence services, but
also of commercial, employment and other areas of life.

Today, we are governed by identity.5 In a so-called
information era, identification has become even more
important than it was in the world of paper-based
bureaucracy. The electronic information infrastructures
that permit the processing of our personal data depend
on identification documents and protocols to mediate
between individuals and the organizations with which we
relate. The employee authenticates her identity with an
access card to enter the workplace, the traveller shows a
passport to board a plane, and the patient produces a
health card to prove eligibility for medical services at the
hospital. Without the card, and the databases on which it
depends, identity cannot now be verified. Telling your
story no longer suffices. It is displaying your card that
counts.

Now, a further factor has entered the ‘governing by
identity’ equation: biometrics. The fingerprint, once a
means of checking manually for police suspects, is now
digitized and found on databases for instant, remote and
automated checking. The face, once carefully measured
and mapped by hand – in Alphonse Bertillon’s nineteenth
century French system, for example6 – is now captured by
camera to create a template of unique features that may
then be instantly compared with others within the system.
Iris and retinal scans may also be used but fingers and
faces are still favoured in ID cards. Taking a sample from
your body is increasingly de rigeur.

The biometric factor has rapidly moved close to centre
stage in the development of and debates over ID card
systems. The attacks on America of 9/11 and the ‘war on
terror’ that followed offered a major opportunity to

upgrade identification systems in the relentless quest for
‘national security’ although the systems proposed were
ones that were generally available already.7 Moreover,
because of the role played by airports in the original
attacks, identification using biometrics has featured
prominently in attempts to strengthen aviation security
but also simply to speed up passenger through-put.
By March 2002 Schiphol Airport at Amsterdam, for
example, was the first to use an iris scan for security
checking in its fast-track Privium system.8 Airports
already act as data filters9 for sorting travelers and their
associated luggage within spaces that are closely moni-
tored. So testing biometrics in airports seems like a
natural extension of existing security practices as well as
of airport efficiency measures.

Biometrics are already in use in many existing and
proposed national ID card systems. When the USA
endorsed standards issued by the International Civil
Aviation Organization (ICAO) for international pass-
port documents, many other countries felt they had no
option but to comply as well. Indeed, many law enforce-
ment and private industry applications have encouraged
the further use of biometrics. They are used to regulate
movement and access, but also to reinforce transactional
security. Biometrics promoters believe that the potential
applications are manifold, across a range of sectors.
The biometrics industries are booming, especially since
9/11,10 and there are signs that public opinion is gener-
ally behind – or at least complacent and not actively
opposed to – the trend towards biometrics in ID docu-
ments. For instance, in Canada 72% agree with the pos-
sibility of introducing a national ID card that would
include a photo and fingerprint.11

The shift to biometric identification is one that both
introduces some novelties in the history of identifica-
tion practices and, at the same time, confirms some

5 L. Amoore. 2008. Governing by Identity. In Playing the Identity Card:
Surveillance and Identification in Global Perspective. C.J. Bennett & D.
Lyon, eds. London & New York: Routledge.
6 See contributions to J. Caplan & J. Torpey eds. 2001. Documenting
Individual Identity: The Development of State Practices in the Modern
World. Princeton, NJ: Princeton University Press.

7 For a legal view of this see M.G. Milone. Biometric surveillance:
Searching for identity. The Business Lawyer 2001; 57: 1.
8 CNN 2002 Schiphol Backs Eye Scan Security. Available at: http://

archives.cnn.com/2002/WORLD/europe/03/27/schiphol.security/
index.html [Accessed 27 March 2002].
9 D. Lyon. Airports as Data Filters: Converging Surveillance Systems

after September 11. Info, Communication, Ethics in Soc 2003, 1:1. See
also P. Adey. May I Have Your Attention: Airport Geographies of
Spectatorship, Position and (Im)mobility. Environment and Planning D:
Society and Space 2007; 25: 516–536; and M. Salter, ed. 2008. Politics at
the Airport. Minneapolis: University of Minnesota Press.
10 E. Zureik with K. Hindle. Governance, Security and Technology:
The Case of Biometrics. Studies in Polit Econ 2004; 73: 113–137, K.
Gates. Biometrics and Post-9/11 Technostalgia. Social Text 2005; 83:
35–54.
11 Angus Reid Global Monitor. 2007. Canadians open to national ID
card. Available at www.angus-reid.com/polls/view/canadians_open_
to_national_id_card/ (August 1 2007). [Accessed 28 June 2008].
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continuities. In what follows, we shall examine three
important questions that are raised by this tension: How
do we evaluate the claim that biometric identification
methods improve on earlier forms of identification? Why
the new focus on bodies for identification and how does
this relate to older uses of bodily identification in colonial
settings or crime control contexts? What are the deeper
cultural meanings of biometrics in relation to contempo-
rary debates over identities and identification?

In answering the first question, some explanations of
biometrics – both technical and cultural – are called for,
along with an examination and assessment of some of the
claims made for biometrics.12 A further issue concerns
who makes those claims, both in the technical literature
and also in the corporate marketing sphere.13 The second
question, on how far there are continuities as well as new
departures in current biometrics, leads back to earlier
forms of identification, originating in colonial and crime
control contexts, and forward to the potential for ethnic
and other disadvantage within the most sophisticated
systems available today.14 The third question draws us
back to deeper issues: what does it mean for identification
to shift from stories to samples? Can we still sustain a
body/data distinction? What are the cultural implications
of using the body as a password?15

BIOMETRIC SOLUTIONS

For some, biometric technologies appear as the new silver
bullet, the simultaneous ‘solution’ to a number of prob-
lems associated with the organizational desire for positive
identification. Biometrics, so the advertisements tell us, is
likely to be a vital component in ‘tomorrow’s’ security
systems, in government and private enterprise alike. The
city-state of Singapore is investing heavily in biometrics,
not only for its new biometric passport, but also for
systems such as CitiBank’s new fingerprint authentica-

tion on ordinary accounts. Moreover, given the mobility
of those enrolling in biometric schemes, the call for
interoperability across borders will foster the quest for
international technical standards. The FBI’s ‘Server in
the Sky’ proposal to link biometrics databases in Austra-
lia, Canada, New Zealand and the UK with those in the
USA would clearly require extensive attention to stan-
dards to enable the ‘Server’ to work.

So what is the attraction of biometrics as a ‘solution’ to
identification problems? My, admittedly old, dictionary
defines biometrics as the ‘quantitative or statistical study
of biology’ but today’s definitions generally assume the
enabling presence of information technologies that permit
the measurement and analysis of human body character-
istics. These include fingerprints, eye retinas and irises,
voice patterns, facial patterns and hand measurements,
each of which may be used for authentication purposes.
(Other biometrics, such as gait recognition, may be used in
military or urban policing contexts, for checking that the
correct target or suspect is captured or killed.) In national
ID cards, face, finger and iris are the main biometrics of
choice,16 with fingerprints still being most popular (used in
around 75% of applications) in terms of reliability-for-
cost. In order to make use of biometrics, the information
technology required comprises a scanning device, soft-
ware that converts the scanned information into digital
form and compares match points and a database to store
the biometric data for comparison. The stored data are
usually encrypted for security reasons.17

The attraction of biometrics, then, is that identification
may be achieved using features that almost all human
beings have by virtue of being bodily creatures, in a
process that is relatively quick, non-invasive and low-risk
(of identity theft, say) for the person identified. It is
claimed that both security and convenience may be
served, which, given again the mobile circumstances
within which biometrics tends to be used, is clearly ben-
eficial for all parties. This assumes, of course, that the
human body concerned may indeed be enrolled with ease
within the system (this is examined later), that the modes
of encryption are secure and that the algorithms for
connecting the body data with a particular identity are

12 L. Introna & D. Wood. Picturing Algorithmic Surveillance: the Poli-
tics of Facial Recognition Systems. Surveillance and Soc 2004; 2:2–3:
177–198.
13 D. Wilson. Australian Biometrics and Global Surveillance. Int Crim
Justice Rev 2008; 17:3: 207–219.
14 J. Wickens. The Ethics of Biometrics: the Risk of Social Exclusion
from the Widespread Use of Electronic Identification. Sci and Eng
Ethics 2007; 13: 45–54. L. Introna. Disclosive Ethics and Information
Technology: Disclosing Facial Recognition Systems. Ethics and IT
2005; 7:75–86; P. Agre. 2001. Your face is not a bar code: Arguments
against automatic face recognition in public places. Available at http://
polaris.gseis.ucla.edu/pagre/bar-code.html/ [Accessed 28 June 2008].
15 H. Murray. Monstrous Play in Negative Spaces: Illegible Bodies and
the Cultural Construction of Biometric Technology. The Communica-
tion Rev 2007; 10:4: 347–365.

16 Survey Part One: National ID – Europe. Biometric Technology Today
2007; October. Available at http://www.sciencedirect.com/science?_
ob=ArticleURL&_udi=B6W70-4PMSV7V-M&_user=10&_rdoc=1&_
fmt=&_orig=search&_sort=d&view=c&_acct=C000050221&_version=
1&_urlVersion=0&_userid=10&md5=
baefaab9073f8032fd3fa6be18332706 [Accessed 28 June 2008].
17 See, e.g. A. Cavoukian & A. Stoianov. 2007. Biometric Encryption.
Toronto: IPC. Available at www.ipc.on.ca/index.asp?navid=
46&fid1=608&fid2=4/ [Accessed 28 June 2008].

Biometrics, Identification and Surveillance 501

© 2008 The Author. Journal compilation © 2008 Blackwell Publishing Ltd.

http://polaris.gseis.ucla.edu/pagre/bar-code.html
http://polaris.gseis.ucla.edu/pagre/bar-code.html
http://www.sciencedirect.com/science?_
http://www.ipc.on.ca/index.asp?navid=


appropriate and work well. The latter issue is one of
authentication or verification.

Most uses for biometrics are not, strictly speaking, for
identification so much as for verification or authentica-
tion. Both identification and verification are ways of
recognizing someone but the latter presents less of a
technical challenge than the former. Verification confirms
or denies a claimed identity, answering the question of
whether this person standing before the immigration offi-
cial or store clerk is who they say they are. An identifica-
tion system, on the other hand, is faced with the broader
question of ‘who is this?’ the answer to which must be
worked out from a potentially very large list of users in
the database of templates. Criminal identification, for
example in AFIS – automated fingerprint identification
systems – may in some circumstances have to ask the
more difficult question. More routine, everyday uses,
however, such as access control, computer log-in, welfare
disbursement, international border crossing or national
ID cards are in reality verification systems.

Even the idea of ‘verification’ or ‘authentication’ is
questionable, however, if these are taken to refer to the
reliability of biometrics for the purposes they are com-
monly assumed to serve.18 Many inaccuracies are pos-
sible, including those of the test-measures themselves,
and of the test-measures being wrongly associated with
another identifier or other data. A case in point of the
latter concerned Rene Ramon Sanchez, an auto-body
worker from the Bronx who apparently had the same
fingerprints as Leo Rosario, a drug dealer and candidate
for deportation from the USA. Sanchez was arrested
several times and spent several months in custody before
the error was finally discovered and ‘resolved’ in 2002. It
transpired that after the police pulled him over on a
Driving While Intoxicated charge in 1995, they had
placed his prints on a card that bore the personal details
of Rosario and these had entered the criminal justice
system.19 Sanchez still suffers residual negative effects of
this mis-identification.

Another kind of problem raised by biometrics is asso-
ciated with the tolerance range within which all matches
must be made. Test measures and reference measures are
bound to vary for a number of reasons, producing both
false positives (in which the system wrongly associates an
identification with a particular person) and false nega-
tives (in which the right person is rejected). It was pre-
sumably a false positive that had an Oregon lawyer jailed

as a material witness in the Madrid train bombings until
the FBI said they had mistakenly matched his prints with
others found near the scene of the attacks. Tighter toler-
ances make for more false negatives; looser for more false
positives. These are normally set in the interests of the
scheme’s primary sponsor and thus may also vary, for
instance in the case of airports where higher traffic will
increase demands for easing restrictions on flow.20

Furthermore, matters such as tolerance ranges are not
exactly open and obvious, either to members of the public
or even to those operating the systems in question. Like
other such technologies, biometrics are, as Lucas Introna
says, ‘opaque and silent’21 which makes societal scrutiny
difficult. Writing of facial recognition biometrics Introna
observes that being proprietary software objects, the
algorithm codes are hard to access, especially when they
are in operation. And yet the implications, especially for
marginalized groups, may be significant. As Introna con-
cludes, ‘. . . seemingly trivial differences in recognition
rates, within the algorithm, can indeed have important
political (ethical) implications for some when it [sic]
becomes incorporated into a whole set of socio-technical
surveillance practices’.22

Other issues are addressed later but, before going
further, it is worth asking about the claims made for
biometrics. The idea that there may be ‘biometrics solu-
tions’ to security problems is vigorously exploited by cor-
porations and consultants alike, especially as safety and
security rise to central importance within the mandates
and promises of elected governments. The non-profit
International Biometric Industry Association, for
example, exists to advance ‘the use of biometrics as the
most effective and reliable means of ascertaining personal
identity for the government, the commercial/private
sector and the consumer’.23 But it is very hard to find
independent research that evaluates the claims made for
biometrics. A European Union report entitled Biometrics
at the Frontiers: Assessing the Impact on Society,24

acknowledges some of the limitations, but also assumes
the general diffusion of biometrics into commercial
sectors. It has as a guiding aim to ‘promote a vibrant
European biometrics industry.’

By and large, it is left to civil libertarians, human rights
groups, privacy advocates, academic networks and others

18 See e.g. R. Clarke. 2002. Biometrics’ inadequacies and threats, and the
need for regulation. Available at www.anu.edu.au/people/Roger.Clarke/
DV/BiomThreats.html/ [Accessed 28 June 2008].
19 B. Weiser. 2004. Can Prints Lie? Yes, Man Finds to His Dismay. New
York Times 31 May.

20 Adey, op. cit. note 9. See also Salter, op cit. Note 9.
21 Introna, op. cit. note 14, p. 77.
22 Introna, op. cit. note 14, p. 85.
23 See www.ibia.org/aboutibia/[Accessed 28 June 2008].
24 European Communities. 2005. Biometrics at the Frontiers: Assessing
the Impact on Society. Available at http://ec.europa.eu/justice_home/
doc_centre/freetravel/doc/biometrics_eur21585_en.pdf [Accessed 28
June 2008].
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to provide details of where the key lines of biometrics
critique lie25 although as we shall see, even some of these
may contribute (unwittingly) to the problem. The Liberty
and Security report on ‘Trends in Biometrics’ for
example, is highly critical of the way that biometrics is
being developed in Europe. Not mincing words, they say
that:

Ad hocism, finance and industry drive trends in poli-
cies and emerging choices. The EU 25 diverge over
the choice of biometrics, ID cards and passports,
inter-operability, format, document durability, techni-
cal scope of the attendant technology (including docu-
ment readers, staff training), quality codes of practice,
ability and interest in measures to combat malevolent
insider action. There are discrepancies between gov-
ernment rhetoric and practice. There are claims that
data protection is primary but inadequate attention
seems to be paid to combating opportunities for fraud,
including out-sourcing to private sector concerns
inside the state or to third states.26

The report goes on to substantiate these claims as well as
to make constructive proposals regarding the future of
biometrics in the EU.

In particular, Juliet Lodge, the author of the Liberty
and Security report, argues that there exists a ‘triple
deficit’ in biometrics development in the EU.27 Techni-
cally, the information technology infrastructures are
inadequate and incompatible; information processing
and exchange is unreliable; questions are raised about
interoperability and data-transfer; fears of big system
failure, obsolescence and fraud-resilience are not fully
addressed. Politically, there is a lack of trust in inter- and
intra-agency cooperation; insufficient attention to how
ordinary citizens may be included or excluded from full
participation because of lack of knowledge for ‘informed
consent’ or the ability of users to pay for mandatory
schemes; and public fears about ‘Big Brother’ in inter-
operable systems, function creep, malevolent insiders or
simple errors. The third area of deficit Lodge calls ‘com-
munication’ and here the big issue is who drives the
agenda, governments or private corporations, plus the

concern in Europe (and echoed, of course, in Canada,
Mexico and elsewhere) that US demands dominate police
and judicial approaches to cooperation.

With serious technical, political and communication
problems associated with biometrics28 it is worth asking
why this technology has achieved such prominence in the
early twenty-first century. Clearly, there is more here than
meets the eye.29 Patrick O’Neil suggests several factors
are at work here.30 One is risk perception by the general
public. Terrorism is a ‘dread risk’ where the probability is
low but the consequences are perceived as dramatic,
possibly horrific, and ‘zero risk’ options are favoured that
will eliminate rather than merely manage the threat. This
then shapes the kinds of choices considered for the pre-
vention of terrorism.

Another key factor exists, that helps to explain the
rapid post-9/11 recourse to biometric technologies. This
is the proclivity in Western societies especially to favour
high technology ‘solutions’ (as opposed to low-tech or
non-tech ones) presumably because they appear suffi-
ciently dramatic to address dramatic risks.31 Yoked
comfortably with this, the massive government boost to
biometrics industries, especially in post-9/11 USA, indi-
cates the economic incentive to develop such technolo-
gies.32 As O’Neil hints, the high public profile given to
information technologies as the tried-and-tested leading
edge also supports the notion that IT dependence is
appropriate, especially as it also shifts responsibility from
fallible human beings.33 Such factors play into the hands
of the marketers of biometrics, but they in turn find sup-
porters, such as politicians and academics, and even
critics, who further strengthen their hand.

O’Neil cites the case of David Blunkett, then UK
Home Secretary, claiming that biometrics makes identity
theft and multiple identities ‘impossible’ and sociologist
Amitai Etzioni assuring fellow Americans that a biomet-
ric ID would be ‘foolproof’.34 O’Neil shows that their

25 E.g. Privacy International. 2004. Report on Biometrics. Available at
www.privacyinternational.org/article.shtml?cmd%5B347%5D=x-347-
62397 [Accessed 28 June 2008]; EPIC 2006. Biometric Identifiers. Avail-
able at www.epic.org/privacy/biometrics/ [Accessed 28 June 2008];
Liberty and Security. 2006. Trends in Biometrics. Available at
www.anonequity.org/weblog/archives/2007/06/
are_biometrics_raceneutral.php
www.libertysecurity.org/article1191.html/ [Accessed 28 June 2008].
26 Liberty and Security. op. cit. note 28, p. 1.
27 See also J. Lodge, ed. 2007. Are You Who You Say You Are? The EU
and Biometric Borders. Nijmegen: Wolf Legal Publishers.

28 Murray, op. cit. note 15; Wilson, op. cit. note 13; Zureik with Hindle,
op. cit. note 10.
29 Of course one could cite parallel problems in related areas such as
CCTV. See e.g. B. Goold. 2004. CCTV and Policing: Public Area
Surveillance and Police Practices in Britain. Oxford: Oxford University
Press: 20–39.
30 P. O’Neil. Complexity and counter-terrorism: Thinking about bio-
metrics. Studies in Conflict and Terrorism 2005; 28: 547–566.
31 See V. Mosco. 2004 The Digital Sublime: Myth, Power and Cyber-
space. Cambridge MA: MIT Press.
32 N. Klein. 2007. The Shock Doctrine: The Rise of Disaster Capitalism.
Toronto: Knopf Canada: 339–369.
33 O’Neil, op. cit. note 30, p. 559.
34 A. Etzioni. 2002. You’ll love those national ID cards. Christian
Science Monitor, January 14. Available at www.csmonitor.com/2002/
0114/p11s1-coop.html, [Accessed 5 May 2008].
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arguments depend on high rates of success in isolated
trials rather than in actual systems and situations, or,
with regard to anti-terror tactics, on a conflation of
‘information’ with ‘intelligence’ in which the latter would
contain some sense of suspects’ intentions, rather than
the mere cluster of data in ‘information.’ But civil liber-
ties critics of biometrics may also contribute to an exag-
gerated sense of the efficacy of biometric technologies
through their emphasis on the dangers posed by them
(implying that they really do work as advertised).

Thus biometrics has increasingly become the leading
choice for identification and especially identity verifica-
tion systems. It seems to make sense to use the ‘body
itself ’ (see below for why this is a problematic idea) both
because one does not have to remember something like a
password or to carry some item along – although of
course PINs are still required in many cases and cards
containing the data do often still have to be carried – and
because many assume that both bodies and identities are
stable.

As I have shown, however, independent research on
biometrics is not easy to find; companies make large
claims for their products, knowing the potential markets
are enormous, and governments are seldom qualified to
make the necessary technical judgments.35 Thus the first
question, concerning the nature of and claims for biomet-
rics in identification, is one that requires much more
research. The issues are complex and the evidence that
biometrics ‘solutions’ are just that, is at the very least
mixed and often muddled.

BIOMETRICS AND BODIES OF
INFORMATION

One of the most striking aspects of identifiers dependent
on some bodily trait is their tendency to discriminate
inappropriately and unevenly between one group and
another.36 All identification systems are intended to assist
in the process of discriminating effectively between popu-
lation groups, and none will ever be fully satisfactory to
all involved. This points up basic issues concerning the
ethics of classification. As Lucy Suchman37 sagely notes,
all categories have politics. She refers to categories that
reveal the intent of their originators, but the conse-

quences of categorizing also require ethical and political
scrutiny. In this case, system designers of computer-
supported cooperative work categorize in ways that
favour discipline and control. Power relationships are
also potentially obscured by classification, which is
bound to reflect the needs of those classifying, as
observed by Bowker and Star38 in the case of insurance
practices. So what asymmetries of power may be revealed
in biometric categories?

Ever since efforts were made during the 19th century to
use the body itself as a key source of identifying data,
certain groups have been disproportionately disadvan-
taged. The carnet anthropométrique, for example, issued
in France in 1912, was ostensibly invented to help police
deal with the crime problem of recidivism but was actu-
ally used against gypsies and nomadic bohemians as a
‘technique of republican government addressed to society
at large’.39 The ways that ‘racial indicators’ – the classifi-
cation question – were taken into account, says Martine
Kaluzynski, meant that nomads, distinguished by their
criminal otherness, were not regarded as worthy of
citizenship.

At about the same time, in the USA, the General Allot-
ment Act of 1887 was being applied in relation to white
enclosure of native lands. Seeking an ‘infallible method of
identification in case of dispute or attempted fraud’ the
authorities inked hands of those on reservations in con-
junction with payment records and land deeds.40 But as
Christian Parenti shows, fingerprinting – known at the
time as ‘Dactyloscopy’– had as one of its main perceived
merits the advantage of distinguishing between specific
members of groups thought to be racially homogeneous,
black or brown bodies or the Chinese community. James
Parke, for instance, told the US Bureau of Immigration
that fingerprinting would be useful for ‘identifying immi-
grants, particularly the Chinese whose features present to
American eyes so little variation’.41 This practice was
imported in turn from its use in the British administration
of India where William Herschel had pioneered the use of
fingerprints in Bengal so that white officials could ‘tell the
difference’ between their Indian subjects.

In his study of ‘suspect identities’ Simon Cole con-
cludes that while anthropometry prided itself on being

35 One criticism of the UK ID Card proposal made by the LSE team
was that biometrics systems had been adopted before full trials had
occurred; see LSE. 2005. Report on UK ID Card. London: LSE.
36 See e.g. B. Muller. (Dis)Qualified Bodies: Securitization, Citizenship
and Identity Management. Citizenship Studies 2004; 8:3: 279–294.
37 L. Suchman. Do categories have politics? Computer Supported
Cooperative Work 1993; 2:3: 177–190.

38 G. Bowker and S.L. Star. 1999. Sorting Things Out: Classification and
its Consequences. Cambridge MA: MIT Press: 70.
39 M. Kaluzynski. Republican Identity: Bertillonage and Government
Technique’ in J. Caplan & J. Torpey op cit. note 6, p. 138.
40 C. Parenti. 2003. The Soft Cage: Surveillance in America from Slavery
to the War on Terror. New York: Basic Books: 50.
41 Cited in S. Cole. 2001. Suspect Identities: A History of Fingerprinting
and Criminal Identification. Cambridge MA: Harvard University Press:
139.
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carefully scientific, dactyloscopy was seen as a technology
with mass application. By this means, he says, ‘ “others”
– colonial populations, immigrants, people of colour,
women – could be drawn into the web of state-sponsored
identification’.42 In the 21st century, things do not appear
to have changed significantly. While fingerprinting may
have, in some respects, become a universal identification
technique regardless of gender, race or social status, bio-
metric identification is still specifically sought in relation
to cases of already existing disadvantage (such as welfare
recipients) and to immigration (even though the early
20th-century term ‘undesirable immigrants’ may not be
used so openly today).

The Eurodac system (the name originates with ‘dacty-
loscopy’), for example, aims to simplify the comparison
of fingerprints of asylum seekers in European Commu-
nity countries to check that applicants are not simulta-
neously seeking asylum elsewhere. Established in 2000,
Eurodac, an AFIS system, started operation in 2003 and
its central unit received its first inspection in March 2006,
the details of which were not fully published due to the
‘sensitivity’ of this information. When the summary
document appeared, the European Data Protection
Supervisor observed that some searches against finger-
print records had been carried out improperly. It seems
that some ‘category 3’ asylum seekers, those from a third
country, staying illegally, had experienced searches
beyond those permitted within the Eurodac regulations.43

It is unclear, however, whether the system is really work-
able in the way that it is promoted.44

The second question is how far there are continuities as
well as new departures in current biometrics? This ques-
tion echoes issues about earlier forms of identification,
which originate in colonial and crime control contexts,
while simultaneously probing the potential for ethnic and
other disadvantage within the most sophisticated systems
available today. If we take Canada and the USA, for
example, contemporary biometric identification has been
developed for crime control (law enforcement), social
assistance (welfare recipients)45 and border control (pass-
port issuance) purposes. In each case, already marginal-
ized or disadvantaged persons – criminals, the poor and

people of colour – are in view and the aim of these
systems is to distinguish between those that should be
included or excluded, trusted or not and so on. While
there are no prima facie reasons why using biometric
identification in these cases might affect vulnerable
groups negatively, the very fact that these are the groups
chosen for biometric identification suggests at least that
particular care should be taken to ensure that it does
not.46

Several kinds of questions may be raised about the
capacity of biometrics faithfully to capture certain char-
acteristics of different social groups, and to do so in ways
superior to earlier modes of identification. The claim is
often made that biometrics replaces the subjective eye of
the inspector with the objective eye of the scanner, but the
problem is that the ‘objectivity’ is compromised by the
ways that key differences – of class, race and gender – are
defined. In the 19th century, identification practices such
as fingerprinting were commended for their ability to
distinguish between persons, such as ‘orientals,’ between
whom it was allegedly hard to ‘tell the difference.’
However, some groups – such as ‘Asian women’47 are
treated similarly today, within biometrics, as whole
groups that are said to be relatively inscrutable.

The other side of this coin, it should be observed, is
that as far as ‘race’ is concerned, some literature on bio-
metrics suggests that the problems with obtaining good
results lies with groups other than ‘white’ ones. This
problem arises not at the point of contact where, say, an
immigration official checks a record containing biomet-
rics, but long before, at the point of ‘enrollment.’ Certain
groups are classified as being particularly hard to enroll,
and this when measured produces ‘failure to enroll’ rates
or FTEs.

This seems to suggest, at the level of biometrics pro-
duction by the companies involved, that FTEs are highest
among non-white groups such as Hispanics, Blacks and
Asians which may at first sight seem to exempt them from
the vagaries of biometric identification. However, the
corollary of this is, as Joseph Pugliese48 has argued, that
biometrics schemes could be read as privileging whiteness
at a very basic level. If biometrics makes whiteness the
yardstick for access, then this would clearly be a cause of
serious concern.

42 Ibid: 166.
43 EDPS 2007 Summary Report of the European Data Protection Super-
visor on the Eurodac Audit, 2006. Available at www.libertysecurity.org/
IMG/pdf_07-11-09_Eurodac_audit_summary_EN.pdf. [Accessed 20
Dec 2007].
44 See e.g. I. Van der Ploeg. The Illegal Body: ‘Eurodac’ and the Politics
of Biometric Identification. Ethics and I T 1999; 1:(4): 295–302.
45 See e.g. S. Magnet. 2007. Are Biometrics Race-Neutral? Available at
www.anonequity.org/weblog/archives/2007/06/are_biometrics_
raceneutral.php [Accessed 5 May 2008].

46 See also the Australian case, Wilson, op. cit. note 13.
47 Magnet, op. cit. note 45.
48 J. Pugliese. In Silico Race and the Heteronomy of Biometric Proxies:
Biometrics in the Context of Civilian Life, Border Security and
Counter-Terrorism Laws. The Australian Feminist Law Jrnl 2005; 23:
1–32.
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THE CULTURE OF BIOMETRIC
IDENTIFICATION

The third question draws us back to some basic issues:
what does it mean for identification to shift from stories
to samples? Can we sustain the common body/data dis-
tinction assumed in modern academic and legal dis-
courses? What are the cultural implications of using the
body as a password?

First, a comment on the general issue of reliance on
body traces for identification and the verification of iden-
tity. Much misunderstanding of biometric identification
arises from assumptions about the stability of what we
think of as ‘the body’ and how it is connected with its
representation as ‘information.’ Needless to say, in this
area as so many others, hype about the supposed imma-
teriality of information circulating in today’s digital
media clouds discussion of what is actually going on as
people are identified by various biometric means. When
measures taken directly from the body are used for iden-
tification purposes – the ‘body as password’ – then this is
not merely information about persons.49 Bodies them-
selves are being used and experienced in new ways, which
properly raises ontological and ethical questions.50

In one obvious sense, biometric identification raises
cultural and ethical questions beyond those of the pre-
electronic uses of body data for identification. In the
majority of modern forms of categorization, especially
during the 20th century, most connections between the
file and the individual were made on a case-by-case basis,
as when for example fingerprints found at crime scenes
were linked with a suspect. Although Michel Foucault
wrote in his History of Sexuality51 about biopower as an
important modern development in which states control
populations and regulate bodies through classification,
this concept has become much more salient in recent
decades.52

Today, categorization is central to identification
processes. Searchable databases enable large-scale, real-
time categorization, such that, suspects (or eligibles, or
acceptables) may be generated.53 Such schemes operate in
numerous areas in addition to law enforcement, welfare
administration and border controls, including workplace
and commercial identification. The idea of biopower as a

means of regulation makes much sense in these contexts,
dependent as it is on surveillance. Classifying popula-
tions, communicating those classifications and deciding
how they are to be acted upon54 is exactly what is enabled
by surveillance in general and by biometric identity veri-
fication in particular.

Bodies identified using digital codes may be rethought
as ‘information,’ as van der Ploeg55 and, in a slightly
different way, Hayles56 point out. The familiar modern
anatomical-physical descriptions seem to have less direct
resonance in a world where digital media encompass so
many day-to-day relationships. The ‘informatized body’
bears some careful consideration. For, I shall argue,
while a distinction is still maintained between the ‘body
itself ’ and ‘information about the body,’ the normative,
ethical responses will be inadequate. If the distinction is
maintained, potential problems with biometrics may be
limited to matters such as whether the body to be enrolled
has adequate measures from fingers or eyes, or whether
the data that are processed conform to regulations rooted
in some notion of privacy. As Van der Ploeg argues, the
idea of ‘bodily integrity’ may speak to such issues. She
draws on the analogy between X-ray images of the
‘inside’ of bodies or the extraction of DNA samples, also
from ‘inside’.57

But the ‘inside/outside’ distinction is already in trouble
here, because the purpose of using biometrics measures is
to generate information about identity.58 When does the
‘body itself’ become ‘information’? is the query rightly
raised by van der Ploeg. Furthermore, this information is
even more intimately connected with who ‘I’ am than my
Social Insurance Number or my bank PIN. The informa-
tized body requires new ways of thinking about integrity,
equal to the shift from anatomical to data-based defini-
tions of the body.

It is worth commenting on how information and the
body parted company, or as Katherine Hayles puts it,
information ‘lost its body.’ Hayles59 observes that infor-
mation became ‘disembodied’ within modern communi-
cation systems. What she means is that within electronic
media an assumption is made that information and its

49 Agre, op cit. note 14.
50 Van der Ploeg, op cit. note 44.
51 M. Foucault. 1976. The History of Sexuality vol. 1. New York:
Vintage.
52 See also I. Hacking. Biopower and the Avalanche of Printed
Numbers. Humanities in Soc 1982; 5: 279–295.
53 I. Van der Ploeg. 2005. The Machine-Readable Body. Maastricht:
Shaker.

54 See R. Ericson & K. Haggerty. 1997. Policing the Risk Society.
Toronto: University of Toronto Press.
55 vander Ploeg op cit. note 53.
56 K. Hayles. 1992. How we became Posthuman. Chicago: University of
Chicago Press.
57 van der Ploeg op cit. note 53, p. 94.
58 In passing, it should also be noted that similar problems arise in
relation to the use of implants containing RFID chips and in some cases
– such as offenders on probation or with a curfew – GPS devices, both
for verifying identities and for connecting those identified bodies with a
specific location.
59 Hayles, op cit. note 56.
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material context have parted company, and that it is
possible to speak of ‘disembodied’ information. The
assumption came to the fore in the mid-20th century,
during debates over the nature of ‘new’ communications,
but was contested then (for instance by Donald MacKay
1969) and Hayles contests it again. While there may be
clear advantages for information to float freely through
communication networks, apparently unaffected by
social, political and cultural contexts, much is erased or
ignored in the process.

Writing specifically about the so-called surveillance
society, I devoted a book chapter to ‘disappearing bodies’
suggesting, in a way parallel to what Hayles argues, that
contemporary communications are increasingly depopu-
lated.60 That is, we seem to be in the process of construct-
ing a world in which physical bodies are superfluous to
communication; the information communicated can be –
and often is – seen in isolation from the bodily person
that produced it. However, while the distinction may be
made for some purposes, as Hayles and others rightly
stress, the two can never ultimately be separated. Why?
Because those communications involving the body and
information about the body in part define the bodily
person. My physical being in the world and my social and
economic life-chances are actually dependent upon data
that are said merely to be ‘about me.’ Biometrics serves,
in Van der Ploeg’s words, to write these on the body.

One might say that surveillance systems serve to ‘bring
back’ those disappearing bodies, by making them visible
to organizations, agencies, authorities and so on. Surveil-
lance contributes to how the state ‘sees’ its citizens, for
example.61 The existence of contemporary surveillance
systems in a sense reconnects bodily persons with data
about them, by constituting them as high-value consum-
ers, terror suspects, loan defaulters, free-flight eligibles
or whatever. Surveillance processes thus contribute to
what Haggerty and Ericson dub the ‘disappearance of
disappearance’62 as being ‘invisible’ (or anonymous for
that matter) in a surveillance-saturated world becomes
increasingly difficult. Biometrics takes this process even
further, implicating ‘body data’ in the surveillant visibil-
ity of ‘who we are’ at a very basic but highly consequen-
tial level.

But this does not complete the picture. For those body
data are very restricted in scope, and still refer only to
items abstracted from the ‘physical’ body. They simulta-

neously ignore the ways in which the body is in part
constituted by those criteria that are taken to ‘define’ it
(plus others mentioned in a moment). Surveillance may in
some senses make bodies ‘reappear’ but these are bodies
already defined merely in terms of their sameness to other
data. Because they are the product of data fragments
processed by machines they are merely rationalized (and
reductionistic) ‘bodies’ as Paul Ricoeur might say.63

These body identities permit classification and assess-
ment based on ‘samples’ but exclude the possibility of
hearing the voice of the person whose body is under
scrutiny, in the form of the ‘stories’ that she might tell.
Those stories may well play a critical part in constituting
bodies, such that without them the ‘body’ is incomplete.

Following Ricoeur, however, another avenue of iden-
tification then opens up, which he calls the ‘self-attesting
body’. Such identities are open to Others, not merely to
sameness to other bodies,64 which is all that biometrics
has to offer. The self-attesting body is understood as
produced by narratives of stories and not only by abstract
data from the body with which biometrics deals. This
takes us back to Bauman’s epigram, that speaks of the
constant risks of identities constructed for us by others,
and the negotiations needed to ensure that channels of
communication between these different conceptions of
identity are kept open.

Why is this so important? Because biometric identifi-
cation is limited in scope not only insofar as the technolo-
gies may not ‘work’ or that they may be – inadvertently –
skewed in favour of particular groups. Biometric
identification is limited in scope because it works with a
contested definition of ‘body,’ one in which body and
information may be conceived as separate entities and
where abstracted data acts as proxy for other kinds of
(inadmissible) definition such as the stories that people
(Ricoeur’s ‘self-attesting bodies’) tell. Given that the
identities that contemporary biometrics systems are set
up to ‘verify’ are above all those of vulnerable and mar-
ginalized groups such as terror suspects, welfare recipi-
ents and potential offenders, the idea of relying merely on
those abstracted data clearly risks injustice.

CONCLUSION

Issues of biometric identification raise questions at
several levels, from the basic ‘does it work?’ to ‘how just

60 D. Lyon. 2001. Surveillance Society: Monitoring Everyday Life.
Buckingham: Open University Press.
61 J.C. Scott. 1998. Seeing like a State. New Haven CT: Yale University
Press.
62 K. Haggerty & R. Ericson. The Surveillant Assemblage. Br J Sociol
2000.

63 P. Ricoeur. 1992. Oneself as Another. Chicago: University of Chicago
Press:23. See also Lyon, op cit. note 60, p. 162.
64 See also A. Ceyhan. Technologization of Security: Management of
Uncertainty and Risk in an Age of Biometrics. Surveillance and Soc
2008; 5: 2.
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and fair are the consequences?’ and ‘what are the cultural
meanings of data-defined bodies?’ Some of the most
pressing ones will not properly be resolved while only one
or another level of questions is addressed. Obtaining
independent research on the first question is difficult,
given the involvement of technology companies that
produce and distribute biometrics ‘solutions’ in the
processes of government procurement. Equally, with the
second question, we have seen that fundamental ques-
tions – such as whether biometrics systems as currently
calibrated might privilege whiteness – do not seem to be
asked, at least not in places where it counts. But if there is
a significant issue here, then it has even broader implica-
tions if the third area of data-defined bodies has traction.
For if, for the sake of argument, it is shown that today’s
biometrics technologies are ‘racially’ skewed, then this
has profound ontological as well as ethical consequences
for the industry.

Biometrics today is embedded not merely in processes
of establishing verified identities at borders, and thus
affecting physical movement. It is also implicated in iden-
tification in general, in the shift towards governing by
identity. In this way it affects trade as much as travel, for
example. Familiar, and crucial, questions about function
creep, privacy violations and data misuse do indeed
deserve debate, but so do ones of social stigma resulting
from the data-mining and profiling in which biometrics is
increasingly featured. As the second epigram states,
‘bodies may become inscribed by identities shaped by

longstanding social and political inequalities’.65 This
shifts the debate into realms of civil liberties, human
rights and social justice.

Such issues, in turn, may be construed in the conven-
tional – and valuable – language of trust between citizens
and the state, but it is also by definition an international
and a global issue as the quest for interoperability of
standards – for instance in the ‘Server in the Sky’ – dem-
onstrates. But all these questions also hinge on the even
larger one of how humanness is defined in a digital era. If
informatized bodies define humanness is ways that tran-
scend older anatomical-physical definitions of the body,
and yet ignore the stories of the self-attesting body, then
this calls not only for caution in making assumptions
about body-data being mere ‘immaterial’ information,
but for serious and informed debate about how, when
and under what circumstances biometric identification is
permissible. Regrettably, entrepreneurs, politicians and
pundits currently dominate what debate there is.
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