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 A SYMPOSIUM ON
 SURVEILLANCE STUDIES

 Sociological Perspectives and Surveillance Studies:
 "Slow Journalism" and the Critique of Social Sorting

 DAVID LYON
 Queen's University, Kingston, Canada

 Surveillance Studies is on the academic agen
 da (Monaghan 2006) and it has found its
 home, above all, in sociology. This is not be
 cause sociology simply gives a shelter to all
 and sundry but because the concern with
 how some watch over, supervise, monitor,
 record, and process the behavior of others
 has always been a sociological one. It ap
 peared in the work of Karl Marx, Max Weber,
 and Georg Simmel and continued with fig
 ures as diverse as Erving Goffman and Zyg
 munt Bauman. Michel Foucault, whose work
 on surveillance and discipline has probably
 stimulated more debate than anyone, has not
 only straddled disciplines, but also has been
 discussed extensively in sociologies of sur
 veillance.

 In the past thirty years, several sociologists
 have made key contributions to Surveillance
 Studies, including James Rule (1974) on gov
 ernment and business surveillance of citizens
 and consumers, Gary Marx (1988) on police
 surveillance and new technologies, and Clive
 Norris and Gary Armstrong (1999) on the rise
 of closed-circuit television (CCTV). At the
 same time, important contributions have
 been made by those in cognate disciplines
 such as Shoshana Zuboff (1988) in organiza
 tion studies, examining surveillance in the
 "informated" workplace or Oscar Gandy
 (1993) in communications, exploring data
 base surveillance of consumers. Today Sur
 veillance Studies thrives on the work of
 scholars from many disciplines, but the soci
 ological perspectives are always crucial (Ly
 on, forthcoming).

 Surveillance Studies is expanding as a dis
 ciplinary area, and sociological perspectives
 form a significant part of its theoretical and
 methodological toolbox, but it is also the
 case that studies of surveillance have much
 to offer sociology. This is a two-way street

 CCTV and Policing: Public Area
 Surveillance and Police Practices in
 Britain, by Benjamin J. Goold. New
 York, NY: Oxford University Press, 2004.
 260 pp. $120.00 cloth. ISBN: 0199265143.

 The Glass Consumer: Life in a Surveillance
 Society, edited by Susanne Lace. Bristol,
 UK: The Policy Press, 2005. 259 pp. $13.19
 paper. ISBN: 1861347359.

 No Place to Hide, by Robert O'Harrow.
 New York, NY: Free Press, 2005. 368 pp.
 $15.00 paper. ISBN: 0743287053.

 T7e Soft Cage: Surveillance in America
 from Slavery to the War on Terror, by
 Christian Parenti. New York, NY: Basic
 Books, 2003. 273 pp. $14.00 paper. ISBN:
 0465054854.

 Everyday Surveillance: Vigilance and
 Visibility in Postmodern Life, by William
 G. Staples. Lanham, MD: Rowman and
 Littlefield, 2000. 189 pp. $27.95 paper.
 ISBN: 0742500780.

 that, in my view, ought to be kept open to
 traffic in both directions. This argument has
 several dimensions: important perspectives
 from other disciplines, but fed through Sur
 veillance Studies, are needed in sociology
 (and I have in mind studies of "space" and
 perhaps "vision" in particular, which Staples
 discusses). Sociological analysis in classic ar
 eas such as social class or social control may
 benefit-and may need some recalibration
 from surveillance research. This is a strong
 implication of the Lace book, among others.
 Surveillance Studies tends to have a close re
 lation to social practices and policies of gov
 ernance, study of which could also galvanize
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 sociology. One important aspect of this is the
 relation between sociological and journalistic
 accounts, and as I suggest in relation to Par
 enti's and O'Harrow's work, there are lessons
 from good journalism that sociology could
 learn with profit, especially in areas of urgent
 social-political concern.

 Each of these books is quite different in
 character, but the one that started life as a
 PhD thesis-Goold's--is the most doggedly
 empirical. Goold starts by examining what it
 might mean for UK streets to be "under sur
 veillance," but quickly sets things out theo
 retically by asking how far David Garland's
 (2001) and Anthony Giddens's (1985) work
 might contextualize a theme like this. Using
 Garland, one might view CCTV as part of a
 shift from state to local responsibility for
 crime, producing increasingly risk-based
 policing and an emphasis on local gover
 nance. From Giddens's point of view, for
 whom totalitarianism is an "extreme focusing
 of surveillance," one might worry about the
 cumulative effects of rapid CCTV expansion.
 Civil libertarians-like the promoters of
 CCTV might have said-often exaggerate
 what CCTV can do. True, even the simplest
 can collect a mass of information. But this
 does not on its own contribute to what many
 have seen as a long-term shift towards a
 more authoritarian, disciplinary UK.

 Goold's book deals with impact of CCTV
 on policing, and from his research he be
 lieves that the all-too-prevalent dramatic
 dystopianism should be downplayed. CCTV
 as he sees it is "little more than an adjunct to
 more traditional modes of policing" (p. 213).
 The mistakes of "political rhetoric and acad
 emic speculation" (as he calls them) that
 Goold labels "techno-policing" come largely
 from a species of technological determinism
 that infects research and is then amplified by
 civil libertarians. Goold found little change in
 the organization and working culture of the
 police and argues that until these alter, CCTV
 will not play a major role.

 Such conclusions are helpful although
 they have to be placed alongside others, par
 ticularly those that have attempted to gener
 alize across a number of regions and coun
 tries. Ericson and Haggerty, for instance, in
 vestigating police use of CCTV (in the con
 text of other technologies) in Toronto, sug
 gest that police organization and working
 culture are actually changing, especially as

 risk communication becomes a central goal
 of police work (Ericson and Haggerty 1997).
 And Norris and Armstrong's work (in the
 UK), to which Goold also alludes, is similar
 ly empirical in thrust, but also raises more
 critical questions about the long-term impact
 of CCTV, in the UK context.

 Susanne Lace's book is an edited collec
 tion of papers around the theme of consumer
 surveillance. For her, the "surveillance soci
 ety" is most clearly visible in the "personal in
 formation economy" (and is analyzed socio
 logically by Perri in the first chapter, to good
 effect) that has spurred economic growth in
 a number of countries since the relative de
 cline of heavy industries by processing data
 on purchases and preferences. Efficiency,
 even the saving of lives in the health sector,
 may be improved using personal data effec
 tively, but Lace's concern is with the poten
 tial for the misuse and abuse of data as well
 as its appropriate uses. Because the analysis
 provided by this book is geared towards the
 policy field-in both private and public
 agencies-Lace shows how the discourses of
 privacy and data protection that have pre
 dominated as guides to analysis will no
 longer suffice. She stresses that the social
 risks of personal information use have be
 come central.

 This book deals with the sorting capacities
 of database marketing that have important
 implications for sociological analysis. Increas
 ingly, demographic details of the neighbor
 hoods where we live, information gleaned
 from the "clickstreams" of internet surfers
 and profiles built, for instance, from super
 market loyalty card use and related data are
 used to place consumers into categories from
 which lifestyles will be inferred and judg
 ments will be made. That such judgments are
 consequential for life chances is an important
 observation made by several authors in this
 volume, including those for whom policy
 "solutions" are the main thrust. In a chapter
 on data use in credit and insurance, for in
 stance, Harriet Hall comments on the "unfair
 outcomes" of these practices that lead to tar
 geting of consumers and discrimination
 against and exclusion of certain persons from
 insurance protection.

 Staples's book also examines matters of
 social sorting, although his is a more general
 approach to what he calls "vigilance and vis
 ibility in postmodern life." Like Goold and
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 Lace, Staples refuses to examine surveillance
 as a "highly coordinated, state-driven Big
 Brother monopoly over the practice of
 watching people," choosing rather to focus
 on "the microtechniques of surveillance and
 social control that target and treat the body as
 an object to be watched, assessed, and ma
 nipulated" (p. ix). His overarching argument
 is that modern conditions are being overlaid
 by postmodern conditions, a situation of
 which this new surveillance is both a symp
 tom and a source.

 In this concise book, which would serve
 well as a surveillance primer, particularly for
 a U.S. audience, Staples focuses on what he
 calls "meticulous rituals of power" (p. 11).
 These feature technology-based, body-orient
 ed, local and everyday forms of surveillance
 that are nevertheless very wide-ranging. Not
 merely "deviants," "suspects," or other famil
 iar targets, but everyone is touched by this
 new surveillance. Staples makes his contrasts
 clear between the modern and the postmod
 ern, by starting with modern conditions, ex
 emplified by Foucaldian discipline. But he
 does not argue simplistically that the one is
 supplanting the other; rather, new regimes
 are emerging that challenge, work alongside,
 and sometimes replace the modern. He
 spends a chapter examining "the gaze and its
 compulsions" that move from actual vision to
 many other technologically mediated means
 of "knowing about" persons including
 dataveillance, audio systems, and even psy
 chographics. More time could be spent ex
 ploring the significance of the privileged
 "eye" in surveillance studies, but Staples

 moves on to the centrality of the body to the
 new surveillance, and to specific questions of
 how the digital world of internet technolo
 gies offers many fresh opportunities for sur
 veillance.

 Staples rightly advises that as a general
 rule in sociology we should "forget Big
 Brother" (p. 153), that this image of an "ex
 ternal" surveillance power is no longer ap
 propriate. Surveillance power is bi-direction
 al, and is more-often-than-not triggered by
 us. We are involved in, and may actively sup
 port contemporary surveillance practices and
 processes. Anticipating that many readers
 will find this conclusion unsettling, especial
 ly as many of the practices he outlines may
 be read as socially negative, Staples con
 cludes that just as all are involved in the prac

 tices, involvement should be knowledgeable,
 critical, and sometimes resistant. Written be
 fore 9/11, it may well be that Staples would
 revise some of his judgments about the pow
 er of state surveillance within today's "war on
 terror."

 The metaphors and images of surveil
 lance-such as "Big Brother"-make all the
 difference between paranoid conspiracy the
 orists and more nuanced sociological analy
 sis. Although Christian Parenti never discuss
 es his choice of title, 7he Soft Cage, it is fair
 ly evident that this is a play on Weber's "iron
 cage" of modern rationalization. Relentless
 bureaucratic logic is replaced by the logic of
 software and of what Gilles Deleuze calls
 "audio-visual protocols." The "soft cage" is
 the "surveillance society" (p. 200). It is con
 structed, rather like Weber's iron cage, of ac
 cumulated myriad small instances of prac
 tices and not of some malign intention to en
 trap or immobilize. Although he does not
 comment on this except by implication, the
 soft cage is often a story of unintended con
 sequences. Paradoxically, while Parenti's is a
 popular treatment, he frequently falls back
 on sociological sources and authorities, sug
 gesting that the quest for explanation is most
 likely to be satisfied here.

 He ranges the vast historical sweep from
 eighteenth century slave passes to the current
 "war on terror" and finds some strong and
 significant lines of continuity between the
 two. The black minority in the antebellum
 old south were the ones most likely to find
 themselves identified and even tagged in

 ways that made quite clear the "non-person"
 status of Africans. But in 2002 it was again
 immigrant groups-illegal immigrants-who
 found themselves under arrest, detained, and
 even shipped off to "holding facilities."
 Arabs, Iranians, South Asians, and Pakistanis
 and indeed anyone of "Middle Eastern ap
 pearance" could expect to be targeted as "ter
 ror suspects," once again based on identifica
 tion data. The role of categorization for risk

 management purposes within "national secu
 rity" regimes is entirely dependent upon sur
 veillance.

 Although this book is popular (if not
 racy), the categories in which Parenti works
 with are sociological ones. If Staples re
 sponds to the jibe that sociology is "slow
 journalism," Parenti slips unapologetically in
 to the journalist's style. The advantage of this
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 is that he can make wide-ranging historical
 and analytic connections. These focus espe
 cially on the ways that minority groups are
 most frequently targeted by surveillance sys
 tems-while the disadvantage is that the

 work sometimes strays close to sensational
 ism. It also reads like a tale of new technolo
 gies of surveillance-the "highway as panop
 ticon," the "digital leash," and "camera land"
 hint at a dominant role for technique. It is dif
 ficult to write really popular sociology with
 out succumbing to the temptations of jour
 nalistic polarization, but Parenti makes a se
 rious effort to do so.

 There is no mistaking Robert O'Harrow's
 purpose in writing No Place to Hide. It is crit
 ical investigative journalism in the best possi
 ble tradition and is accompanied by a docu
 mentary film-the last to feature the late
 Canadian ABC anchor Peter Jennings-with
 the same title. Would that sociologists could
 learn both from the combined carefulness
 and critique of O'Harrow and from his
 achievement in further exposing the issues in
 a visual, made-for-TV format. The theme of
 the book is not surveillance-in-general, but
 the massive and systematic harnessing of al
 ready existing surveillance capacities in the
 post-9/11 war on terror.

 It is a gripping story and one that is assid
 uously documented at every turn. O'Harrow
 starts with the crucial six weeks following
 9/11 and shows how companies dealing in
 personal data-for whom gathering and
 merging information is their bread-and-but
 ter-were first to capitalize on the American
 tragedy in New York and Washington; how
 identification technologies were sought as an
 early measure; why the integration of data
 bases in "Total Information Awareness" and
 then in "Matrix" was seen as a central goal;
 how database marketing corporations such
 as Choicepoint are vital allies of Homeland
 Security; why biometrics has been pushed as
 a "solution" and why Homeland Security also
 felt it had to rely on ordinary citizens to be
 the government's "eyes and ears" as well.
 The most important contribution made by
 this book is to show the extensive collusion
 between corporate and law-enforcement ac
 tors in the war on terror. The profits are huge
 and the solutions are often woefully inade
 quate, even on simply technical grounds.

 O'Harrow leaves readers to draw their
 own conclusions. His chapter about "good

 guys, bad guys" reminds us of the simplistic
 divisions of the post-9/11 world that assumes
 we can tell which is which and that clamping
 down on those assumed to be in the latter
 group is justified in the current "state of ex
 ception." But this chapter also looks at evi
 dence for the dubious practices of some po
 lice and intelligence officers who have re
 sponsibility for handling sensitive personal
 data and, at the cases of clearly mistaken
 identity, people who have been erroneously
 included in anti-terror sweeps and who have
 a hard time demonstrating their innocence
 (so much for its presumption in these days of
 "extraordinary measures"). His afterword is
 far from sanguine about the prospects for a
 world in which the consequences of the "da
 ta revolution" for surveillance-of ordinary
 people, you and me-have not yet been
 grasped.

 But does O'Harrow's work fall foul of
 Goold's strictures about technological deter
 minism, rhetoric, and speculation? No, I don't
 think so, because O'Harrow is really building
 resources for a political economy of surveil
 lance (see ACLU 2004) rather than simply
 "reading off' surveillance capacities from
 technical specifications. Indeed, one might
 argue that Goold would do well to include
 such a political economy in his study of
 CCTV in the UK. Not only do CCTV compa
 nies pressure politicians and police depart
 ments to procure their equipment, but the
 police often use commercial criteria, espe
 cially from insurance companies, to make
 their assessments and guide their priorities.

 Such associations between public and pri
 vate agencies, noted extensively in the field
 of criminology as elsewhere, is writ large in
 sociologies of surveillance. One of the inter
 esting features of this is the commonalities
 between technical systems devised for one
 purpose, but are then used for others. Mili
 tary software migrates to the marketing
 realm, for instance, only to be recycled for
 law enforcement purposes. This is one of the
 key issues for sociological analysis in an "age
 of information," that "technology," usually in
 the shape of software, has to be integrated
 into social analysis. The concerns of Lace and
 Staples regarding everyday consumer surveil
 lance, for example, are merged in O'Har
 row's study. The latter shows clearly (and in
 ways that invite further sociological investi
 gation) how consequential the proliferation
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 of personal data and the personal informa
 tion economy are for life-chances in a time
 like the "war on terror."

 Even from the few titles reviewed here, it
 is clear that surveillance studies is starting to

 make contributions to sociology as well as
 vice-versa. A variety of titles has been sur
 veyed here and each is different in style,
 depth, and focus. But what they have in com
 mon is a commitment to understanding-crit
 ically-the emerging surveillance society.

 While Staples paints with a broad "postmod
 em" brush and Goold digs in the specific ter
 rain of police work and CCTV, each con
 fronts not only analytic but ethical and polit
 ical issues of some considerable import. So
 ciology has for a long time been aware of the
 significance of "sorting" mechanisms for as
 signing status and differentiating between
 groups for varying treatment. Today, howev
 er, this is achieved in computer-assisted ways
 and it is vital that the human and critical edge
 be yoked with careful analysis to ensure that
 sociology remains faithful to its calling in a
 surveillance-saturated setting.

 References
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