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Spiderman has much to answer for, it seems. In the early 1980s Judge Love of 
Albuquerque, New Mexico was inspired to experiment with electronic tagging 
of offenders as an alternative to custody, after reading a comic strip. In the 
fateful sequence "Kingpin" clips an electronic bracelet to Spiderman's arm, 
warning that he can now zero in on Spiderman's location whenever he wishes. 
Judge Love's idea caught on, and now many different countries use or have 
tried to use electronic tagging. 

By 1990 Judge Love had second thoughts. When he first mooted the notion 
he reassured objectors with "This is not Orwellian, we're not putting in TV 
monitors." Now Japanese companies are doing just that he has changed his 
tune: "they are right to be concerned. The new technology is making it easy to 
infringe people's rights. ''1 What is going on here? Love seems to be saying, 
first, that the level of technology makes a substantive difference to the level of 
surveillance, second, that the difference may be thought of as Orwellian and 
third, that people's rights are threatened by this technological advance. The 
work of Gary Marx, in Undercover, suggests that Love may well be right about 
new technology making some fundamental differences to surveillance. The 
questions are, how exactly do they make such a difference? which tech- 
nologies? and what "rights"? 

"Computers qualitatively alter the nature of surveillance - routinizing, 
broadening and deepening it.'2 This is the key phrase in the last chapter of 
Gary Marx' book, entitled "The New Surveillance." It is new technologies, 
especially those based on microelectronics, that make for a new surveillance. 
And it is the use of such technologies in realms well beyond those of policing 
that prompt Marx to comment on what he discerns as a broad trend towards a 
"maximum security society."3 Each aspect of this claim is important, and has 
far-reaching ramifications. 

The first aspect asserts that, while computers may well extend and amplify 
conventional surveillance techniques, the ways in which they do so amounts to 
qualitative and not just quantitative change. If true, this flies in the face of the 
commonly held belief that it is just the way technology is used, rather than its 
intrinsic qualities, that may make a significant social or political difference. In 



160 

the case of surveillance technologies, it is frequently argued that the problem 
would arise "if they fell into the wrong - that is, totalitarian - hands." In 
themselves, computer systems are often supposed to be innocuous. 4 

The second part of the claim about the new surveillance refers to the 
increasingly prison-like nature of contemporary society which is brought about 
- or at least magnified - by the same computer technologies. Marx makes it 
clear that not only in policing but in government administration and even more 
so in the commercial sphere, the new surveillance is making its presence felt. 
Or rather, while it has become ubiquitous and has huge implications for social 
control, it is subtle, unseen and unfelt. This too invites exploration; are the 
seeds of totalitarian tyranny already sown, following no other revolution than 
a technical one, of computer power? 

Marx' book is primarily about police undercover work, but when he general- 
izes outwards from that, he comes to some disturbing conclusions about social 
trends. In what follows I shall try to suggest ways in which Marx' work is 
significant in both the broader picture and also the particular detail of what 
computers do. To appreciate how this work is significant, we must situate 
Marx' analysis in the context of wider debates about information-technology- 
and-society and the historical sociology of surveillance. It should be noted that 
I am using the term "surveillance" in its broad sociological sense of garnering 
data about, and/or supervising the activities of populations. 5 My main intent is 
to indicate the salience of Marx' work to these debates. At the same time I shall 
try to show how the force of some of his arguments about the societal implica- 
tions of the new surveillance is better understood against that broader back- 
drop. 

1. N e w  t e c h n o l o g y :  n e w  s u r v e i l l a n c e ?  

Current interest in surveillance, it is fair to say, centers on the role of comput- 
ers. In the British context, Campbell and Connor's analysis On the record 
"reveals a startling spectrum of threats to privacy posed by personal records on 
computer".6 And David Flaherty's major comparative survey of privacy pro- 
tection measures begins by noting that "individuals in the Western world are 
increasingly subject to surveillance through the use of databases in the public 
and private sectors. . ,  the technical feasibility of a world without much privacy 
is fast approaching. ''7 Undoubtedly, other or related technologies such as 
video monitoring or DNA fingerprinting may raise eyebrows as well, and with 
good reason. 8 But it is computers, or, more generally, information tech- 
nologies, 9 that are a crucial component of most studies. And, I shall argue, 
rightly so. 

We shall come to the nature of the putative threats to privacy later, but it is 
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worth noting first the role of new technologies in the various accounts. On the 
one hand is the soft brand of technological determinism, originating with 
Jacques Ellul's comments on the "self-generating" and "self-augmenting" 
character of technique, 1~ and espoused by writers such as David Burnham, 
whose book title warns of the "computer's threat to society". H (By "soft" 
technological determinism I mean the view that states, "technology has a 
primary influence on social change in the modern world, but other social 
processes govern its acceptance in specific contexts.") On the other is an 
emphasis on social factors that shape technologies. Campbell and Connor, for 
instance, insist that the threatening nature of computer surveillance "stems 
from administrative and bureaucratic practice and malpractice rather than 
from the nature of computer technology". 12 Robins and Webster take this 
emphasis further, referring to contemporary use of new technologies as "cy- 
bernetic capitalism." Via the new technologies, they say, everyday life is 
"transformed and informed by capital. ''~3 In this perspective, computers are 
conceived as social relations, so the social is accented at the expense of the 
technological. 

Gary Marx' work, it seems to me, steers a course between extremes of what 
might be dubbed "social" and "technological" determinism, by attending both 
to the social contexts that spawn and nurture surveillance and to the distinctive 
and inherent character of the technologies of surveillance. His work leaves 
plenty of space for further exploration of both the social constitution of 
technology and the impacts of particular kinds of technological innovation, but 
it is a good place to start. 

Marx regards undercover police tactics as just "one strand of the new 
surveillance." Within this strand, however, is a number of features that 
reappear in other contexts. In this section we look at the most important three 
such features: computers as informers, how social and technological change 
are linked, and the special role of information technology. While what follows 
is anchored in Undercover, we shall also consider other pertinent studies. 

Computers as informers 

Informing, says Marx, has become an important aspect of undercover work, 
but "the scale of human informing is, however, dwarfed by electronic infor- 
mers and blacklists."14 In the USA the National Crime Information Center, a 
computerized clearinghouse of criminal justice information, handles around a 
million transactions a day. While most records are requested for criminal 
justice purposes - arrests, bail-setting, sentencing - the fastest growing use is 
employment and licensing.15 This kind of "informing" occurs not only within 
policing and intelligence services, then, but also in the administrative depart- 
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ments of government, within employment settings - vetting, monitoring and 
so on - and in marketing. 

Marx notes several aspects of this: Much informing is in a sense self- 
informing, by means of the traces of so-called transactional information we all 
leave behind us as we make telephone calls, use credit cards, check in at hotels 
or visit the doctor. David Burnham was among the first to draw attention to 
this phenomenon, observing in The rise of the computer state that transactional 
information "automatically documents the daily lives of almost every person 
in the United States. ''16 Not only can such data be recorded and stored but it is 
also combined with more traditional personal data and communicated easily 
over great distances. 

Complex analysis can be built from this, which interrelates persons and 
events - when a phone call was made or cash withdrawn from a bank machine. 
Much personal data, including addresses, voter lists, court records, driver 
licenses and birth certificates is bought by companies whose databases are used 
by others to check on prospective employees, patients or renters. Similar data 
is also collected for direct marketing purposes. 

A recent example of the latter concerns Lotus Corporation, who intended 
during 1991 to market on Compact Discs a Random Access Memory (CD- 
ROM) database containing details on 80 million American households. In a 
commercial context, computer matching would link names, addresses, marital 
status, ages and estimated salaries and make them available to all businesses 
which cared to purchase the discs. Lotus cooperated with Equifax, the credit 
ratings company, to produce the discs, but the outcry complaining about 
potential privacy violations and the volume of personal objections to their 
names being included persuated Lotus to withdraw the product. For the 
present at l eas t .  17 

Marx also comments on the mushrooming practice of computer matching 
(or record linkage) and profiling within government departments and com- 
mercial organizations- and sometimes between them. Data from two or more 
distinct databases are compared in the hope of discovering desirable applicants 
or likely violators. We fall under suspicion or have our application rejected not 
because of our actual conduct but because we fit a statistical category. Match- 
ing may be done, for instance, to check that welfare claimants do not have 
unreported bank accounts in excess of some maximum. TM 

Computer matching is becoming a routine feature of bureaucratic surveil- 
lance. In the USA, for example, death records have been matched successfully 
with social security claimants to determine who is fraudulently claiming in the 
name of dead relatives or friends. Apparently some administrators hope that 
letting people know that this could occur will act as symbolic deterrence. ~9 A 
more sophisticated method of matching, computer profiling, is used to corn- 



163 

bine personal data in the hope of locating potential violators. The Internal 
Revenue Service, for instance, has bought market research lists that estimate 
incomes of named persons in order to find likely tax evaders. 2~ 

By a process known as cross-system enforcement it is possible to make an 
individual's relationship with one organization dependent on performance in 
another. Suggestions have been made in New York that issuing marriage 
licenses depend on payment of outstanding parking fines. In the mid-1980s the 
Australian government proposed that health care rights under Medicare be 
denied until individuals were willing to use an electronic identity card (the 
scheme failed). 21 

As Nancy Reichman observes, this use of computer-power adds novel 
dimensions to surveillance, widening and deepening what Stanley Cohen calls 
the net of social control .22 Computer matching and profiling presently provide 
the best examples of ways that new electronic technologies not only amplify 
existing surveillance techniques but by routinely doing what could not previ- 
ously be done actually alter its character. Studies of computer matching and 
record linking currently being undertaken by data protection agencies in 
several countries suggest that the relevant authorities may be waking up to the 
potential problems associated with it. 23 But computer matching is not the only 
contender. The strong likelihood that so-called smart cards will be adopted for 
various purposes, such as for medical records, in the near future is another case 
of the new surveillance. 24 

Social and technological change 

The trend towards computer-amplification and modification of surveillance is 
facilitated, Marx rightly notes, by both technical and social-political devel- 
opments. Neither the mere presence of new technologies, nor the orga- 
nizational pressure to improve efficiency is sufficient in itself to explain the 
nature and magnitude of changes taking place. These operate together in a 
subtle and complex manner. And they produce unintended consequences that 
then help form the parameters of further change. 

The creation of new categories of personal data enabled by computer- 
matching, for instance, would simply not be feasible without the advent of 
information technology, in which computers are coupled together using tele- 
communications. However, once techical enhancement is in place, such as in 
the administratively superfluous capacity of the machine-readable strips on 
British Social Security Numbercards, the door is open to a technically simple 
but politically questionable extension of surveillance, z5 Moreover, contingent 
factors may accelerate or slow down the rate of change. Data privacy became a 



164 

major headline issue in the USA in the years following Watergate, while a 
British football crowd disaster delayed parliamentary discussions of the feasi- 
bility of electronic identity cards. 26 

One also has to distinguish between - though not necessarily separate - 
broad social trends and immediate bureaucratic exigencies. With respect to 
the former, arguably the rise of New Right policies on both sides of the 
Atlantic during the 1980s encouraged the development of improved surveil- 
lance technologies. On the one hand is the emphasis on the "strong state", 
which seeks both internal and external security, and to which new technologies 
provide a natural ally. The massive, and minimally accountable National 
Security Agency (NSA), with its vast tracking systems in Yorkshire, England 
and elsewhere, is a case in point. And on the other is the drive towards "free 
enterprise" which, paradoxically, harnesses increasingly powerful mecha- 
nisms to promote this end, particularly through attempted control of consumer 
behavior. Though dubbed "social management" by certain analysts, 27 it would 
be a mistake not to recognise that this "seductive" kind of social control is 
experienced by participants as enjoyable! 28 Using credit cards and receiving 
personalized direct mail yields pleasure and status. Thus in both government 
and commercial spheres - which are not as distinct as we are often led to 
believe - we find strong rationales for seeking new modes of surveillance. 

Within organizations, however, further processes come into play, ones in 
which the technological and the social are even more closely bound up with 
each other. In an important early study James Rule and associates concluded 
that "mass surveillance through personal documentation feeds on itself". 
They continue, 

As sources of authoritative personal data available for direct checking grow, 
however, the costs of mass surveillance d rop . . .  The more important events 
in life entail production or consumption of personal documentation, the 
more feasible it is to institute effective surveillance through direct checking 
based on such data. Imaginative administrators of surveillance organiza- 
tions are constantly seeking new uses for personal data in these ways. 29 

Not only this, but loopholes in limiting legislation may be sought in order to 
pursue such goals. In Britain, for instance, exemptions from the 1984 Data 
Protection Act include purposes defined as "prevention or detection of crime" 
and "national security.'3~ In the USA the 1974 Privacy Act prohibits the use of 
data for other purposes from that for which they were collected, but the 
"routine use" clause is now invoked to allow just that to o c c u r .  31 Thus works 
the logic of bureaucratic surveillance. 

Simultaneously, however, powerful new technologies have become avail- 
able to perform surveillance functions. They are given their chance by both the 
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wider trends and the organizational processes just alluded to. For example, as 
Marx notes, technological change encourages practices such as computer 
matching through the spread of computer networking. This in turn may 
stimulate by default the emergence of the equivalent of centralized surveil- 
lance systems. 

In an Australian context, Roger Clarke points out that "the once-obvious 
tendency of computers to centralize information, and hence power, is quickly 
giving way to looser concepts of networking and dispersal. ''32 As we saw 
above, the new information technologies thus permit the emergence of new 
categories. Computer networking, made possible by new - especially fiber- 
optic - telecommunications technologies needs only the existence of personal 
databases and some consistent identification protocols to translate into a de 
facto National Data Centre. While officially no national central government 
database has been established either in the USA or in other advanced demo- 
cratic societies- and indeed public resistance to this would be great-  the actual 
integration of databases is made possible, and relatively simple, by technical 
developments. 33 

All this points up the need for an interactive approach to the question of 
social and technological change, one that privileges neither factor. 34 While 
technologies are socially constituted, and given their chance by specific social- 
political circumstances, they may still operate as relatively independent factors 
within social explanation. I take it that Marx' caveat about our not being 
"hapless victims of technological determinism who can do little more than 
bemoan the loss of liberty ''35 is intended to make just this point. What is 
required for any adequate account of the new surveillance is sophisticated 
analysis of the complex interplay between social and technological factors. 

The significance of information technology 

As well as examining the role of computers, Marx also describes numerous 
other technological advances that permit surveillance of many kinds, monitor- 
ing workers, telephone callers, drivers and of course offenders wearing elec- 
tronic tags or leashes. Some, such as so-called DNA fingerprinting, depend 
upon biotechnology and may thus be even more intrusive than some electronic 
surveillance, suggests Marx. However, it seems to me that some further 
clarification is required here. There is an important sense in which some new 
technologies are more critical than others to the development of the new 
surveillance. 

Marx quotes Justice Brandeis' famous statement that "the progress of 
science in furnishing the Government with the means of espionage is not likely 
to stop with wiretapping." One day, he predicted (in 1928) the Government 
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may have the means of access to "the most intimate occurrences of the 
home.'36 Marx comments that today's highly intrusive but easily hidden sur- 
veillance technologies are capable of just that. And he refers to practices such 
as genetic fingerprinting which are intrusive- and have particular implications 
for intimate life - but are not necessarily hidden. Intrusion is one thing, 
however, social control is another. Intrusion may well violate privacy. But the 
implications for social control become much stronger when such intrusions are 
coordinated by computers. Bio-technological social control depends upon 
information technology, while the converse is not true. 

To pursue this example, the use of genetic codes as personal identifiers still 
relies upon electronic means; it is the computer that enables such systems to 
operate. Hardly surprising, then, that a British parliamentary committee 
proposal, published in 1991, links together the use of electronic identity cards 
with DNA fingerprinting for the male population. 37 Genetic fingerprinting on 
its own has limited use for the detection of crime. Only when such data is 
electronically stored, transmitted and retrieved does it become a powerful tool 
for criminal - or other - investigation. 

Computer-power is thus peculiarly significant for surveillance. An analogy 
may be made with the role of the clock in the industrial revolution. As 
Anthony Giddens has argued, while motive-power technologies - such as the 
classic example of the steam engine - may have symbolized for Victorians the 
industrial age, in fact the timetable, along with the clock, had far deeper social 
significance. 38 Why? Because the timetable is a "time-space ordering device" 
that coordinates social activities in specific ways and to particular ends. It does 
so most obviously in the realms of transport and communication - thus 
facilitating the growth of the central state - and in the capitalistic workplace. 

The clock and the timetable relate directly to Giddens' discussion of twin 
processes of surveillance, that occurring via the monitoring of labor in the 
workplace on the one hand, and that associated with the "internal pacif- 
ication" of the emergent nation-state, on the other. Surveillance is viewed by 
Giddens, importantly, as a generalized process of power-generation that is 
accentuated in specific ways in the modern world. It is a means of obtaining the 
compliance of subordinates through administration - the state - and super- 
vision - the workplace. 

Giddens notes that the two senses of surveillance, that is, accumulating 
coded information and directly supervising activities, belong quite closely 
together, and can be integrated within modern organizations. They may well 
imply certain social benefits, such as citizenship r ights ,  39 but they are always a 
means of power. Gary Marx, too, notes that the surveillance he is concerned 
with (and which I consider to be just one category within the general trend 
discussed by Giddens) may - paradoxically - be "justified by positive social 
goals. ''4~ These include combating terrorism and crime, protecting health or 
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improving productivity. But the fact remains that they are potent adjuncts to 
social control in contemporary consumer societies. 

This theme has been picked up, for instance, by Webster and Robins, who 
argue that the cultural history of the "information society" must be under- 
stood above all in terms of the "plan and control" motif, 41 which they see, 
following Giddens, in both state and workplace. They are especially critical of 
the "Sloanism" that applies, so they argue, the principles of scientific manage- 
ment to the world of consumer distribution and marketing. Kevin Wilson 
echoes this in his Technologies of control, a study of Canadian videotex as a 
new medium through which patterns of consumption may be influenced and, 
he suggests, self-determination eroded. The capacity of new technologies to 
control is exaggerated in these accounts, however, 42 

Another historical angle on the issue of new technologies and control is to 
examine the influential role of military organization and military technology 
on civilian affairs. In the American context, Merrit Roe Smith has shown how 
the hierarchical structure of the military arms industry was transferred to 
railroading management, and indeed to all metalworking industries during the 
nineteenth century. 43 And from both British and American sources, Chris- 
topher Dandeker demonstrates the deep connection between military and 
other forms of bureaucratic organization during the nineteenth and twentieth 
centuries. 44 

It is thus no accident, according to Dandeker, that contemporary policing 
technologies, among others, betray their military origins. In the police he sees 
the key trends being the emergence of national networks of policing, tech- 
niques of command and control (directly inspired by the military) and the 
expansion of the information capacities of police organizations. But this does 
not stop with policing. Marketeers increasingly make us of military analogies 
in their "strategic" electronic "targetting" of consumers. 45 Once again, coor- 
dination and control are of the essence. 

Computers-and-telecommunications, or information technology, may to- 
day be at the very least enhancing that capacity for timespace ordering that 
Giddens attributes to the timetable and clock in the nineteenth century. 
Indeed, though this is not the place to argue it, the further integration of 
supervisory and administrative aspects of surveillance is also currently facil- 
itated by information technology. However, examples given above serve as an 
indication of this possibility; computer matching, for one, allows the inter- 
relating of data from workplace (salaries) and administrative (taxation) con- 
texts. 

Thus while Marx is absolutely right to argue that new technology facilitates a 
new surveillance, it is also important to distinguish between the different kinds 
of new technology in order to understand why this is the case. His new forms of 
surveillance are distinguished from earlier forms of social control, he says, in at 
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least ten ways: They transcend distance, darkness and physical barriers, they 
transcend time, through storage, retrieval, combination, analysis and commu- 
nication of records, they are invisible or at least very unobstrusive, the new 
surveillance occurs involuntarily, prevention is a major concern, it is capital 
rather than labour intensive, involves decentralized self-policing, targets cate- 
gories rather than specific subjects, is more intensive and more extensive. 
Within these, as I have tried to show, it is the new technologies involving or 
depending upon information technology that are most significant for the new 
surveillance. In a strong sense, new technology does spell new surveillance. 

For the reasons mentioned above, then, we should single out computers 
(used here as a shorthand for the more cumbersome term, information tech- 
nology) as a special case. Paradoxically, given the importance of his insights to 
the preceding analysis, this throws up a question or two for Giddens. In his 
laudable effort to deny the novelty of the "information society" he may have 
overlooked some features of the new technologies that are signally important. 
Similarly, David Held's analysis of power and legitimacy in the contemporary 
state may have been premature in judging that the "computerization of 
information adds little that is qualitatively new to these [surveillance] oper- 
ations.'45 

Of course the development of surveillance technologies must be situated 
within the rise of modernity in general, hence the focus on control as a 
"continuity" motif. But actually the computer does seem to make some 
qualitative differences, discontinuous with what went before. One, the pro- 
cess of applying computer technologies to surveillance creates new categories 
of personal data and new means of locating and monitoring individuals' 
activities within those categories. Computer matching and profiling are cur- 
rently the most palpable examples of this. Two, the integration of different 
kinds of surveillance is rapidly being enabled by computer networking and the 
creation of techniques capable of tracing and tracking "data subjects" beha- 
viour through and between once-distinct social realms. The analytical dis- 
tinction between administrative and workplace surveillance, a centrepiece of 
Giddens' historical sociology, may become electronically blurred. 

2. The maximum security society? 

Marx' examination of the new surveillance prompts him to predict a coming 
"maximum security society", if present trends continue. The unprecedented 
combination of centralized and decentralized forms of surveillance, conse- 
quent on the new technologies, yields its "awesome power." Conventional 
social control, rooted in the state's traditional monopoly of the means of 
violence, could be rendered redundant. Despite the positive social goals that 
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justify the new surveillance, it displays some very negative features. The 
maximum security society is at once a dossier, actuarial, engineered, transpar- 
ent and self-monitored society. Thus "the prison ethos diffuses ever more into 
the society at large. ''47 

From the perspective of ordinary citizens, this bodes ill. There are less 
places to hide; constraints on privacy invasion evaporate and anonymity is lost. 
Stigma clings to us more tenaciously, and we may be reluctant to act in 
particular ways - apply for welfare, join a demonstration - for fear of it going 
on record. Distrust and suspicion increasingly characterise our relationships, 
and big organizations butress their power over against individuals. Thus Marx 
pleads for a re-evaluation of the new surveillance, attempting to puncture the 
complacent attitudes which suggest that totalitarianism "couldn't happen 
here." 

A number of suggestive comments appear in tantalizingly quick succession 
in the closing pages of Undercover. Marx relates the idea of society becoming 
more prison-like to the Benthamite architectural plan for a Panopticon, in 
which inmates were to be controlled by fear of the constant gaze of guards who 
themselves were out of sight. The "line between public and private is obliterat- 
ed" and the society becomes-  second image- a total institution, a la Goffman, 
where there is no backstage. 48 Finally Marx offers a third image, that of an 
Orwellian state, in order to bring home the totalitarian potential of the new 
surveillance. But he quickly corrects any misapprehension that may arise from 
the Orwellian imagery by observing that Huxley might actually be a better 
guide after all, for "the velvet glove is replacing (or at least hiding) the iron 
fist." 

As the primary purpose of this paper is to explore the question of whether or 
not a "new surveillance" has emerged, I shall limit myself to a number of 
observations as to what to make of these three images with which Marx leaves 
us. Together they constitute an agenda for the sociological analysis of surveil- 
lance that goes well beyond the scope of Undercover. However, for the reasons 
given above, such an analysis would do well to remain true to Marx' intentions. 

Firstly, then, we turn to the Panopticon. This image is increasingly drawn 
upon in discussions of electronic surveillance, especially those following the 
insightful theories of Michel Foucault (despite the fact that he himself had 
nothing to say about the role of computers). 49 Moreover, it is applied to 
surveillance in diverse contexts: government administration, policing, work- 
place monitoring and marketing. 

Surveillance power, augmented by computers, undoubtedly bears panoptic 
traits. Indeed, the technical limitations of Bentham's project are overcome, in 
part at least, by new technology. Foucault's "microphysics of power" are 
available in the routine, daily, mundane ways by which we are all observed and 
disciplined by electronic means. No walls, watchtowers, guards or bars are 
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needed. Plus, we more-or-less willingly participate in our own monitoring, by 
bearing the bar-codes, triggering the signals that locate and identify us to 
agencies and machinesystems unseen. For these and other reasons we would 
be foolish not to heed the Foucaldians. 

Attractive though it is as a metaphor, the idea of the panoptic can also be 
very limited and misleading as a descriptive or explanatory concept. Firstly, it 
tends to lack differentiation when applied in the varied contexts mentioned 
above. While I have admitted that information technology may well be en- 
abling the integration of different surveillance spheres, this does not necessar- 
ily mean that they already display the same characteristics, or that they will. 
Nor does the fact of "electronic observation", which those different spheres 
may have as a common disciplinary focus, mean that the effects will be 
identical in each case. Offices, and living rooms with videotex, while they may 
bear some resemblance to prison regimes, are not prisons and should be 
distinguished from them. 5~ 

Following from this, secondly, the notion of the Panopticon can be used in 
ways that neglect historical development. The kind of carceral discipline 
manifest in the panoptic may give way to different forms of discipline, just as, 
once, brutal and public forms of punishment gave way to sequestration and 
incarceration. Indeed, could it not be the case that contemporary social 
control has as its major tool the discipline of the marketplace, of consumerism, 
which, though deeply disciplinary, is not obviously punitive let alone carcer- 
al? 51 This does not of course exclude the possibility that panoptic discipline 
may be carried by electronic means in other domains - the electronic leashing 
or tagging of offenders, for instance - but it does suggest caution before 
applying the panoptic concept too prodigally. 

Lastly, the panoptic metaphor gives a relentlessly negative mien to surveil- 
lance. This is as true in the work of his disciples as it is for Foucault himself. It is 
hard to find a place for nuance, ambiguity and paradox within the Panopticon. 
As Marx notes, however, praiseworthy goals lie behind the spread of surveil- 
lance. And as Nicholas Abercrombie and others have shown, modern surveil- 
lance power is predicated upon the achievement of treating all citizens equally, 
in their own right, as individuals. 52 A glance at the origins of the concept in 
Bentham's work reveals his intention of finding a secular counterpart for what 
he took to be a rigidly moral divine omniscience. So "watching over" as 
"caring" could not enter the picture. 53 With the panoptic as metaphor there is 
only bad news. 

Marx' second image is Erving Goffman's "total institution". Rather than 
focussing on the "totalitarian" aspect of this, however, the reference seems to 
be the loss of privacy: "there is no longer a backstage." A major burden of 
Marx' exposition is the erosion of conventional barriers protecting privacy, 
"varying from distance to darkness to doors to the right to remain silent". 54 
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Electronic surveillance not only "invades" privacy but actually renders irrele- 
vant many constraints that might once have protected it. Beyond this, it must 
be noted that what may well be considered as privacy invasions can occur with 
well-intentioned privacy protecting measures in place. The Household Mar- 
ketplace example, mentioned above, was vetted during development by a 
leading American privacy advocate. 55 

Privacy is a notoriously slippery concept. Marx clearly wishes to hold onto it, 
although as we shall see in a moment, he complements it with other ideas. The 
reference to Goffman eases no difficulties,56 but it does serve to highlight some 
significant features of privacy. The "back region" of our lives is a valued and 
precious realm for many. Privacy relates to the "capacity of the individual to 
manage the presentation of self to others" which may be "inseparable from the 
preservation and development of individual integrity and personal identity", 
says Christopher Bryant. 57 Thus the invasive nature of electronic surveillance 
may threaten a very basic aspect of our humanness. If so, Marx' reference to 
Goffman suggests what kinds of analysis may be appropriate as privacy is 
reconsidered in the light of today's technological capacities. 58 

Clearly Marx has more in mind than privacy, however. His third image is the 
familiar one in this context: Big Brother. Here the emphasis is less on loss of 
privacy, more on loss of freedom. Marx notes, however, that much less 
coercive forms of control have emerged since Orwell's time, perhaps lessening 
the relevance of Nineteen-Eighty-Four. An iron fist hides in the velvet glove. 
Huxley- presumably in Brave New World- may therefore be a "better guide", 
no doubt because in his dystopia the drug soma plays such a central role in 
pleasurable social control. 

Why do I say, pleasurable? Because Marx makes brief allusion to the 
consumer culture, which of course takes attention away from the state (at least 
as it is conceived in Orwell) or even the capitalistic workplace as the source of 
surveillance power. This brings me back to the disciplinary alternatives to the 
panoptic, mentioned above. Marx states that "our psyches are more invaded 
by the consumer mentality than by any repressive political needs of the state" 
such that "the promise of everincreasing abundance" becomes the tool of 
seductive control. 59 

Marx hints that while his main topic, undercover police work, connects with 
the state, it is not only or primarily the state's conventional apparatus of 
control to which we should look if we are to comprehend the dimensions of the 
new surveillance today. Private interests are involved in social control much 
more than the state, he asserts. Mere domestic intrusions by the state "pale 
relative to what may be d o n e . . ,  by the private sector." Yet it is clear to Marx, 
as to some other observers, that very little headway has as yet been made in 
introducing measures of legal accountability to curb that power. Considering 
the obstacles that have hindered the develooment and enforcement of data 
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protection and privacy laws, commercial surveillance may well turn out to be 
extremely hard to regulate. 

Conclusion 

Gary Marx' Undercover provides a fine basis for fuller sociological analysis of 
electronic surveillance in the late twentieth century. He is correct that new 
technology is implicated in a new surveillance, although the interplay between 
social and technological factors must constantly be in view. Above all it is 
computers, or, more properly, computers-plus-telecommunications that facil- 
itate the new surveillance. They do so by allowing for the creation of novel 
categories of personal data, seen especially at present in computer matching. 
But they may also be enabling another new departure, the integration of 
moments of surveillance once the province of quite distinct social institutions. 

The threat of a maximum security society emerging within the very liberal 
democratic contexts that cherish (above all economic) liberties is a reality. But 
fresh social analysis is called for, as the popularly-used and illuminative 
panoptic concept suffers from a number of basic flaws, and because we have 
yet to connect satisfactorily the equally pertinent themes of privacy and 
freedom. Modern social control seems to utilize several different disciplines, 
often acting in concert but in complex ways. The fact that some of the most 
potent arise in situations as apparently innocent as buying a restaurant meal 
with a credit card should not lull us into thinking that they are any less 
worrisome than certain undercover police tactics. 
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