
 2     Code Constraints on Regulation and Competition 

 Before beginning our case study examination, we examine some funda-

mental factors in how code can interact with regulation, enabling those 

from a nontechnical background to better understand the Internet ’ s unique 

constraints on traditional regulatory tools. Understanding code and legal 

regulation leads to a better understanding of how regulation can work 

toward better code rather than simply avoiding the worst of code. That 

conjunction of code and regulation will lead to better outcomes than a 

Chinese wall designed to keep out code. We therefore explain in this 

chapter how mass Internet adoption and the proportionate increase in 

unskilled Internet users (in software literacy) have changed the nature of 

innovation on the Internet, before exploring how innovative regulatory 

and policy responses to the increasingly controlled Internet user experi-

ence can harness the power of code to create opportunities for innovation 

rather than erect entry barriers to new applications. 

 We first describe the successful attempts by encryption coders to out-

flank regulators during the 1990s and then bring the debate to the con-

temporary topics of control over information monopolies that we referred 

to in the Introduction. That leads to consideration of the code remedies 

imposed on Microsoft in the European Commission (EC) final settlement 

of its antitrust case in 2009 and Intel in its Federal Trade Commission (FTC) 

antitrust settlement of 2010. We will see that interoperability is the key to 

regulating dominant actors ’  uses of code. 

 Such checks to encourage competition do not in themselves ensure fun-

damental rights that must be respected in communications industries, and 

we argue in the final chapter that improved competition law enforcement 

to shape more interoperable code must be accompanied by human rights 

audits to create greater commercial and state respect for fundamental rights. 
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 The outcome of the two decades of Microsoft competition litigation, 

beginning with U.S. antitrust investigation in 1991 prior to the dawn of 

mass Internet adoption, was to enforce interoperability and application 

programming interface disclosure (EC 2010c), with Intel settling a similar 

long-standing investigation into interoperability and anticompetitive 

practices. The interoperable code solution was extended and adapted by 

the complainants in both Google and Facebook investigations by the EC 

opened in 2010 (IP/10/1624). Apple ’ s iTunes faced similar calls in its price 

discrimination settlement by the EC in 2007 – 2008 (IP/08/22) and its 

preliminary antitrust investigation into Apple ’ s iPhone AppStore policies 

(IP/10/1175). 

 There are regulatory opportunities to shape the market in favor of 

interoperability if regulators choose such options. The open Internet policy 

coordination challenge is acknowledged by the Group of 8 (2011) nations: 

 “ As we adopt more innovative Internet-based services, we face challenges 

in promoting interoperability and convergence among our public policies 

on issues such as the protection of personal data, net neutrality, transbor-

der data flow, ICT security, and intellectual property ”  (para. 14). These 

policy conclusions can be applied by the countries and regions that are 

both most engaged in and most able to influence the future of the funda-

mental policy objectives of Internet policy. 

 It has been suggested that open participatory standards are themselves 

better for the development of fundamental rights in terms of participation 

(Drahos and Braithwaite 2002) and more equal access to information 

(La Rue 2011). This raises normative questions such as:  

  •    Is an open source operating system such as Linux ultimately a better 

foundation for the information society (Van Oranje et al. 2005) than a 

proprietary operating system such as Windows? Is Android better for wire-

less innovation than Apple ’ s iOS? Is Firefox a better Web browser for 

developing countries than Microsoft ’ s Internet Explorer? 

  •    Is the nonhierarchical Internet Engineering Task Force better for partici-

pation and designing standards for human rights than the nation-state-

dominated International Telecommunications Union? 

 In examining our hard cases, we test a profound claim of those who 

favor open standards: information standards that are more open and par-

ticipatory are more just in terms of both competition and human rights 
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(Clinton 2011). That has been sloganized in terms of a basic norm as 

 “ information wants to be free ”  (Brand 1985),  “ information communism ”  

(Benkler 1998, 2011; Lessig 2008), and even  “ dot communism ”  (Moglen 

2003). These claims have been variously adopted by such entities as the 

Free Software Foundation, the Pirate Party, the Creative Commons move-

ment, and the Access to Knowledge movement. There is no objective right 

answer to such normative claims, simply assertions of short- versus long-

term efficiency or social welfare maximization. However, a solution that 

closes off the choice for innovators in how to develop their own products 

in such a contingent environment is gambling with the future. 

 Support for an open environment to stimulate innovation does suggest 

less corporate control of the value chain and possibilities for state censor-

ship (Zittrain 2003) but does not in itself guarantee fundamental rights. 

The wider the choice of code available to users, the higher their ability is 

to choose code that respects their speech freedoms and personal data, but 

that is by no means a given. 

 Creating conditions for interoperability does not enable governments 

or corporations (or civil society) to shirk their responsibility to ensure 

Internet architectures respect fundamental rights. For example, communi-

cations equipment that can help repressive states monitor users and ulti-

mately punish dissidents creates an obligation on manufacturers and 

democratic governments to prevent export of such technology to such 

states (see chapters 6 and 7). While that is not yet a regulatory aim that 

has been enforced, a fundamental rights argument (and Google ’ s mission 

statement,  “ Don ’ t Be Evil ” ) argues that such a regulation would need to 

be placed on top of any innovation or competition arguments in such a 

specialized sector (Brown and Korff 2012). 

 Encryption as a User-Led Regulator 

 The widespread availability of encryption software is a fundamental con-

straint on state regulatory power, which enforces the end-to-end principle 

by limiting the ability of ISPs to monitor data passing between their users. 

The encryption algorithms commonly in use are effectively unbreakable 

by the best-resourced government agencies, so long as they are imple-

mented and used correctly. At the same time, encryption software is often 

misconfigured and used on insecure computing devices that can trivially 
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be hacked, while security agencies have become more adept at intercepting 

encrypted communications using techniques such as faked security certifi-

cates (Soghoian and Stamm 2010). 

 The adoption of encryption by Internet users in the early 1990s followed 

the invention of public key cryptography by Whit Diffie and others in the 

1970s. Combined with the end-to-end architecture of the Internet, it 

resulted in a reduction of control over information flows by states despite 

their lengthy struggle to maintain the ability to surveil encrypted content 

(Froomkin 1995), a loss that many information regulation specialists 

expected to be permanent. 

 While states tried vigorously but unsuccessfully to restrict the spread of 

encryption software, it is used only sparingly as a conscious choice by most 

Internet users. Rather, encryption is a default set by some applications 

providers. The most frequently used encryption tools by most users came 

from the decision to adopt secure socket layer encryption for Twitter, 

e-commerce sites, or Google search pages (using https:// instead of http://). 

 Viruses, worms, and spam e-mail were an early reminder that a fully 

encrypted end-to-end architecture can remove some in-network security 

options. The vast quantities of unsolicited e-mail sent have required ISP 

spam filters to become progressively more sophisticated over the past 

decade, analyzing subject lines, relay addresses, message attachments, and 

sender addresses. These options would be lost if the entire message header 

and body were encrypted.  

 Not all users have learned not to open suspect e-mail and therefore 

potentially run a program that can infect their computer. Many lost their 

innocence in a dramatically unromantic fashion in May 2000 when the  “ I 

love you ”  virus was distributed by e-mail, the name relating to the subject 

line of the address. Less innocent users may have been infected by the 

knowingly entitled  “ Anna Kournikova ”  virus, distributed by e-mail just 

before Valentine ’ s Day a year later, or the Happy99 worm in 1999, which 

infected the computer while wishing users a happy new millennium. 

Worms also enable remote logging of key strokes to uncover users ’  com-

puter and Web site passwords, enabling later unauthorized intrusion into 

user accounts. A particularly sophisticated virus was the Conficker worm 

of 2008 – 2009, which compromised 15 million machines, including those 

of the French and British navies (Sommer and Brown 2011). 

 Government and major software corporations have made common 

cause against security threats as locust attacks on their systems. Microsoft ’ s 
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large installed base of Windows users makes it a locus for security vulner-

abilities. Its attackers, the malware providers, can bait and switch from one 

type of Microsoft program to another, from Explorer to Office programs to 

Media Player. Like locusts, they feast, strip the ground, and move on. That 

creates a complex interdependence of governments, code providers, and 

users in finding security solutions. 

 In this respect, government and information giants such as Microsoft 

share a common fate, particularly as most developed nations ’  governments 

run on major multinational corporations ’  software and, with cloud com-

puting, even their servers. Governments, facing serious security threats to 

citizens ’  computers and the entire broadband network, permit Microsoft 

to develop incremental security fixes for its systems (typically monthly) 

or fear the starvation (infection, infestation) of its bureaucracies, social 

systems, and citizens ’  access to medical, financial, e-commerce, and other 

services over their PCs. Building and rebuilding Windows NT for two 

decades (Windows 8 was ultimately a refined version of the original) is 

a short-term solution but a devil ’ s gamble by Microsoft, other code devel-

opers for the Windows platform, and government, with so many PCs 

and users dependent on Windows and the Office productivity suite. Users 

are minimally inconvenienced, and legacy systems continue to operate 

with these patched systems (Moody 2010), whereas a complete clean-slate 

redesign could reduce many security problems but is impractical for most 

users. 

 The growth of peer-to-peer (P2P) distribution in the late 1990s, popular-

ized by the Napster file-sharing software, led to greater debate about the 

uses of software to evade law in the absence of encryption. Copyright 

industries since the late 1990s have used litigation to try to prevent the 

Internet sharing of music files, described in chapter 4. The progressively 

more decentralized successors to Napster (KaZaA/Grokster, Gnutella, eMule) 

were progressively litigated. BitTorrent clients provided stronger encryp-

tion and a more distributed system such that no central node could be 

found against which to pursue litigation (Wu 2010). Even in 2012, more 

litigation was resulting in more encryption, with the prosecution of 

Megaupload site owners in New Zealand leading to more advanced cyber-

lockers and other obfuscation and encryption techniques. 

 Individual users can be pursued if they have not encrypted their com-

munications (which remains trivial technically and free at point of use 

through such open source encryption tools as the Tor software) or run 
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anonymous or encrypted P2P. As a result, it is the technically ignorant or 

naive user without encryption who can be pursued for potential copyright 

infringement rather than sophisticated file sharers.  

 The recent spate of graduated-response regimes intended to dissuade 

users from sharing files online (Yu 2010), discussed in our copyright case 

study in chapter 4, can by design prove effective only against naive users. 

By 2009 the sharing of copyrighted files had even become an electoral issue 

in Europe, with two Pirate party candidates elected to the European Parlia-

ment in the midst of the Pirate Bay Swedish trial, and therefore sitting as 

legislators over such issues as the review of European copyright law in the 

Parliament. (Pirate Bay was a file-sharing reference site subject to vigorous 

copyright enforcement in 2007 and 2008; the site ’ s founders and support-

ers inspired the Pirate party political movement.) 

 Encryption also proved a significant issue for filtering, as we explore in 

the censors case study in chapter 5. The 1990s had seen the adoption of 

notice and takedown (NTD) regimes for offensive content in such legisla-

tion as the E-Commerce Directive of 2000 (Articles 12 – 15), accompanied 

by end user filters designed under the labeling system designed by the W3C 

working group on the Platform for Internet Content Selection. The NTD 

system, which was adopted for copyrighted material using the Digital Mil-

lennium Copyright Act of 1998 (s.512), was in practice reliant on indi-

vidual Web hosts cooperating with users and police to remove illegal 

content. The voluntary nature of the filtering system had limits (Ahlert, 

Marsden, and Yung 2004), especially where content was hosted by a non-

member ISP or a foreign-based ISP, and in countries where child pornog-

raphy was not actively prosecuted (notably Russia). 

 As a result, governments cooperated internationally to a limited extent 

to enforce the taking down of illegal content. The Council of Europe ’ s 

Cybercrime Convention was created in 2001 (CETS No.185) to serve as a 

legal mechanism for increased cooperation. Widespread national harmo-

nization of child pornography and other cybersecurity legislation followed 

in the years after the negotiation of the convention. 

 Governments ran out of patience with the evident flaws in voluntary 

systems in the years after the cybercrime treaty was ratified in 2003, and 

began to mandate ISP-level filtering. However, as mandated or industry-

adopted filtering became widespread in the following years, child-abuse 

images had already become largely an encrypted peer-distributed crime, 
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and it was acknowledged in European debate in 2011 that even a manda-

tory filter for unencrypted Web sites could only prevent involuntary 

viewing of such sites (Directive 2011/92/EU). 

 While encryption means that both copyright infringement and evasion 

of ISP filters remain technically trivial, it also allows users to maintain their 

privacy from surveillance. However, both privacy and data security more 

generally rely on robust software systems, and it is here that encryption 

has faced significant challenges. With most users deploying a single operat-

ing system, Microsoft Windows, and its associated productivity suite, 

Office, malware and viruses proliferated from 2001 on this software. 

Acknowledging the lack of technical competence and care of most domes-

tic (and many business) customers, Microsoft in October 2003 adopted an 

automated updating system, the single largest software distribution event 

on the Internet each month on  “ Patch Tuesday, ”  reaching over half a 

billion vulnerable and potentially infected machines. 

 Despite these monthly updates, many millions of broadband-connected 

machines are compromised daily, infected and remotely controlled by 

criminals, and used to launch distributed denial of service attacks. Banks, 

gambling businesses, governments, and other mission-critical electronic 

commerce Web sites have adopted more sophisticated controls, but this 

remains a significant problem (Brown, Edwards, and Marsden 2009). It has 

been accompanied by phishing attacks on individual users, as well as by 

massive data theft from unsecured and unencrypted databases of user 

credit details — notably the theft of 102 million Sony PlayStation users ’  

details in 2011. 

 It is something of an irony that the encryption used in such attacks is 

employed by the infecting program itself to ensure its operations are pro-

tected from the average nontechnical user. Therefore, as affected users 

continue to believe their computer is operating only more slowly than 

usual, it is actually a  “ zombie ”  machine using its processing power and 

broadband connectivity to join in the distributed denial of service attacks 

with the thousands or even millions of other machines around the globe 

engaged in the criminal activity. 

 States have attempted more interventionist mechanisms to prevent 

insecure systems being compromised. The U.S. Congress included an  “ anti-

circumvention ”  clause in Section 1201 DMCA, described further in chap-

ter 4, which made it an offense for users to circumvent digital locks on 
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copyrighted works, but threatened to stop academic exploration of the 

inherent security flaws in badly written copyright protection code. This 

led to a 2001 court case for declaratory relief by one of the most respected 

academics in the field, Princeton professor Ed Felten, supporting his stu-

dents ’  routine security work. He had received a legal threat from the 

Recording Industry Association of America attempting to prevent his pre-

senting an academic paper on the security flaws in the so-called secure 

digital music initiative. The court refused to grant relief, though the U.S. 

Copyright Office in 2003 and subsequently decided on a series of minor, 

relatively inconsequential exemptions to Section 1201 (Felten 2002). 

 More radically, in 2011 the Iranian government decided to form a closed 

national intranet —  what it called a  “ halal ”  Internet — designed to prevent 

threats in both code and sociopolitical terms from entering the Iranian 

intranet space by imposing a firewall on all Iranian access to the global 

Internet (described further in chapter 5). It does not promise to be more 

secure than China ’ s infamous  “ Great Firewall ”  security project (Clayton 

2005), which attempted to create a regulated Chinese space within the 

Internet. However, such relatively crude censorship can be overcome by 

those skilled with encryption sufficiently to hide their identity while 

evading the surveillance of the authorities.  

 In such totalitarian police states, both data and physical surveillance 

occur on a regular and extended basis — including, for instance, seizure of 

private computers and random arrests in Internet caf é s (Deibert et al. 2010; 

Keller 2000). As with privacy, copyright, and filtering, while encryption 

permits political dissidents and those exercising free speech to do so suc-

cessfully, the vast majority operates under very different and closely moni-

tored conditions. 

 Encryption is one of the most significant variables in the architecture 

of networked computing and shapes key regulatory options on a range of 

policy issues. But despite its potential advantages to users, it has seen wide-

spread use only when deployed as a default by Web sites and software 

creators. This is an important lesson for the regulation of privacy, security, 

and copyright, which rely on the interplay of code, the law, and the norms 

of users and software producers (Lessig 1999). The socioeconomic factors 

that lead to the adoption of particular laws and code, influencing the choices 

of policymakers, regulators, software producers, and users, are critical. 
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 Code and Regulation: Adaptability and Regulability 

 The easy adaptability of software enables rapid subtle dynamic (even emer-

gent) changes and limits the effectiveness of regulating user behavior by 

regulating  “ toolmakers. ”  The Internet has enabled a new mode of software 

creation, peer production (Benkler 2006), which enables noncommercial, 

highly distributed, loosely coordinated teams to build large complex soft-

ware (e.g., Linux, OpenOffice), software libraries (e.g., OpenSSL) and dis-

tributed services (e.g., BitTorrent).  

 For regulatory purposes, these teams are hydra-headed and largely out 

of any one jurisdiction. They can quickly design software to work around 

new legal and regulatory restrictions — hence, the rapid evolution of the 

Pretty Good Privacy encryption software following U.S. government legal 

action during the 1990s, and P2P file sharing systems after Napster ’ s index-

ing servers were constrained by California courts (Wu 2003a).  

 It would be very difficult to stop programmers from participating in 

these communities, and few jurisdictions have tried this approach. U.S. 

courts have given tentative First Amendment protection to software source 

code as free speech. That is a major underlying reason for the failure of 

efforts to ban strong encryption and DRM-circumvention tools. 

 This section develops our analysis of the dynamism of code and its 

ability to outrun the law in some cases and grow to fruitful mutual inter-

action in others. We identify two classic regulatory tussles: code overcom-

ing law and law overcoming code. Code does  “ overcome ”  law in the case 

of  “ generativity ”  (Zittrain 2006). The generative power of the Internet 

derived from the openness embedded in the architectural end-to-end prin-

ciple (Clark 1988). This reflected the initial situation in which intelligence 

and trust could safely be left to the users of the Internet and to the edge 

devices through which they gained access. 

 To facilitate their collective ability to pursue improvements, the network 

itself was meant to be as flat, as simple, and as open as possible — not least 

because more complex forms of facilitation within the Internet itself were 

technologically challenging. However, the situation has since become 

more complex. End users are no longer fully cognizant, let alone in control 

of, their devices, but the network itself can play a much more active role 

in managing collective problems. 
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 Tussles in Code and Law 

 Clark et al. (2005) recognize that struggle or  “ tussle ”  between different 

interests is as important in technology evolution as in economic and politi-

cal systems, suggesting that  “ we, as technical designers, should not try to 

deny the reality of the tussle, but instead recognize our power to shape it ”  

(10). As Greenstein (2011) advises standards bodies,  “ doing the tussle ”  can 

create more robust and widely adopted industry standards.  

 Although this is a mandate for the technical community, it can be easily 

extended to the legal regulatory communities that directly shape the 

various aspects of Internet development, many of which already recognize 

that their shaping decisions are moves in a game rather than acts of sov-

ereign design. Design choices in code can be as normative as law — decisions 

have to be made on the values that code embeds (Brown, Clark, and 

Trossen 2011). 

 Code has continued to morph rapidly even as legislation has tried to 

adapt. Investor certainty and democratic participation in legislative pro-

cesses are arguably enhanced by the leisurely speed of legislation, con-

trasted with the rapid — but slowing — progress of Internet standards in 

which only technical experts can realistically participate. 

 Most progress has happened with technical protocol development 

within companies (and, arguably, open source communities), where coor-

dination ( “ tussle ” ) problems are less complex than in legislatures. IPv6 

has been slowly, even glacially, deployed, but a big switch in Facebook 

design to facilitate the use of Secure Socket Layer connections was possible 

in a few days, and Windows security updates can be automatically distrib-

uted to hundreds of millions of users overnight. Consider single-company 

developments as a reminder of user empowerment through code: 

  •    Facebook achieved 1 billion user accounts in under a decade. 

  •    Skype achieved 650 million user accounts in less than a decade. 

  •    Google has billions of users — multilingual and with functionality largely 

unaffected by culture, though China and Russia have their alternatives. 

  •    Many millions of infected PCs have been infected and gathered into 

botnets — networks of computers hijacked and controlled by a single bad 

actor — since consumer broadband emerged (Brown, Edwards, and Marsden 

2009) as a result of the actions of individuals and small groups of criminal 

entrepreneurs. 
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 A more dynamic social networking tool than blogs and e-mail, a better 

P2P voice over Internet protocol client that could evade ISP control, and 

a new search algorithm and method of targeting advertising were all 

eagerly taken up by consumers. The development of Facebook, Skype, and 

Google is testimony to the ability of emergent code to respond to and keep 

pace with market demands. 

 Architecture, law, norms, and markets interplay (Lessig 1999). Regula-

tors have only slowly woken up to regulation using technology. If regula-

tors fail to address regulatory objects at first, then the regulatory object 

can grow until its technique overwhelms the regulator.  

 Napster as a  “ child ”  could have been shaped by regulation. Once it had 

exerted its network effects and grown, any blunt regulatory tool simply 

reshaped P2P — to more powerful tools of file sharing, overwhelming regu-

latory defenses by their architectural ingenuity, morphing to jurisdiction-

hopping P2P  “ on steroids ”  (Wu 2003a). Digitally locked music formats 

were outpaced by the overwhelming Metcalfe ’ s law effect of MP3 as a 

legitimate but untethered technology. Major rights holders were highly 

successful in coordinating demands for DRM from technology companies, 

but ultimately they were defeated when their own cartel was attacked by 

the dominant monster they created: iTunes. Apple used its pricing policy 

as a bargaining tool to push rights holders to abandon DRM (Williams and 

Gunn 2007). A horizon limit of Zittrain (2008) is a failure to fully incor-

porate the market structure limits to generativity versus stability and move 

beyond nudges into regulation (House of Lords 2011). 

 Reidenberg (2005) argues that law can use code to overcome code, as a 

court ordered Yahoo! to filter French users to prevent access to Nazi memo-

rabilia auctions. Another example is China using Cisco routers and code 

to create its  “ Golden Shield ”  filter (Deibert et al. 2010). A combination of 

points of control (Zittrain 2008) and scale economies (Lemley and 

McGowan 1998) gives levers for law and markets to act on architecture. 

Traction results from the physical presence of the Internet company on 

the sovereign territory of the host government. 

 The forces of regulation can be shaped more subtly: forbearance in one 

dimension enables expansion in others. Where code is slow to evolve, law 

can assist by removing bottlenecks to innovation. Where law is designed 

expressly to stymie code innovation, code is likely to spill over any logjam 

by creating new paths to achieve user goals, as, for instance, in the P2P 
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solution to friends sharing music files. Accusations of illegality did not 

serve as a veto on user adoption of P2P. 

 Sledgehammer Regulation and Its Flaws 

 Binary regulatory decisions can be ineffective and perilous if they attempt 

to force software developments into new forms, like flipping a set of rail-

road points. For example, DPI could be outlawed or permitted to develop 

without specific regulation — but the former is like banning cars, and the 

latter ignores the public goods affected by DPI. For instance, enforcing 

minimally invasive techniques can prevent full-spectrum DPI in traffic 

management. This avoids many privacy and filtering pitfalls and regula-

tory black holes caused by the power of DPI to expose its owners to the 

full liability of customer and third-party traffic (Marsden 2011). 

 Both permissive unregulation and prohibition create pitfalls in public 

understanding of the effect of regulation on technologies. In simple terms, 

these regulatory clich é s of the Internet routing around censorship as 

damage, or the heavy hand of the law falling on all users (Thierer and 

Crews 2003), do not assist public and policymaker understanding of the 

wider challenges of Internet regulation any more than death penalty 

debates assist in understanding the scope of criminology. 

 Regulation that succeeds or fails based on the presence or absence of 

specific software tools is doomed to eventual failure, while most users own 

open computing platforms and can download and run the software of their 

choice. Despite Zittrain ’ s (2008) concerns over the rise of  “ tethered ”  

devices, the success of the iPhone and Android software platforms (with 

limited oversight from Apple, and even less from Google) demonstrates 

that the benefits to innovation of openness will continue to give manu-

facturers a strong incentive to provide such a capability (Ohm and Grim-

melman 2010), though we note that mandated interoperability is neither 

necessary in all cases nor necessarily desirable (Gasser and Palfrey 2012). 

Moves to regulate all computing devices in an attempt to enforce copyright 

restrictions (in early World Intellectual Property Organization model copy-

right law discussions and the U.S. Senate Judiciary Committee) have faded 

away in the face of resistance from manufacturers and consumers, both by 

lobbying and in the marketplace. 

 Business models based around trusted computing hardware (discussed 

further in chapter 4) try to avoid this problem by releasing only protected 
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new audiovisual content to devices certified to provide much stronger 

protection to data. The content industry in this model would give up on 

protecting its back catalogue but protect future revenue streams from new 

content. However, this still suffers the fatal weakness that controls need be 

broken only once for a piece of content to be stripped of its protection and 

then shared freely through P2P services. This may be good enough for busi-

ness models depending on short-term revenues from live or new content, 

but not for those hoping to monetize the back catalogue (Ohm and Grim-

melman 2010). It also cannot stop analog recordings being made and 

shared online, which seems to be an adequate experience for many users. 

 Trusted hardware can successfully control ongoing access to online 

services, since access can be revoked from compromised systems once 

detected. This is why conditional-access satellite TV systems have been 

successful, albeit imperfect (fraud happens, but at a manageable level).  

 Trusted software has so far proven to be an oxymoron, which is why 

software copy protection schemes failed so badly that most companies gave 

them up by the early 1990s. There have been limited attempts since then 

to use online registration to verify software (e.g., by Microsoft with 

Windows and Office), but hacked copies are widely available, and network 

effects mean it is also often in the interest of software companies to toler-

ate widespread infringement in developing markets. Limiting access to 

software provided online as a service may be more feasible. 

 Competition Law and the Internet 

 Are there solutions that may be effective ex ante to ensure the development 

of technologies that do not act against the public interest, without stifling 

innovation and introducing bureaucratic interventionist regulation to an 

area that has blossomed without it? Such a solution would avoid the eco-

nomic determinism of belief in the invisible hand of the market, and the 

technological determinism of some (typically superprofitable multina-

tional) technology companies that claim that progress all but inevitably 

results in wider choice and more desirable features, despite public policy 

concerns. 

 Two examples present themselves: one a remedy of necessity in compe-

tition law, the second a deliberate design feature increasingly being 

deployed by OECD governments. The first is the use of competition law 
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to engage in predicting and designing prospective markets, and the second 

is the widespread adoption of interoperability policies across the European 

Union. 

 Institutions that apply the consumer interest in the case of mergers and 

other market concentrations differ markedly by country (Weiser 2010; 

Coates 2011). Agencies follow enabling legislation, and therefore the 

breadth of definition of merger problems should reflect and adapt from 

that original legislative intent, despite much of its age. For instance the 

United States applies the Sherman Act (1890) and Clayton Act (1914), and 

the EC applies the Treaty of Rome (1950, articles 101 – 102).  

 In some nations, there is only a general consumer and competition 

agency, which has oversight of communications market mergers. In others, 

such as the United States, there is cooperation between two competition 

and one communications agency: the Department of Justice, FTC, and 

Federal Communications Commision. In yet others, there is a single com-

petition agency assisted by a communications regulator with some com-

petition powers (in the United Kingdom, incorporating two appeals bodies 

that oversee regulator decisions). A growing European trend is toward the 

communications regulator forming part of a larger network utilities regula-

tor, as with BNetZ in Germany and the Dutch networks regulator OPTA. 

 These institutional differences are obviously vital for our consideration 

of the regulation of code, as the proficiency of regulators will differ enor-

mously based on institutional preferences as well as the vagaries and hap-

penstance of personal skills. Thus one expects communications regulators 

to have greater code expertise than general competition agencies, though 

this may not always be the case, particularly where the communications 

regulator is poorly adapted to digital networks and relies on telecoms and 

broadcasting analysts with a paucity of software skills. The recognition of 

particular code problems and application of specialist staff and advisers is 

greatly to be desired in such cases. A particular example is the FTC creation 

of a post of chief technologist, filled by an academic visitor (Ed Felten), 

and a special advisor also taken from academia (Tim Wu), in 2010 – 2011 

as the agency actively pursued solutions to code issues. 

 The recent literature on competition policy has tended toward substitut-

ing economic judgments of consumer harm for political judgments and 

the apparent triumph of the Chicago school of microeconomics and associ-

ated economic doctrines regarding the perfectability of competition (Lessig 
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1998). The notion of creative destruction, whereby a lazy monopolist is 

overwhelmed by an innovative flexible competitor, has gained much 

ground, following the work of Joseph Schumpeter and the Austrian school 

(Mehra 2011). 

 The Internet had appeared secure ground for Schumpeter ’ s hypoth-

esis, and social networks even more so, given News Corporation – owned 

MySpace ’ s dominance that was replaced rapidly by that of start-up Face-

book between 2007 and 2009. Against this must be placed two rival read-

ings of this case study. The first is that social networks were an immature 

medium, and the growth of the market floated all ships in enabling all 

rivals to grow while consumers experimented. Consumer preference led to 

a maturing of the market, which itself tipped toward the eventual winner, 

Facebook, whose monopoly is now arguably durable. The second reading 

is more structural: that social networking had relatively low entry barriers 

in the past, as did, for instance, search engines, but that the advertising-

dominated mass market model that currently applies is inimical to the 

successful overturning of Facebook ’ s dominance. Internet markets are not 

in continuous  “ Schumpeterian emergency ”  (Bresnahan, Greenstein, and 

Hendersen 2011). 

 The fertile testing ground of social networks can be once more employed 

as Google+ challenges Facebook, just as Microsoft ’ s Bing search engine 

challenges Google ’ s main search engine business. Chapter 7 deals with a 

century-old monopoly over copper telephone wiring into the home that 

has been leveraged by state-sanctioned monopolies as it became possible 

to attach modems and other appliances to the copper telephone network. 

Schumpeterian creative destruction theory in such a durable and high-

entry-cost environment is arguably a misapplication. One could date 

concern over closed walled garden social networks — closed areas of moder-

ated content and services intended to encourage users to stay within affili-

ated Web pages and thus attract advertising — further back to the time of 

the MCI investment in News Corporation, leveraging its ISP access into 

content (Noam 1994). 

 A warning against overenthusiasm for rights discourse as a partner to 

competition policy is that in the Google purchase of Doubleclick, the 

Department of Justice and EC Directorate-General for Competition both 

refused to take privacy concerns into account in scrutiny (Coates 2011). 

Future cases or legislation would need to overturn this precedent if 
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competition regulation were to be an effective mechanism for protecting 

fundamental rights as well as economic efficiency. 

 Interoperable Code and Communications Policy 

 An extensive legislative and regulatory history of public communications 

occupies a special place in regulatory policy far predating modern competi-

tion law. This has always justified an ex ante regulatory policy.  

 The loss of the ability to license does not of itself entirely negate ex ante 

regulation — standards define the architecture of code, and standards are 

heavily government influenced even when not government funded. The 

government imprimatur on standards enables significant adoption, which 

is arguably as true in the twenty-first century as it was for Marconi.  

 The notion that communications policy introduces certain rights and 

duties is as old as electrical and electronic communications media, with 

the 1844 Railways Act in the United Kingdom introducing the right for 

government to take control of the telegraph for the national interest — this 

only seven years after electric telegraph technology was standardized. 

 Cannon (2003) suggests that the fundamental regulatory constraint 

imposed on U.S. telecoms firms in the 1980s was open network architec-

ture (ONA) under the 1985 Computer III inquiry by the U.S. Federal Com-

munications Commission (FCC). (The Computer II and III inquiries refer 

to investigations by the FCC into the regulation of data transfer and the 

conditions necessary to achieve an increasingly competitive market for 

that data.) This constraint had its European equivalent and amounted to 

interoperability plus physical interconnection between networks (Coates 

2011). This was a rare early example of full technical harmonization, which 

allowed the Internet to flourish across borders without being stymied by 

preexisting telephony regulation.  

 ONA had its legacy in the FCC championing regulatory forbearance 

(Oxman 1999) in the late 1990s, notably in the  “ Digital Tornado ”  working 

paper (Werbach 1997), which further institutionalized the policy of pre-

venting telecoms companies from foreclosing Internet access and was 

widely admired and copied by European and other regulators racing to 

catch up with the phenomenal growth of the Internet. U.S. readers should 

note that mass consumer adoption of the Internet in Europe dates to 1998, 

as earlier per-minute charging for local telephone calls had chilled the 
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market. In fact, the subtle interoperability pressures of Computer III were 

much criticized by innovators in the 1980s as they removed the structural 

remedies against incumbent telephony players (which Computer II had 

instituted in 1975, finalized in 1980), replacing them with a behavioral 

solution. 

 As it emerged, this type of control may have had its legacy in the failure 

to fully ensure unbundling in telecoms in the early 2000s (Frieden 2010a), 

but for our purposes, it more pertinently leaves a legacy in the interoper-

ability imposed on AOL ’ s Instant Messenger in the merger conditions for 

its takeover of Time Warner in 2000 (Faulhaber 2002). ONA and its fore-

runner, comparatively efficient interconnection, were still used in orders 

against U.S. incumbent telephony operators (the  “ Baby Bells ” ) until 1999. 

More recent examples of using interoperability, the ONA legacy, include 

the conditions imposed on Microsoft by the EC in settling its competition 

lawsuit (EC 2010c). 

 The AOL/TimeWarner merger of 2000 introduced the notion of regula-

tion for interoperability in the case of vertically integrated ISP social net-

works, even though interoperability was not eventually enforced. It also 

reflected a trend toward using merger proceedings to raise public policy 

concerns including privacy and interoperability, if not always to address 

them successfully. Thus, as detailed in chapter 7, the beginnings of the 

modern network neutrality debate date to cable TV mergers with ISPs in 

the late 1990s and the concern surrounding ISP control over access to 

information, recognized as an international human right since the Univer-

sal Declaration of 1948. 

 The use of competition proceedings to introduce human rights concerns 

in communications raises two threshold issues, the second of which (the 

special case of communications) we consider in the next section. The first 

is whether human rights concerns are ultra vires as not relevant to the 

consumer interest in mergers.  

 Note that this can depend on the width of the definition of consumer 

interest. That in itself can be unpacked to consider two issues: how much 

the consumer interest is subsumed into its proxy, competition policy, and 

whether the institutional governance of consumer welfare permits human 

rights considerations, dependent on whether the specialized agency (or 

agencies) has any such competence and expertise. In permitting the con-

sumer interest to prevail over the private property rights of a corporation, 
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we are of course balancing rights in the U.S. context, where corporations 

are granted more substantial legal personality, though fewer such consid-

erations appear to apply in the European human rights context. 

 It has taken much longer for Internet access to become recognized as a 

right (Murray and Klang 2005). In 2010, Finland was the first of several 

countries introduced a universal right of access to the broadband Internet. 

This continues a universal service obligation on communications that 

dates to radio broadcasts, telephone service (the Kingsbury Commitment, 

made by the chairman of AT & T to the FCC, dates to 1913), and common 

carriage, which predates all these, as a common law duty and privilege 

imposed on certain activities, typically in transport (ferries, haulage, and 

stagecoaches; Cherry 2006). 

 Interoperability, Standards, and Code 

 There is an extensive history of competition policy in favor of open tech-

nology standards that long predates the Internet (Kahin and Abbate 1995), 

but the evidence of extensive network effects and innovation that can 

rapidly tip markets has helped focus policymakers ’  attention on the poten-

tial for using interoperability as a solution to the online competition and 

innovation problems that have emerged.  

 As competition policy provides for interoperable remedies, governments 

have set great store by the success of open standards as solutions for the 

well-known entrenchment of dominant Internet commercial actors using 

network effects (Pitofsky 1998; Lemley and McGowan 1998). Bar et al. 

(1995) observed that  “ interconnection is binary — you are either connected 

or not — but interoperability comes in degrees [and] presupposes a higher 

level of logical compatibility ” : the higher the compatibility, the greater the 

interoperability. 

 Dolmans (2010) suggests that an established common standard that is 

truly open allows the best-of-breed components from different manufac-

turers to be combined, with maximum efficiency. To qualify as  “ open, ”  he 

argues that a standard must meet a number of open conditions: 

  •    Access to the decision-making process 

  •    Transparent and undistorted procedures 

  •    Published, pro-competitive goals 
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  •    Published, objective, relevant criteria for technology selection 

  •    No overstandardization 

 Most critical is access to the standard, which he argues includes open 

information on blocking patents (the cause of much patent thicket litiga-

tion in smart phones and tablet computing), no unjustified refusal 

to license, and fair reasonable and nondiscriminatory (FRAND) pricing 

(Coates 2011; EC 2011a). 

 Dolmans suggests that royalty-free licensing is advisable in the software 

arena, allowing both open source and proprietary software to compete on 

quality and functionality. However, the telecommunications sector should 

use FRAND licensing, given the price and complexity of standard-setting 

efforts. He states:  “ Mandating royalty-free licensing would likely recreate 

a tragedy of commons and discourage innovation, while allowing IPR 

owners to charge at will could create a tragedy of anticommons. To strike 

the right balance, therefore, a contract of mutual restraint is necessary ”  

(2010, 126). This argues for a mixed market and against uniform royalty-

free pricing (Lemley and McGowan 1998). 

 Unfortunately, open interoperable solutions have not entirely solved 

the market entry problem. The flexibility, or fungibility, of code and the 

degree to which default settings can adjust user behavior give rise to one 

of the more interesting experiments we can conduct using Internet policy. 

Given the claim by behavioral economists and their supporters (Thaler and 

Sunstein 2009) that signaling and  “ nudging ”  by government can adjust 

consumer and market behaviors, we also examine in our case studies to 

what extent government actions can be characterized not as a nudge but 

as a much more complicit association with private actors (Yeung 2012). 

 We could characterize that as two types:  “ nudge, nudge, ”  where neither 

corporate nor government actions are carried out without mutual rein-

forcement, or at least joint dialogue, or  “ wink, wink, ”  where nonlegislative 

solutions are adopted by corporate developers, but users decide whether 

to follow these nudge signals (e.g., including abandoning copyright 

enforcement by digital locks altogether using P2P software). Internet regu-

lation appears to be a particularly promising arena in which to explore the 

types of weak signaling and their effect, if any. 

 The EC ’ s thinking on interoperability and code has developed through 

the course of the Microsoft, Intel, and Rambus cases (Coates 2011). Neelie 

Kroes was competition commissioner from 2005 to 2009 and signaled more 
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intervention on interoperability:  “ I will seriously explore all options to 

ensure that significant market players cannot just choose to deny interop-

erability with their product ”  (Kroes 2010). She argues that the lengthy 

Microsoft case has lessons for action:  “ Complex anti-trust investigations 

followed by court proceedings are perhaps not the only way to increase 

interoperability. The Commission should not need to run an epic antitrust 

case every time software lacks interoperability. ”  Eighteen years of transat-

lantic competition proceedings against Microsoft resulted only in a choice 

of browsers, a very large but proportional fine, and some old code being 

released. 

 Kroes ’ s solution to the Microsoft dilemma — solving the antitrust problem 

long after the competitors have died — is to require ex ante interoperability 

evidence, which had not previously been available except through anti-

trust suits:  “ Whereas in ex-post investigations we have all sorts of case-

specific evidence and economic analysis on which to base our decisions, 

we are forced to look at more general data and arguments when assessing 

the impact of ex-ante legislation. ”  She argues for a potential future legisla-

tive proposal, which would impose an ex ante requirement to publish 

interoperability information. 

 Microsoft and Intel ’ s settlements illustrate a general point about smart 

structural remedies under competition policy: network effects demand very 

effective transatlantic cooperation plus policy formed from research into 

global information technology. This applies the Lessig  “ code is law ”  analy-

sis but with Braithwaite and Drahos ’ a international coordination regula-

tory approach applied to the overall information environment (Braithwaite 

and Drahos 2000; Drahos and Braithwaite 2002). Note that the forerunners 

of the suggested policy direction are 1980s data protection and 1990s 

cryptography cooperation. 

 Where free and open source software has not proved a significant com-

petitive check on information monopolists, that raises a significant regula-

tory challenge that governments must meet to create interoperability in 

dominant actors ’  own software. Kroes (2010) set out a radical agenda to 

ensure interoperability in European ICT procurement and regulation, 

drawing on procedural frustrations in the Microsoft case. It is in five parts: 

  •    A new standard-setting framework 

  •    New horizontal agreement guidelines to establish more transparency in 

licensing standards (EC 2011a: chapter 7) 
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  •    A common framework for ICT procurement 

  •    A new European interoperability framework (EIF) 

  •    Intervention in competition cases to establish a principle of interoper-

ability, including through ex ante requirements 

 The EIF is a second version of a much less ambitious 2003 – 2004 first 

version of the framework. EIF Version 2.0 was adopted by the College of 

Commissioners  “ as of a higher status and importance than EIF version 1, ”  

which was more guidance than instruction. EIF 2.0 has still been severely 

criticized by open source advocates, with the EC accused of regulatory 

capture by large software companies and the interoperability requirements 

substantially watered down (Moody 2010). 

 The new standard-setting framework was established before the end of 

2010, intended to result in a widening of participation from the European 

telecoms standards body, European Telecommunications Standards Insti-

tute (ETSI), to more Internet-based standards bodies, the W3C and Internet 

Engineering Task Force in particular, arguably about twenty years too late 

(International Telecommunications Union 2010).  

 Kroes explains that her proposal benefits these  “ truly open ”  standards 

with two paths to approval:  “ via a fast-track approval of their standards 

through a process hosted by a traditional European standards body such 

as ETSI, or through the assessment of these bodies’ compliance with certain 

criteria regarding notably openness, consensus, balance and transparency. ”  

On licensing standards, she notes the commission drafted horizontal 

agreements guidelines in 2009, which came into force in January 2011, 

and aid in allocating FRAND pricing for accessing essential technologies 

(EC 2011a).  

 Kroes does not argue for uniformity:  “ Standard-setting for software 

interoperability is not the same as setting a new standard for, say, digital 

television or mobile telephony. ”  She continues to suggest strategic action to 

encourage open standards. This suggests an additional legislative require-

ment that government support for standards must rely on best practice in 

licensing including royalty terms. 

 Kroes ’ s agenda embraces research funding and government information 

technology procurement. European law requires governments to ensure 

they open public procurement contracts above a minimum size to all 

European firms to encourage the development of the single European 
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market (Directive 2004/18/EC). As government spending is about half of 

European GDP, this opens the largest single information technology market 

to interoperability. Member states that fail to register procurement con-

tracts with the EC are subject to infringement actions and ultimately court 

proceedings, though implementation has not been as rigorous as it might 

be. Market-setting procurement EC policy can be used to pursue EIF 2.0. 

 On IT procurement by European governments, Kroes (2010) suggests 

 “ detailed guidance on how to analyse a technology buyer’s requirements 

in order to make best use of ICT standards in tender specifications. ”  Gov-

ernments became unintentionally locked into proprietary technology for 

decades. An IT vendor  “ cartel ”  was alleged by government buyers on both 

sides of the Atlantic in 2011, publicly voicing their frustration at the 

limited choices available. EIF 2.0 contains a  “ comply or explain ”  require-

ment if government buyers do not adopt an available open standard, 

which follows the practice in the Netherlands, Kroes ’ s own country. 

 In the first phase, the EC (2010a) adopted the communication to  “ estab-

lish a common approach for Member States public administrations, to help 

citizens and businesses to profit fully from the EU ’ s Single Market. ”  The 

EC has a four-prong strategy: common frameworks in support of interoper-

ability,  “ reusable generic tools, ”   “ common services ”  (operational applica-

tions and infrastructures of a generic nature to meet user requirements 

across policy areas), and  “ analysis of the ICT side in the implementation 

of new EU legislation. ”  As Ganslandt (2010) argues, the four prongs are 

not likely to be sufficient without a more effective enforcement strategy.  

 The European Parliament (COD/2011/0150) responded to the standards 

strategy by proposing direct funding for small and medium-sized enter-

prises and civil society to participate in the standards that underpin the 

entire strategy, confirming a multistakeholder approach to be adopted, 

though substantial disagreement ensured in committee over whether  “  ‘ bal-

anced, ”   “ relevant, ”  or  “ appropriate ”  representation should be established 

and financially supported. These proposals are promising, but no conclu-

sions can be drawn, as they are both ambitious and yet to be implemented 

in practice. 

 We focus in the concluding chapter on the creation of legislation with 

an approach directed toward interoperability and suggest that the EC and 

United States should include interoperability requirements in legislation 
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in all cases where there is not an overriding public interest in favor of a 

proprietary ICT solution. In particular, given that interoperability can allay 

the types of abusive vertical integration found in the Microsoft case, we 

argue that financial models intended to create best current value for tax-

payers may both tend to limit future competition by creating lock-in as 

well as lead to an  “ ICT vendor cartel. ”  Such an outcome could have been 

foreseen and would have been avoided with greater dedication to choosing 

interoperable solutions. 

 Driving Interoperable Code 

 This chapter has given several examples of the manner in which code 

can outflank regulation in the cases of encryption of communications and 

of P2P software. We explained that despite the security advantages of 

encryption software, it has not been a magic bullet making government 

regulation untenable because so few users have consciously adopted the 

technologies. This is despite the ready availability of free open source 

implementations. 

 In response to the dominance of commercial code sellers, notably 

Microsoft but also other infractors of competition rules, antitrust and regu-

latory authorities have adopted comprehensive interoperability strategies 

including EIF 2.0. Among them are standardization strategies that extend 

to the entire organization of standards bodies themselves and establish 

class monitoring of standards. They also include procurement require-

ments for interoperability on government contracts of more than about 

$200,000 (Regulations 1177/2009 and EU/1251/2011). This strategy is 

intended to ensure a fundamentally open approach to information tech-

nology standards. 

 In terms of code outcomes, we also need to ask whether there are alter-

nate ways to consider solutions rather than those adopted: forks in the 

path or alternate dependencies? An example might be using legislation 

rather than code (or vice versa) or industry or consumer-led solutions 

where the opposite actually occurred (Bresnahan, Greenstein, and Hender-

sen 2011). Institutional examination needs to account for alternative his-

tories, as previous Internet policy studies have concluded following North 

(1990; Mueller 2010; Benkler 2006). 
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 Toward Case Study Exploration 

 We now continue to the examination of our five case studies, bearing in 

mind the lessons in this chapter about code, its market and user deploy-

ment challenges, and the policy choices that private actors, governments, 

and civil society have in deciding on the manner in which they shape code. 

 The initial part of each case study chapter sets out the policy environ-

ment and its drivers: the social impact of technology and its adoption. We 

then consider the enablers of a competitive technology marketplace: entry 

barriers; the network and scale effects that successful technologies deploy, 

and the potential for interoperability in that market. We go on to consider 

fundamental rights in policy design for that technology and lessons from 

the initial consideration of developments. This brings the nonexpert reader 

to the point at which we can consider both technological and institutional 

policy developments in turn. 

 The next section of each case study considers types of software code 

and regulation of that code. It considers the layer at which the code is 

deployed according to the open systems interconnect layers model we 

considered in chapter 1, the location at which the code is deployed, 

whether by manufacturers of routers and other control devices (e.g., Cisco 

or Alcatel-Lucent), ISPs as access bottlenecks (e.g., British Telecom or 

Verizon), servers located with application developers and in content deliv-

ery networks (e.g., with Google and Facebook), or software clients that 

operate on users ’  computers (e.g., Web browsers). This leads to analysis of 

the enforcement of code by its developers and the role of governments in 

attempting to regulate code in the public interest. 

 We then consider the actors who are engaged in policy debate in each 

of our case studies — the institutional political economy of code, as explored 

in chapter 1. We first explore and identify the key actors: national, regional, 

and global. We examine how legitimate and accountable they are and 

particularly explore the role of multistakeholderism. Given our hypothesis 

that good regulation works with efficient code wherever possible, we assess 

key technical actor buy-in to regulatory goals and aims. Finally, we draw 

lessons from the political economy of each case study. 

 A final section focuses on outcomes, assessed according to transparency 

of outcome, enforcement of regulatory goals, interoperability as a solution, 

and efficiency. This final challenge addresses the central concerns of 
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lawyers and computer scientists: Does the regulation work? Whether the 

central concern is economic efficiency or human rights, a regulatory goal 

that is patently unachievable in political, technical, or market terms is of 

purely academic interest. 

 In each case study, we examine whether governments have moved 

from sledgehammer prohibition-based, enforcement-oriented regulation 

to smarter regulation that works technically, with some degree of outcome 

legitimacy in terms of goals. These might be supporting the creation of 

public goods and disruptive innovation in markets rather than a purely 

political goal such as  “ outlawing social evils. ”  A smart solution in terms of 

code and regulation would provide effectiveness, efficiency, and legiti-

macy. Unsurprisingly, the outcomes are likely to be trade-offs among these 

three goals.  


