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The most striking feature of the Internet must be the seemingly easy access to free-

wheeling content. All kinds of content can be found online—from the strange and

wonderful to the criminal and dreadful. To the lay user clicking away on the mouse,

the Internet does appear to be beyond the reach of government. Without a central gov-

erning authority and with an architecture designed to route around blockages, there

seems to be little that governments can do to police the Internet. The operative word,

however, is ‘‘seems.’’ For since at least the mid-1990s, governments the world over

have attempted to regulate Internet content with varying degrees of success.

There was little need to police content when the Internet began in universities and

research institutions; the community of academics and their respective institutions

could do it themselves. The potential for damage to one’s reputation through posting

something unseemly online was a check on the community. But when the Internet

diffused to the public, such checks on self-restraint diminished to the vanishing point.

This chapter traces some of these efforts and outlines the likely outcome of interna-

tional attempts to regulate Internet content. The chapter defines Internet content reg-

ulations broadly: at the core are regulations that directly affect free expression; at the

periphery, privacy and copyright are included in the discussion as regulation of these

areas impinges on content.

The chapter argues first that the Internet will be increasingly regulated, though not

necessarily in a manner that will be censorial. Much of the impetus for regulation in

fact is coming from the more developed countries; it is only natural that less developed

countries follow apace. Second, much of the process of developing and enforcing regu-

lations will and should involve national governments. The days of not respecting kings

and governments are over in part because of the difficulty in excluding them from hav-

ing any regulatory role whatsoever, and in part because of the failure of the Internet

community to self-regulate. Third, because laws promulgated by national governments

bear their respective cultural imprint, it follows that Internet regulations would also

bear the quirks of the governments and countries. Here, it is not just a case of China



attempting to censor the Internet the way that it censors newspapers, but also the

case of the United States attempting to prevent its citizens from indulging in online

gambling.

National Regulatory Responses

Early Days

Since the diffusion of the Internet to the public, there have been three overlapping and

parallel ‘‘waves’’ of attempts to regulate its content. The waves reflect the attempts of

national governments and international agencies to wrestle with the Internet. In the

first wave, roughly from 1994 to 1997, which were the early days of the mass-access

Internet, national governments were the first to step into the regulatory void. Often,

the approach was to try to fit the Internet into the same mold as traditional mass

media. That is, governments simply used legislation and existent executive powers

and resources that most closely resembled that part of the Internet to regulate it. If

that part of the Internet functioned like a newspaper, then newspaper laws applied; if

another part functioned as a broadcasting station, then broadcast rules applied. This

‘‘functional approach’’ to regulating the Internet1 is understandable because lawyers

and judges are trained to use precedents and analogies in their arguments.

As an example, U.S. Judge Stewart Dalzell in his opinion striking down the Com-

munications Decency Act and declaring the ‘‘democratizing’’ effects of Internet com-

munication compared messages posted on the Internet to the pamphlets of yore:

‘‘Federalists and Anti-Federalists may debate the structure of their government nightly,

but these debates occur in newsgroups or chat rooms rather than in pamphlets.

Modern-day Luthers still post their theses, but to electronic bulletin boards rather

than the door of the Wittenberg Schlosskirche.’’2

One advantage of using precedents is that the law will then tend to change incre-

mentally, making it easier for citizenry to adjust. With a new medium such as the

Internet, however, there are limits to the application of precedents and analogies to re-

solve legal puzzles. Many attempts to draw similarities between the Internet and tradi-

tional mass media will therefore be limited, if not forced. The legal landscape of the

Internet today is littered with laws purporting to regulate it that have either been

struck down or simply abandoned in practice through lack of enforcement. Examples

abound from both the East and the West.

Asian governments seem to have taken a more cautious approach before making the

Internet publicly available. They seem to have considered the potential impact of the

Internet on the traditional media. For example, Singapore was not the first country in

Southeast Asia to allow public Internet access. Its relatively less technologically savvy

neighbor, Malaysia, was the first country in the region to do so. China too appears to

have proceeded cautiously, deliberately making the Internet available only in univer-
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sities first (when many countries by then had made it publicly available) before gradu-

ally allowing its diffusion to the wider public. Vietnam at first declared that it would

not allow the Internet into the country in April 1996 before changing its mind.3 Not

surprisingly, in each of these countries, Internet regulations were passed soon after

public access was possible.

It was Singapore that promulgated the world’s first code of practice for web site

owners in 1996. It drew worldwide attention because it was the first Internet-specific

legislation aimed at regulating content. The code licensed web site owners, in line

with Singapore rules that require licensing of all who publish any periodicals. The li-

cense would be revoked if the terms for them were breached. In a nod that recognized

the uniqueness of the Internet, licenses were automatically issued—that is, one was

given a license when one operated a web site.4 Why was this fiction of an automatic

‘‘class license’’ created when it is well-nigh possible simply to have a law that criminal-

ized the breach of the rules in the code? Well, functionally, the Singapore regulators

were treating the Internet as a traditional mass medium: anyone who ran a mass me-

dium had to have a license. However, for more than six years after the passage of the

code and even at the height of the local dot-com boom, not one Singaporean has been

found to have breached it.

In South Korea, the offline rules pertaining to national security were imported to ap-

ply to the Internet.5 Under the National Security Law, any publication that praised

North Korea would be banned. So when one page of the massive Geocities web site

praised the North Korean leader Kim Il Sung, South Korea blocked access to the entire

Geocities site.6 After the hailstorm of international criticism that followed that inci-

dent, South Korea removed the block and has not attempted a similar move.

In contrast to the more interventionist and cautious approach of several Asian coun-

tries, Western countries in general began with a more hands-off approach in the adop-

tion of the Internet. But as the type of content available online became better known,

there was pressure on politicians to intervene and ‘‘do something.’’ In 1996, the

French passed a telecommunications law that empowered the Conseil Supérieur de la

Télématique to rule on what types of content were permissible—only to have its Con-

stitutional Council reject its provisions.7 Across the Atlantic, in 1997, the U.S. Supreme

Court struck down the most significant part of the Communications Decency Act deal-

ing with content that was deemed ‘‘indecent,’’ ‘‘lewd,’’ or ‘‘harmful to minors.’’8 The

Communications Decency Act does seem to have been passed out of apprehension

and confusion rather than malice.9

In traditional content regulation, a distinction is drawn between negative regulation,

which discourages certain types of content, and positive regulation, which encourages

certain types of content. There was an initial attempt at positive content regulation by

Canada. It explored the possibility of applying to the Internet a quota system that had

successfully increased the amount of Canadian-made content on television that was
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available on the Internet.10 In this case, the aim was to increase French content on the

Internet using the television content rules as a model. The attempt, however, went no-

where. No matter how morally—or socially—uplifting the content, it was just not pos-

sible to legislate it on the Internet.

In short, between 1995 and 1997, it looked as if the Internet could never be regu-

lated. Countries that were trying to regulate it were either failing before the courts or

failing in practice. Laws in the United States and France had been struck down. Singa-

pore was giving regulation a symbolic shot; South Korea ended up backpedaling on its

attempt to block access.

In the conceptual space, scholars such as David Johnson and David Post argued that

the Internet could not be governed by existing legal regimes because it crossed borders

and that therefore the Internet needed a new legal regime.11 The U.S. government

under President Bill Clinton declared a hands-off approach to Internet communication

and e-commerce because of its ‘‘decentralized nature and . . . tradition of bottom-up

governance.’’12 John Perry Barlow’s famous ‘‘Cyberspace Independence Declaration’’

denying sovereignty of cyberspace to governments, made at a World Economic Forum

meeting no less, may be seen as the high-water mark of this belief.13

Second Wave

While governments were stumbling in their attempts to legislate, law enforcement

agencies, particularly those from the West, were certainly not adopting the hands-off

approach. This second wave of regulation, roughly commencing from 1995, started

with law enforcement, which began to police the Internet and with some success. It

should be noted that law enforcement for the most part is territory-based. That is,

with some exceptions, such as airplane hijacking or the doctrine of hot pursuit, one

enforces the law only in one’s geographic borders. With the Internet, however, en-

forcement agencies recognized the futility of attempting that and instead began coop-

erating internationally. Such international action requires countries first to have

similar laws that recognize an act to be criminal and then to cooperate to stop the

offenders. The two main areas where international sweeps have been used have been

child pornography and consumer fraud.14

The first international Internet sweep was conducted by United Kingdom police in

July 1995 in Operation Starburst. That resulted in thirty-seven arrests across a few

countries.15 In March 1996, Operation Ripcord run by the New York Attorney Gener-

al’s Office resulted in seventy-five search warrants issued for New York State alone and

more than 220 referrals internationally.16 Then in 1999, twelve countries in the Orga-

nization for Economic Cooperation and Development (OECD) banded together in Op-

eration Cathedral to scour the Internet for child pornography sites. The sweep resulted

in 180 arrests and the breakup of several child-porn rings.17 Since then, there have

been other similar sweeps. In 1999 in Operation Avalanche, several U.S. agencies coop-
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erated to shut down a site that had a list of more than 250,000 subscribers.18 Of that

list, more than 7,000 names were handed over to UK police.19 Today, police in several

countries regularly patrol the Net for child pornography.

The international sweep against consumer fraud on the Internet was started by

Australia in 1997.20 No new Internet laws were passed for the sweep. Instead, the Aus-

tralian Fair Trading Office relied on existent consumer protection laws. Since 2002,

Australia coordinates the annual sweep with some thirty countries, members of the

International Marketing Supervision Network, an association of trade practices law

enforcement authorities that are mostly from the West.21,22

That such action is possible indicates that given the political will, the ‘‘borderless’’

nature of the Internet is no barrier to law enforcement. It would, however, require

a convergence of law, coordination, and cooperation as well as sufficient technical

know-how. It is conceivable that sweeps could be used to guard against the use of the

Internet for terrorist networks, drug smuggling, and other acts that a sizeable group of

countries deem to be criminal.

Self-Regulatory Responses

The limits of international cooperation, however, are all too obvious.23 Such coordi-

nated actions demand so many resources that they require the heavy involvement of

governments and even then are suitable only for extremely socially harmful acts. On

the Internet, as with life, there are irritations and annoyances for which such crack-

downs would be deemed overkill. For example, mild intrusions of privacy and the odd

pornographic spam would be considered irritations and annoyances by many Internet

users. In any event, the Internet community avoids government intervention as far as

possible, adopting instead the stance that self-regulation of the Internet is the best if

not the only way to go. Industry clearly hopes to keep legislation at bay while attempt-

ing to regulate itself with a light hand. If there is a time that marked the shift toward

self-regulation, it would probably be the late 1990s. This move is a significant depar-

ture from the original no-laws-are-applicable paradigm, as the Internet community

began to realize that the position was not tenable.

Conceptually, there are factors that work in favor of self-regulation of the Internet.

First, for a fast-moving industry such as the Internet, fewer formal processes of self-

regulation make it more flexible in adapting rules and therefore less likely to stifle in-

novation or excessively limit consumer choice. Second, in so new a business realm, it is

industry that has access to the best information to ensure the efficacy of potential

courses of action. For all their good intentions, lawmakers and judges have made rules

that undermine the workings of the Internet. For example, when the Bavarian judge

stopped CompuServe from serving up a newsgroup that he considered pornographic,

he blithely ignored the impact this had on the operations of CompuServe in the rest
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of Europe.24 Third, because industry bears the cost of regulation, it has incentives to

keep enforcement and compliance costs down.

Intuitively at least, given the difficulty though not impossibility of regulating and

policing the Internet, self-regulation is an attractive alternative. It should be noted

at this juncture that self-regulation in this context is a technical term with a specific

meaning that has been misunderstood and misused. In the medical arena, self-

regulation is often used in conjunction with biofeedback. On the Internet, posts to on-

line discussion groups suggest that some users, and even industry players, erroneously

believe self-regulation to mean the person (‘‘self’’) controlling (‘‘regulating’’) himself or

herself. So when a parent installs filtering software on the home computer to screen

out undesirable sites from their child’s use, that is sometimes cited as a successful

model of self-regulation. This confuses self-help with self-regulation. For any regulation

to be effective there must be some form of sanction. However, it is hard to imagine

individuals or entities punishing themselves for violating their own rules.

The traditional meaning of self-regulation is industry regulating industry. In fact,

this meaning was so well understood that a 1993 PhD thesis at Oxford University titled

‘‘Theories of Self-Regulation’’ offered no definition of the word.25 Self-regulation in this

technical sense works best when the following elements are present: a motivated and

competitive industry, a small number of large players, maturity in the market, clearly

defined problems that do not pose large social risks to consumers, an active and cohe-

sive industry association that covers much of the industry, and a government regula-

tory backstop.26 The Internet industry as it stands does not meet most of the criteria,

the most significant of which is that the industry has not sufficiently matured.

Self-regulation is most successful when there is government legislation to back

it up. In many developed countries, a significant amount of advertisements are self-

regulated. That is, the industries involved set the rules, police them, and sanction

the violators. The enforcement mechanism is the media companies themselves: they

will not carry advertisements that violate the advertising code. Pure industry self-

regulation, where only the industry sanctions the offender, may be effective, but only

up to a point. Not all offending advertisements are caught: owners who distribute flyers

to advertise their businesses would not be caught by the self-regulatory rules because

they are both the advertiser as well as the media. Recalcitrant offenders, for example a

media company that publishes violative advertisements, cannot be sanctioned through

such a self-regulatory process; government legislation is necessary in such extreme

cases. However, once government is involved, the Internet community considers this

to be no longer self-regulation but rather the industry regulating on behalf of the gov-

ernment. And so what used to be called self-regulation is now called co-regulation. The

distinction is probably necessary given the clearer meaning and the avoidance of mis-

understanding. In fact, the two countries leading in the area of self-regulation—the

United Kingdom and Australia—have drawn the distinction as well.
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The role of the government in self- or co-regulation cannot be underestimated. In-

dustry and lobby groups in the United States are ‘‘allergic’’ to self-regulation apparently

because there has been a history in which, when self-regulatory rules work, the

agencies in question ‘‘harden’’ the rules so they become law.27 Hence while industry

talks of self-regulation on the one hand, there is also wariness. On the other hand,

when self-regulation does not work, the government steps in anyway. Therefore, the

U.S. Federal Trade Commission, after extending several one-year deadlines for the in-

dustry to regulate the privacy of children using the Internet, finally passed the Chil-

dren Online Privacy Protection Act in 2000.28 A different approach has been taken in

Australia where the Internet Industry Association emerged with a code of practice after

five years and only when the federal government passed a law that, among other

things, compelled the development of the code.29 Europe has expressed greater interest

in self-regulation. There, Internet service providers’ associations have often developed

codes to minimize their own liability as well as to self-regulate some aspects of busi-

ness. Painting with a broad stroke, it is probably accurate to say that Asia lacks cohesive

industry associations and has tended to go with law. Given the nature of the Internet,

the move towards increasing use of self- and co-regulation is inevitable.

However, it should be noted that there are also significant downsides to self-

regulation. First, regulation is perceived as never going against the interests of the self.

The perception may not be borne out in practice, as this author has personally wit-

nessed in self-regulation of advertising in Singapore, where business people have voted

against their interests. In any event, a businessperson who always votes for the busi-

ness interest will suffer the loss of credibility. Nevertheless, the perception is difficult

to shake and undermines confidence in the self-regulatory regime.

But probably the most significant weakness in self-regulation is the lack of incentives

to control and enforce standards. Self-regulation works in the medical and legal pro-

fessions because their members are entering into a high-income homogenous group

through compulsory membership.30 Self-regulation seems to work well as long as the

group of agents exerting the power is relatively small and cohesive. Various studies for

different reasons come to the same conclusion: self-regulation is more difficult and less

effective when it involves a large and heterogeneous group of agents.31 This heteroge-

neity may be the critical reason that makes self-regulation of Internet content difficult

if not impossible. The easiest solution to heterogeneity is to set the lowest standard.

But that undermines the confidence of users in the self-regulatory regime. All things

considered, therefore, the conditions for self-regulation of the Internet are absent.

On the Internet, where industry has come together to attempt self-regulation, the

results have been unimpressive. Privacy seals and content labeling have not worked

well.32 In the area of online privacy, TRUSTe cofounder Esther Dyson said she was ‘‘dis-

appointed in what ended up becoming of it.’’33 Both types of seals have not been able

to develop the critical mass needed to be useful to both consumers and site-owners.

International Regulation of Internet Content 311



The lack of success is not for the lack of intellectual inputs or funding. Internet self-

regulation in Europe has been aided by the work of the Bertelsmann Foundation.34

From 1999 to 2000, the foundation, funded from dividends by one of the world’s

largest book publishing houses, brought together a group of experts to address the

issue of content filtering. The result was the creation in 2000 of the Internet Content

Rating Association (ICRA) filtering platform based on PICS (Platform for Internet Con-

tent Selection).

ICRA aims to empower parents with simple tools to filter contents of web sites while

addressing the concerns of censorship.35 American civil libertarian groups such as the

ACLU (American Civil Liberties Union) and the CDT (Center for Democracy and Tech-

nology) were among various bodies consulted during the development of the platform.

However, more than a year after the official launch of the complete filtering tool in

early 2002, fewer than 250,000 web sites had been self-labeled. The ICRA case is elabo-

rated on later in this chapter; for now it suffices to say that one major factor for the low

take-up was the decision by the Internet browsers not to incorporate more sophisti-

cated filtering tools. While they were engaged in the browser war to outdo each other,

both Microsoft and Netscape added features, among which was a filter based on a sim-

ple four-checkbox system created by the U.S.-based RSACi (Recreational Software Advi-

sory Council for the Internet) that filtered sites for language, nudity, sex, and violence.

By the time ICRA finally emerged with a more sophisticated system that had sixty

boxes for the webmaster to check, the browser war was over. Neither Microsoft nor

Netscape was keen to enhance its browser. That meant that the ease of use and the

full power of the sophisticated ICRA system could not be realized.

Self-regulation is also failing to work in the countries that have the most extensive

experience with it, so Australia and the United Kingdom eventually went for more di-

rect legislation. In Australia, self-regulation of businesses in the area of consumer pro-

tection has been found wanting. In many instances, the rules in the self-regulatory

regime have become law. The push toward self- and co-regulation should therefore be

seen as an experiment. Down the road, it is likely that the regulation will be in the

form of legislation.

Proposal for Intergovernmental Coordination

Internationally Agreed Offenses

What will the shape of regulation be for content? Much will depend on the type of

content. Where there is international agreement it will be possible, indeed, arguably

necessary, to pass legislation, which will then be backed up by law enforcement inter-

nationally. Examples of such areas of international agreement are consumer fraud and

child pornography. The harm in those instances is evident. Terrorism, especially the

use of violence on civilians, may be another area where governments will cooperate.
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Indeed, at the time of writing in 2003, the U.S. FBI’s Internet Fraud Complaint Cen-

ter36 had a link to encourage reports on terrorism.37

The European Union is worth monitoring for the types of online content and use of

the Internet that governments agree would be offensive, if not illegal. In general, many

Western European countries recognize some degree of censorship of some media con-

tent. Such censorship is often to protect the young (which many countries, including

the United States, can agree on) as well as to acknowledge sensitivities such as anti-

Semitic expression. The European Union position more closely resembles the situation

in many parts of the world where censorship is present, varying only in degree. And it

should be noted that the many European countries also protect free expression under

Article 10 of the Council of Europe’s Convention for the Protection of Human Rights

and Fundamental Freedoms.38 This protection is similar to but not identical to the U.S.

Constitution’s First Amendment. In short, Europe has checks and balances on the

competing interests of censorship and free expression. This means that if the European

Union can develop regulations pertaining to Internet content, because the Union

would have considered its members’ various competing interests, it is likely that such

rules would be plausible models for other countries too.

National Offenses

In many areas, international cooperation will be difficult if not impossible to achieve.

Hate speech is a good example. While practically all countries may agree that such ex-

pression is offensive, there is wide disagreement on the substance of what is offensive.

The same statement uttered in two different countries can have divergent responses.

However sympathetic one may be to the feelings of the nationals of one country, that

same intensity of emotion is likely to be absent in other countries. The same issue

applies to acts such as gambling, defamation, and political expression. What may be

legal in one country may not be legal in another. This is the problem posed by the

borderlessness of the Internet: it is difficult to control content coming from another

country.

The problem, however, has not prevented governments from attempting to assert

their sovereignty. Governments the world over want to assert their jurisdiction and

sovereignty where they can do so. Few governments will simply stand idly by and

allow their laws to be circumvented through a new medium. A basic rule that gov-

ernments start with is that offline rules should apply online. This makes sense to the

extent that the rules can be enforced. This begs the question: can governments act

against a foreign-based server?

The first country to act against an Internet company with its servers located outside

the country was the United States. In February 2000, the New York Supreme Court

convicted online casino operator Jay Cohen under the Wire Wager Act for accepting

bets on sporting events through his World of Sports online gambling operation even
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though his servers were located in Antigua.39 Until then, it was thought that there was

no way that governments could stop online gambling. In fact, a spokesman for the

U.S. Justice Department, John Russell, was quoted in 1998 as saying that the U.S. gov-

ernment had neither the jurisdiction nor the resources to police international Internet

gambling. Russell said: ‘‘International Internet gambling? We can’t do anything about

it. That’s the bottom line.’’40 The World of Sports case is instructive because many

countries consider gambling to be the activity of a consenting adult. Going against

that grain, in October 2002, the U.S. Congress proposed to outlaw online gambling as

well as the processing of gambling transactions.41 In the continuing saga, in 2003 both

Antigua and Barbados complained to the World Trade Organization that the American

regulations against online gambling violated international trade agreements.42

Enforcement of national laws on the Internet, however, will always pose a problem.

In the World of Sports case, several of Cohen’s friends are fugitives. This begs the ques-

tion: given the difficulty in policing the Internet, to what degree is enforcement possi-

ble? A frequent comment about enforcement on the Internet is that because there are

loopholes (that is, it cannot be 100 percent effective), the law should not be enforced.

That is not the way of law enforcement in practice: there are unsolved murders all over

the world all the time. On the Internet, the France v Yahoo! case is a striking example of

both the capabilities and the limits of enforcement. In 2000, a French court ordered

the Internet search engine Yahoo! to block French users from accessing a section of

the site that auctioned Nazi memorabilia.43 Although Yahoo! initially objected, it later

banned the sale of Nazi memorabilia and other hate-related material on its site.44 To be

sure, there are peculiarities in the case. First, Yahoo! had used a French-controlled do-

main name—yahoo.fr. That gave the French legal system a jurisdictional toehold on

Yahoo! Second, Yahoo! was targeting the French users through its advertising. On this

point, the judge therefore found it unconvincing when Yahoo! said it had no way to

filter out users; if French users could be directed to a French version of Yahoo!, surely

Yahoo! could similarly filter its users to deny them access to Nazi memorabilia. The

panel of experts formed to advise the court on the technical feasibility of blocking

French users concluded that filtering would be 70 percent effective. The court accepted

that and ordered Yahoo! to deny French users access to Nazi memorabilia on its site.45

The case illustrates the point that governments are prepared to live within the practical

limits of law enforcement on the Internet.

Many decry the French approach. Lawrence Lessig, apparently overlooking the 2000

World of Sports case, was quoted as saying that the France v Yahoo! case was the clearest

example to date of a free and sovereign nation setting rules for what material can be

accessed from its soil.46 The United States differentiates between speech (of which it is

more tolerant) and action (of which it is less so). And so within its own legal frame-

work, the decision to close down an offshore online gambling site can be justified—

the U.S. government is acting against commercial transactions; in contrast, the French
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court by going after Yahoo! was going after content, which receives much greater pro-

tection in the United States. However, not all countries agree with that divide. And so

the U.S. action in the World of Sports case in fact lends legitimacy to governments that

want to regulate content.

There are other reasons for countries to attempt to regulate the Internet to suit their

preferences. Manufacturers of physical goods do sometimes make them available in

one country but not in another. Product labels do differ between markets. If cans of

drinks can be labeled differently in different languages, it is hard to see why, at least

in principle, Internet content should be different. Content, after all, is most powerful

when it is in the local dialect. If goods manufacturers can comply with local language

requirements, it is hard to see why Internet content providers should enjoy special

exemptions.

To be sure, courts are more aware of the implications of their rulings. When the Aus-

tralian court in the defamation case of Gutnick v Dow Jones held that a publisher in the

United States can be sued in Australia, the judgment was based on narrow grounds, in

recognition of the peculiar nature of the Internet.47 The judge in the case opined that

the suit was to claim damages only in Melbourne, where the plaintiff resided. In other

words, he was not unreasonably holding Dow Jones for damage to Gutnick’s reputa-

tion around the world even though the Internet had that reach.

Legislation

Given the more limited enforcement capability on the Internet, international legisla-

tion about content has to be restricted to what is both internationally acceptable as

well as technically feasible. One such area that is ripe for regulation is spam, which is

really a regulation on the manner of delivery of content rather than of content itself.

Many countries, especially in the more developed world, have laws against unsolicited

fax advertisements. It is only logical that such laws be extended to the Internet. Spam

laws, however, have the effect of driving spammers to the countries that do not pro-

hibit spam. Therefore, once a significant group of countries begins to pass anti-spam

laws, it is only to be expected that other countries will follow suit. The EU, as well as

many European countries, also has laws against spam.48 In December 2003, the U.S.

CAN-SPAM Act was signed into law, and many other countries are adopting similar

laws. Enforcement of these laws is possible when there is an offending party that can

be traced.

Self-Regulatory Attempts in Privacy and Seals

Overall, there is likely to be less self-regulation and more legislation. There have been

several high-profile failures of self-regulation in the United States. The Direct Market-

ing Association in the United States failed to come up with a code to protect children’s

privacy after several deadline extensions by the U.S. Federal Trade Commission.
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TRUSTe had gross violations of privacy by two of its members—Real Audio and

Microsoft—but because the violations were technically not within the terms of the

agreement, no sanctions were administered.49 When this author e-mailed TRUSTe

back in 2000 to ask whether they had sanctioned anyone for violating their code,

they did not reply. Since then, in June and July 2001 TRUSTe has expelled two enter-

prises for breaching the privacy code.50 Until then, companies were removed from the

TRUSTe program for expiry of agreements rather than for privacy violations. Neverthe-

less, the publicity surrounding the two offending enterprises has been low-key. And

the page containing the advisories appears not to have been updated since July 2001

when this author checked in December 2003, or else there have been no other

offenders since.51 The mild reaction of TRUSTe is understandable: set too robust a level

of sanction and potential members are scared off; set too low a level and consumers are

not impressed and potential members lose interest in joining. To solve this dilemma, it

is therefore understandable if legislators opt for a minimum standard for the industry.

Content Labeling

A discussion on self-regulation would not be complete without looking at the most ear-

nest attempt by the Internet Content Rating Association, which was mentioned earlier

in this chapter.52 ICRA deserves attention here because it is a truly international at-

tempt by an independent nonprofit organization to address the concerns of those

who see the need to filter content while keeping in mind free speech concerns. Its mis-

sion is ‘‘to protect children from potentially harmful material and to protect free

speech on the Internet.’’53 ICRA can trace its origins to 1999, when the European

Union started a project called INCORE (Internet Content Rating for Europe) to develop

a filtering system for Europe. Of course it made no sense to be Eurocentric on the Web.

So because the European Union was limited by its geographic mandate, the Bertels-

mann Foundation stepped in to broaden the project to cover the rest of the globe.

The Bertelsmann company publishes more than 60 percent of the paperbacks sold in

the United States. It is a privately held company with a sizeable block of shares held

by the foundation. Those shares earn the same dividends as ordinary shares with the

difference that they do not command any votes. The foundation is therefore self-

sustaining and carries out its own projects. In the best spirit of German craftsmanship,

the Bertelsmann Foundation set about ensuring that the final result would be above re-

proach. Among its advisors and on the advisory council from its formation in 1999 was

Professor Jack Balkin of Yale, who had taught a number of the lawyers working in the

nonprofit organizations CDT (the Center for Democracy and Technology) and ACLU,

which were lobbying against regulations that would impinge on free speech. Some of

his students would later challenge him in a public forum. From Europe, the foundation

had Stefaan Verhulst, then of Oxford University’s Program in Comparative Media Law

and Policy; Herbert Burkert, who has chaired the European Union’s Legal Advisory
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Board; and Ulrich Sieber, a law professor who had been on the team that defended

Felix Somm, manager of CompuServe, when the company was accused of carrying

pornography.

Others in the group were academics and researchers in content regulation (including

this author from 1999 to 2004); also invited to the meetings were some civil liberty

groups such as the CDT and the ACLU with then President Nadine Strossen attending

some of the meetings. In 1999, the sophisticated content labeling system was pre-

sented at a conference in Munich and the nonprofit ICRA was formed.

ICRA uses PICS (Platform for Internet Content Selection), a protocol developed by

the World Wide Web Consortium (W3C), to label the contents of a web page and the

labels are then read by a filtering program. More accurately, ICRA should be called

a ‘‘labeling’’ organization. The word ‘‘rating’’ comes from the idea of a movie rating,

which is, also more accurately, a movie label. The ICRA system is an improvement

over the system from the defunct RSACi (Recreational Software Advisory Council for

the Internet). ICRA was more detailed with multiple descriptions about content instead

of the limited four categories under RSACi; it was context-sensitive, with exemptions

for news, for example. It also aimed to address civil liberty concerns, although after

Munich, the CDT issued a report that was critical of the system. Perhaps most impor-

tantly, it was an international effort. After Munich, the ICRA board and council further

developed the system by creating a downloadable filter as well as a complaints and

sanctions mechanism.54 At the ideal deployment stage, users select through a maxi-

mum of two clicks the standard of filtering that they want applied to their computer

to block content deemed undesirable for their children. To move this system into wide-

spread use, ICRA had to overcome two hurdles: getting the filtering program incorpo-

rated into the browser and getting web sites to self-label.

Of the two hurdles, the unexpectedly difficult one was to get the filtering program

installed on the browser. While they were running neck-and-neck in the browser war,

both Netscape and Microsoft packed their programs with filtering features. But soon

after Microsoft emerged as the dominant browser, and with the dot-com downturn,

both companies scaled back the addition of features. The result is that Netscape’s

Navigator and Window’s Internet Explorer can read the old labeling codes but not the

new and improved codes that ICRA had implemented. ICRA therefore had to develop a

plug-in filtering software that, unfortunately, was not bug-free. Developing the plug-in

also cost it precious funds and slowed down its development momentum.

As for getting web sites to label, it is an interesting case study on the impact of civil

liberty groups like the ACLU and CDT. In the first instance of the ACLU v Reno case, in

which a part of the Communication Decency Act was struck down, civil liberty groups

took the position that filters were the less restrictive method of screening content. But

after that section was struck down, the ACLU came up with their report ‘‘Fahrenheit

451.2: Is Cyberspace Burning?’’ that denounced filters, as well as labeling, as intrusions
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on free speech. The point of the ACLU report is best summarized in its single footnote:

‘‘While PICS could be put to legitimate use with adequate free speech safeguards, there

is a very real fear that governments, especially authoritarian governments, will use the

technology to impose severe content controls (emphasis added).’’55 According to

the executive director of ICRA, after that report was presented to the press, the cover-

age turned negative towards the idea of labeling and filtering. Until then, the publicity

had generally been positive.56 The ACLU’s concern about authoritarian governments

using labels to censor the Internet has proven unfounded. Authoritarian governments

distrust their own citizenry—that is why they are authoritarian. To allow web sites to

self-label runs against that fundamental attitude; self-labeling, as opposed to compul-

sory labeling, would be trusting and empowering web site owners. Further, the ICRA

system is aimed at labeling content considered objectionable to children. As it stands,

it does not work on the kind of objectionable content authoritarian governments are

most worried about—political discussions. The South Korean government did for a

time consider compelling all Korean web sites to label using the ICRA system. If it had

insisted on doing so, it would have had to create its own labeling scheme: the terms of

use of ICRA prohibit compulsory labeling.

A concern raised by many is the possibility of mislabeling. This concern has turned

out to be unfounded. Perhaps because the system has been well thought through,

there have been few complaints about mislabeling as far as the author knows. Instead,

the biggest source of complaint has been from parents who call to point out that an

ICRA-labeled site is pornographic. This is a misunderstanding of the ICRA system. The

site only labels. It is up to the individual parent to determine what should be filtered.

Toward the end of 2003, ICRA embarked on a fundraising project for an education

campaign to spur user demand and thereby spur webmasters to label.

One year after the official launch of the ICRA filter software in March 2002, the

number of sites rated hovered around 250,000. Among these were high-traffic sites

such as Yahoo!, MSN, and the German ISP (Internet service provider) T-Online.57 Por-

nographic and online-gambling sites, wary of government regulation, have turned to

ICRA. Nevertheless, the number of sites labeled is too small for a critical mass. ICRA

may linger in that awkward limbo between being too prominent to fail and too small

to succeed.

However, even if ICRA as an Internet-content-labeling venture fails, there have been

positive spinoffs. One of them is that Internet service provider associations in Europe

have formed a network, the Association of Internet Hotline Providers in Europe

(INHOPE), to alert each other to illegal content on web sites in each other’s countries.

INHOPE can be a model for how content that is illegal, as opposed to merely objection-

able, can be policed across borders. Perhaps the most significant achievement of ICRA

is that it demonstrated the possibility of developing a system to label content that

would address most of the concerns of civil libertarians. It is, however, an expensive
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venture. Further, users need to be informed and educated about the way ICRA works.

The main dampener for ICRA is the lack of sufficient demand by web site owners and

users for such a labeling system.

Self-Help

To round off the discussion on self-regulation, it should be noted that self-help as a

remedy has been used for such areas as defamation and copyright. Self-help is not

self-regulation because the principle here is that of an entity enforcing its own rights.

The most significant example of this is the International Olympic Committee (IOC),

which hired a company to patrol the Internet for webcasts during the Sydney Olym-

pics of 2000 and Winter Olympics of 2002 because such webcasting would violate its

exclusive license with the contracted television broadcaster. The patrols showed how

it is possible to trawl the Internet through a combination of technical as well as man-

ual tools. The IOC looks set to continue the practice, at least until 2008 when the

agreement expires.58

Policy Models

Types of Content

The European Union probably offers the best model of policy formation for the Inter-

net for reasons discussed earlier in this chapter. It is a grouping of countries that are

sufficiently proximate in geography with cultural overlaps. From admittedly modest

experience working with EU officials and observing both the process and the results,

at least when it comes to Internet issues, the author has observed that the EU discusses

matters in a reasonably open and transparent manner with inputs from stakeholders,

NGOs, and academics. Politics of the petty and not-so-petty kind of course do intrude;

this is only to be expected in any international process. And it should be noted that

the EU changes its presidency every six months. This means that agreements ham-

mered out over a few years would have to be robust. A regional grouping of culturally

overlapping countries makes a lot of sense because it is easier to reach agreements and

to enforce them. With clear champions, it may be possible for several regional agree-

ments to agglomerate to arrive at some international agreements.

Probably the one clear area of international agreement concerns child pornography.

Practically all countries outlaw child pornography, with Japan as the last significant

holdout, criminalizing child pornography in May 1999.59 In this arena there are cham-

pions. The nongovernmental organization ECPAT (End Child Prostitution, Child Por-

nography and Trafficking of Children for Sexual Purposes) has done much work to

combat child pornography and child prostitution, and has held conferences, con-

ducted studies, mounted educational campaigns, and developed programs to share

best practices.
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At the national level, content created in a country will have to comply with the laws

of the land. It is only too easy for law enforcement to crack down in such a case. How-

ever, there is a tendency to use the ISPs as the control point. The United Kingdom has

compelled ISPs to retain data for up to two years under the Regulation of Investigatory

Powers Act, which was passed in 2000 to empower the police to intercept communica-

tions over the Internet. The European Parliament has passed a directive requiring ISPs

to retain data for a period of between six months and two years.60 Australia and New

Zealand have passed similar laws that allow the police to intercept telecommunica-

tions, including Internet traffic.61,62 The United States is planning to require ISPs to

set up a centralized system to monitor the Internet.63 ISPs are understandably un-

willing to have the burden imposed on them. UK ISPs estimate that the cost of such

data retention will amount to more than £100 million (U.S. $165 million) a year.

They have instead recommended the United States approach toward data preservation,

whereby ISPs keep the data of those named by government agencies.64 Whichever

approach is used, ISPs have implicitly accepted that they are checkpoints in the infor-

mation highway.

Recommendations

Like several of the recommendations in the other chapters of this volume, those pre-

sented here are given to no single entity but to the Internet community at large, to na-

tional governments, and perhaps especially, to well-endowed foundations that might

be able to act on some of the recommendations.

Accept that the Internet Will Become More Regulated

As the Internet moves from being an innovation to becoming more and more a part of

modern life, it will inevitably attract more regulation.65 This is a natural response to

the greater importance of the Internet in the social, political, and economic life of

modern society. A study by Deborah Spar of how rules eventually form to tame disrup-

tive technologies is also instructive. She argues persuasively that rules may disappear

during a period of disruptive technology but that eventually, it is in the interests of all

the players to have rules.66 In short, there is utility in rules. The mantra that ‘‘the Inter-

net should not be regulated’’ has been misleading and arguably even damaging to less

developed countries, some of whom have misunderstood the phrase to mean that the

Internet should be free of all regulations. In fact, the United States, the country where

the Internet was invented, has from early on had rules governing various aspects of the

Internet except that such rules were not all called Internet regulations. Often they were

extensions from the telecommunications arena, such as the Wire Wager Act previously

mentioned. At the very minimum, developing countries need some ‘‘enabling’’ Inter-

net regulations that would, for example, allow courts to admit electronic evidence in
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order to enforce contracts agreed upon through e-mail. Developing countries have also

been forced to consider regulations that would punish abusers of computer and Inter-

net systems, such as those who maliciously hack into computer systems or release

damaging viruses. The Philippines, for example, could not punish the youth who

released the ‘‘Love Bug’’ virus because it had no law against it.67

Educate Judges and Legislators to Ensure Regulations Are ‘‘Sensible’’ and ‘‘Rational’’

There is of course the danger that the rules promulgated would be the kind that control

information rather than empower users. Such an approach towards control would be

detrimental first to users within the country and to a lesser extent to the wider Internet

community. The antidote to such ill-advised moves is good advice. Attempts to hack or

to offer bypass solutions68 are counterproductive in the long run. It is far better to get

governments to open up on their own volition. Along these lines, to ensure that the

regulations promulgated are sensible and well-adapted to the Internet, many of

the legislators and judges will need to be educated about the Internet. The Asia-Pacific

Development Information Programme, under the United Nations Development Pro-

gramme, regularly conducts seminars for senior government officials from the develop-

ing countries in Asia on the technical as well as legal and policy aspects of the Internet.

Many of those attending, however, are so senior in government that they will most

likely set broad directions rather than be involved in the nuts and bolts of law and

policy formation and implementation. More officials, especially those directly involved

in rule making, should be educated. Judges should also be included in the education.

The German CompuServe case shows that what may be possible—blocking nationals

from accessing certain material—can have an impact beyond the national borders.

Civil libertarians and others who are concerned about regulations per se should not

be unduly alarmed. Because of the international nature of the Internet, regulations that

are promulgated must be ‘‘rational’’ (a relative term) and workable when the Internet

crosses borders. To the extent that the functions and impact of the Internet can be

confined to a country’s borders, it may be possible for a country to enforce rules that

the larger Internet community would consider nonrational. But outside of its borders, a

government that tries to regulate the Internet in a manner inconsistent with the values

and technical workings of the larger community will not be using the Internet to its

optimum potential and instead will find itself cut off. A study by the Carnegie Endow-

ment for International Peace on how the Internet affects authoritarian countries such

as China and Cuba shows that while the Internet is not ‘‘inherently democratic,’’ it has

elements that make for a more open government. The study points out, for example,

that China is putting government services online.69 While that in itself is not neces-

sarily politically liberating, it does make for a more open government. In the longer

term, therefore, governments are likely to make rules that are more rational in this

sense.
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At the International Level, There Should Be Agreements on Areas Where There Is

Agreed Social Harm

There is widespread agreement that consumer fraud, child pornography, the ‘‘groom-

ing’’ of children in chatrooms, and spam should be outlawed. In the developed coun-

tries, there exists legislation or pending legislation against consumer fraud and child

pornography. Legislation against spam is being passed in other countries. Once a size-

able bloc of countries have these laws, they will drive the offending users to countries

that do not have such legislation. Typically, these are also countries that are less capa-

ble of addressing those concerns. In effect, the strong will push their dregs out into the

lands of the weak. International agreements are necessary to ensure that such ill effects

do not result. Further, because the nature of the Internet requires international cooper-

ation when it comes to enforcement, it would make the most sense to have some inter-

national agreements.

At the National Level, Tolerate Cultural Differences

The Internet community should tolerate, if not respect, the necessity for cultural differ-

ences in content regulation. Content on the Internet will invariably be framed in a cul-

tural context: from language to tone to idioms, culture plays a significant part. Within

its context, each culture’s frame of reference and values make sense. As a corollary,

each country also has its own national blind spots. The example previously discussed

of the United States restricting online gambling, which though arguably not restricting

content legitimizes the same principles that can be used to justify regulating content.

The French should be allowed to block Nazi memorabilia and the Germans anti-

Semitic sites provided they do not deny access by users in other countries. American

attempts to build anti-censor programs are misguided; they will boomerang, such as

by allowing Americans to access gambling sites.

The EU Offers the Best Models for International Agreement and Cooperation

In developing policies, rules, and codes, the best model to look to is Europe and in

particular the European Union. There are several reasons. First, in general, the creation

of policies, rules, and codes should involve a transparent and consultative process. The

Internet is still developing and so inputs from a wide range of stakeholders are essen-

tial. The EU policy- and rule-making process is transparent and consultative. It accepts

inputs from many sources, including NGOs. For example, the Council of Europe, an

entity larger than the European Union, withdrew and amended its twenty-second draft

Convention on Cybercrime when there was an outcry by the Internet community, just

when the council thought it was ready to be released.70 The inclusion of NGOs is im-

portant because they can have a significant impact, as the free speech groups in the

United States have demonstrated. Second, the EU process by its very nature must allow

for cultural differences. To be sure, the EU countries as a regional bloc have more cul-
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tural affinities to each other. Nevertheless, there are differences and working out these

differences strengthens the final result. Third, Europe has had some success. The Euro-

pean tipline, INHOPE, seems to have taken off well. The tipline is run by industry,

supported by the European ISP Association, which seems not to mind too much the

additional cost of such an operation. And almost as a confirmation of the views

described, the European Union announced the launch of a co-regulation network at

the 2003 World Summit on the Information Society (WSIS).71

In contrast, Asia is too disparate. There is no similar rule-making body like the Euro-

pean Union, which leaves matters in the hands of industry. When it comes to policy

matters, Asia tends to leave things in the hands of government. There are no strong in-

dustry associations. Many of the existing associations are chapters of U.S. organiza-

tions. Perhaps the closest thing to an effective association is APRICOT (Asian Pacific

Regional Internet Conference on Operational Technologies),72 which runs technical

workshops to update ISPs and other industry players on the technology of the Internet.

A few attempts to inject policy discussions into the conference, in some of which the

author has been involved, have not gone very well.

Conclusion

The Internet is growing up. It is gaining in importance and stature but along with that

maturity comes the need to be less freewheeling. The issue is not regulation versus no

regulation but rather the quality of regulation. For the developed countries, there are

existent laws that could be used to regulate the Internet and its content. The rest of

the world will need new laws to catch up.

Is there a danger that the laws passed will benefit only the authorities and governing

bodies? Yes, but there is an inherent check on such ‘‘bad laws’’: they show up faster and

more clearly on the Internet. By its very nature of affording access to material all over the

world, the Internet will make content and information more readily available compared

with traditional media such as print newspapers and broadcast television or radio. The

Internet will provide users even in authoritarian countries with a window to see the

world. In the long run, that can only be good for these countries and for humanity.

On July 18, 2005, the Working Group on Internet Governance, a body appointed by

the United Nations’ secretary-general, presented a report that called for a new inter-

national forum to discuss issues concerning Internet governance. Launched in 2006,

the Internet Governance Forum (IGF) may advance some of the recommendations

offered here. The IGF incorporates inputs from government, the private sector, and

civil society groups. Issues concerning content, such as spam, rank high among the

concerns of users, industry, and government. It is the best hope that sensible and ratio-

nal regulation will be discussed in order to establish international coordination and co-

operation needed to minimize the harm that can occur on the Internet.
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