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ABSTRACT

Keywords: The aim of this article’ is to make suggestions that could empower different socio-political
Surveillance groups to question surveillance. It does so by formulating sets of questions that different
Empowering stakeholders stakeholders can ask of themselves, of the private sector and of government, including
Resilience intelligence agencies. It is divided into three main parts. The first part provides some
Proportionality background on resilience in surveillance societies. It defines the terms and identifies fea-
Necessity tures of resilience and today's surveillance society. The second part lays out a set of

questions addressed to each of the stakeholder groups. The questions are intended to
promote consideration of a proposed or existing surveillance system, technology, practice
or other initiative in terms of the necessity and proportionality of the system, and of
whether stakeholders are being consulted. The third part offers a list of measures that can
be taken to increase resilience in a surveillance society, to restrict the scope of surveillance
systems to what can be legitimately justified, and to minimise the impacts of surveillance
systems on the individual, groups and society.
© 2015 David Wright, Rowena Rodrigues, Charles Raab, Richard Jones, Ivan Szekely, Kirstie
Ball, Rocco Bellanova, Stine Bergersen. Published by Elsevier Ltd. All rights reserved.

aimed at six main socio-political groups: policy-makers and
regulators, consultancies, service providers, the media, civil
society organisations and the public.

The authors do not attempt to answer the individual
questions listed in Section 3, nor to judge those who may have
different answers to these questions. However, these sys-
tematically compiled questions may invite both stakeholders

1. Introduction

The aim of this article is to help empower different socio-
political groups to question surveillance by raising questions
such as those in Section 3 below and the counter-measures to
surveillance in Section 4. The questions in Section 3 below are
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and interested readers to think about their rights, duties and
attitudes regarding surveillance and to be more aware of the
potential measures enlisted in Section 4. These sets of ques-
tions may also contribute to developing better and more
legitimate surveillance systems.

The term “surveillance society” came into widespread use,
atleastin Europe, with publication of a report produced by the
Surveillance Studies Network (SSN) in 2006.> The report was
prepared for UK Information Commissioner Richard Thomas
who had warned two years earlier, in August 2004, that the UK
was “sleepwalking into a surveillance society”.® By this, he
meant not only that surveillance was becoming ubiquitous in
the UK, but that most people were unaware of its ubiquity,
that there was little public debate about its ubiquity and its
effects, and that ways of countering surveillance's negative
effects were not being considered.

The report defined surveillance as follows: “Where we find
purposeful, routine, systematic and focused attention paid to
personal details, for the sake of control, entitlement, man-
agement, influence or protection, we are looking at surveil-
lance.”* But surveillance is more than that. Intelligence
agencies and many companies not only use surveillance to
discover what their “enemies” or customers are doing, but
also to uncover the activities of their competitors, “friends”
and allies. Despite the actions of the intelligence agencies and
companies, not all surveillance is “bad”, and not all surveil-
lance systems violate the public interest. Some surveillance
systems, even in the context of law enforcement, may be
“good” or supportive of the public interest. The IRISS con-
sortium defined a surveillance society as one in which the use
of surveillance technologies has become virtually ubiquitous
and in which such use has become widely (but not uniformly)
accepted by the public as endemic and justified by its pro-
ponents as necessary for economic, security or other reasons.”
Even if there are democratic procedures, a surveillance society
is one in which there is a parallel system of power exercised by
influential companies and intelligence agencies over which
effective oversight and control are largely illusory.°

Many definitions of resilience can be found in the academic
literature. If we limit a survey of definitions to official policy
documents, we find both some variations and common

2 Surveillance Studies Network (SSN), A report on the surveillance
society, prepared for the Information Commissioner, Wilmslow,
UK, Sept. 2006.

3 BBC News, “Watchdog's Big Brother UK warning”, 16 August,
2004.

* SSN, op. cit., p. 4.

> IRISS consortium, A report on resilience in “democratic” surveil-
lance societies, Deliverable D6.1 of the Increasing Resilience in
Surveillance Societies (IRISS) project, prepared for the European
Commission, p. 238. http://irissproject.eu/wp-content/uploads/
2014/06/D6.1-Resilience-report.pdf.

¢ The weakness of parliamentary oversight of the UK intelli-
gence agencies has been widely criticised in the media. See, for
example, Blitz, James, “Parliamentary panel fails to serve up a
good grilling”, The Financial Times, 7 Nov 2013. It was subsequently
discovered that the intelligence agencies were alerted to the
questions in advance of their questioning by the Intelligence and
Security Committee in November 2013. Daily Mail, “So much for
the interrogation: Spy chiefs knew what questions were going to
be asked BEFORE parliamentary committee”, 17 Nov 2013.

themes. For example, the European Commission (EC)
Communication on the EU Approach to Resilience defines
resilience as “the ability of an individual, a household, a
community, a country or a region to withstand, to adapt, and
to quickly recover from stresses and shocks”.” The UK Cabinet
Office itself uses the term in various ways. For example, in the
context of cyber security, it is used in the sense of offering
“protection” from possible cyber attacks, and in the sense of
“business continuity”.? The US Department of Homeland Se-
curity uses the term not only in reference to material in-
frastructures or information systems, but also in reference to
“global movement systems”, “key nodes of transaction and
exchange within the global supply chain”, “maritime trans-
portation systems” and “communities”; indeed, the entire
“Nation”.” The European Network and Information Security
Agency (ENISA) defines resilience as the ability of a system to
provide and maintain an acceptable level of service in the face
of faults (unintentional, intentional or naturally caused)
affecting normal operation.”

This is just a small sampling of definitions of resilience, but
we have not encountered any that specifically refer to resil-
ience to surveillance itself. Taking account of existing defini-
tions, we define this as “the ability of people (individuals and
groups) and organisations to adapt to and/or resist surveil-
lance, recognising that, while some forms of surveillance may
be acceptable or tolerable, others pose a serious challenge to
our fundamental rights”.** This definition contains two ele-
ments often found in other definitions — i.e., the notion of
acceptance or adaptation, and the notion of resistance.

Our definition of resilience in surveillance societies
(including resilience to surveillance) takes into account the
double-faced nature of surveillance: on the one hand, it is
often quite properly used as a tool of resilience towards
terrorist attacks, organised crime and similar harms, but on
the other hand, surveillance itself may have serious adverse
effects on society towards which society needs to be resilient.
While the socio-political groups addressed here are not the
only ones concerned with resilience and surveillance, they
have key roles in the socio-economic and political fabric of
democratic societies. As such, these stakeholders can be
considered as multipliers: they can influence a wider group of
stakeholders. The questions raised in the second part of this
article are not intended to be or to replace a full-fledged sur-
veillance impact assessment (SIA)'? or privacy impact

7 European Commission, Communication from the Commis-
sion to the European Parliament and the Council — The EU
Approach to Resilience: Learning from Food Security Crises,
COM(2012) 586 Final, Brussels, 3.10.2012.

8 Cabinet Office, Strategic National Framework on Community
Resilience, London, Cabinet Office, 2011.

° Department of Homeland Security, “Department of Homeland
Security Strategic Plan. Fiscal Years 2012—2016”, 2012.

1 http://www.enisa.europa.eu/activities/identity-and-trust/
library/deliverables/e2eres.

1 IRISS consortium, op. cit., p. 77.

2 Wright, David, and Charles D. Raab, “Constructing a surveil-
lance impact assessment”, Computer Law & Security Review, Vol.
28, No. 6, Dec 2012, pp. 613—-626.
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assessment (PIA)."® However, they may stimulate awareness
that an SIA and/or PIA should be undertaken, especially in the
context of a mass surveillance system.

2. Contextualising surveillance and
surveillance societies

This section outlines briefly the nature of surveillance, pro-
vides some key examples of surveillance technologies, in-
terdependencies, surveillance players and their relationships,
and illustrates the nature of surveillance societies.

A surveillance society is one in which surveillance has
become virtually ubiquitous. Even if there are democratic
procedures, effective oversight and control may be extremely
difficult in a surveillance society in which power is exercised
by large companies, state organisations and intelligence
agencies.

2.1. Surveillance, democracy and resilience

Surveillance can potentially offer many benefits to the state,
private companies, local communities and even individuals. A
democratic state can employ surveillance in order to help
guard its citizens from terrorism, subversion and crime, to
monitor its borders and to protect its national interests. Pri-
vate companies can use data gathered in order to understand
customers and users better, to develop better products and
services, and to tailor services to individuals. Communities
can use surveillance to help make their localities safer or to
identify those causing problems for others. Individuals can
use surveillance to guard their properties or their loved ones.

Yet, whatever its acknowledged benefits, surveillance may
itself pose a threat to individuals, communities and societies
in general, because of its ubiquity, intensity and use of
personally identifiable information. These qualities of sur-
veillance may erode privacy and a host of freedoms, rights and
values that a contemporary democratic state is designed to
protect, including democracy itself. As a result, we may find
ourselves sliding into a surveillance society.

Surveillance has deleterious effects. It often affects data
protection as well as privacy. If it is often not transparent and
accountable, it may erode trust, societal cohesion and even
democracy itself.” Surveillance's ability to discriminate

13 De Hert, Paul, “A European Human Rights Perspective on
Privacy and Data Protection Impact Assessments”, In David
Wright and Paul De Hert (eds.), Privacy Impact Assessment,
Springer, Dordrecht, 2012, 33—76.

* Various scholars have addressed this issue. Here are a few
examples: Rouvroy, Antoinette, and Yves Poullet, “The Right to
Informational Self-Determination and the Value of Self-
Development: Reassessing the Importance of Privacy for De-
mocracy”, in Serge Gutwirth, Yves Poullet, Paul De Hert, Cécile de
Terwangne and Sjaak Nouwt (eds.), Reinventing Data Protection?,
Springer, Dordrecht, 2009, pp. 45—76. Gandy, Oscar H., “Data
Mining, Surveillance and Discrimination in the Post-9/11 Envi-
ronment”, in Kevin D. Haggerty and Richard V. Ericson, The New
Politics of Surveillance and Visibility, University of Toronto Press,
2006, pp. 363—384; Regan, Priscilla M., Legislating Privacy: Technol-
ogy, Social Values, and Public Policy, University of North Carolina
Press, Chapel Hill, 1995.

amongst members of the public or social groups may have
implications for social integration and societal solidarity.’®
Surveillance also affects human dignity and challenges
human autonomy. It affects the way individuals move within
societies, associate with others, think, acquire information,
express themselves and engage lawfully in political activity.
Democratic practices and the working of democratic in-
stitutions depend upon the realisation of principles, freedoms
and the rule of law that surveillance is likely to threaten.

Insofar as a society is democratic, its citizens have some
choice as to how their government behaves and what is
permitted of companies, organisations and others. Citizens
may use the electoral process or engage in public debate in
order to influence governments and policy-makers. Because
of the significant potential dangers involved in surveillance,
surveillance policies and practices require particular public
scrutiny. But as well as responding in an ad hoc fashion to
problems with surveillance as they arise, societies may wish
to put in place regulatory and other mechanisms in order to
provide continuous safeguards against surveillance. Indeed,
to some extent, this already happens. Yet one may ask how
effective such existing safeguards actually are, and question
the degree to which societies are currently “resilient” to the
negative effects of surveillance.

Resilience to surveillance requires ways of preventing,
mitigating, remedying and “bouncing forward” from the
negative effects of surveillance. Resilience strategies include
ways of anticipating the use of surveillance and raising the
awareness of the public. They require political actors, policy-
makers and regulators to devise actions — including bringing
pressure to bear, and passing and implementing legislation
and other measures of control — and strategies to minimise
surveillance, to make it transparent and to ensure its
accountability. Effective resilience is likely to require inde-
pendent regulators to provide oversight, to bring sanctions to
bear upon excessive surveillance and to influence surveillance
plans and practices before they are implemented. It also rec-
ognises that resilience to and regulation of surveillance in any
single country have less of a chance to succeed without in-
ternational and global co-operation and co-ordination.

In this article, we argue that one important means by
which resilience to surveillance may be increased in surveil-
lance societies is to develop a set of questions that different
types of stakeholders can ask about surveillance. Questioning
surveillance is, by definition, not accepting surveillance as
inevitable, but rather asking whether a given surveillance
system is really necessary and, if it is so determined — pref-
erably in consultation with stakeholder groups such as those
listed below — then asking what sort of controls, oversight
and/or counter-measures should be putin place to ensure that
the surveillance system does not abuse the public interest. In
the next section, we suggest a set of questions that different
stakeholder groups can pose in regard to a surveillance sys-
tem, and in Section 4, the controls, oversight and/or counter-
measures that could help respond to those questions.

The questions in Section 3 and the recommended mea-
sures in Section 4 have grown out of the empirical work

15 Lyon, David (ed.), Surveillance as Social Sorting: Privacy, Risk and
Digital Discrimination, Routledge, London, 2003.


http://dx.doi.org/10.1016/j.clsr.2015.01.006
http://dx.doi.org/10.1016/j.clsr.2015.01.006

COMPUTER LAW & SECURITY REVIEW 31 (2015) 280—292 283

undertaken in the IRISS project. The consortium examined the
experience of surveillance from multiple stakeholder view-
points across Europe, in qualitative empirical depth. The
consortium examined the exercise of rights, surveillance
controversies and their on-going significance and the lived
experience of surveillance in different settings.*®

3. Questions for increasing resilience in
surveillance societies

This section presents questions that can be considered by
diverse socio-political groups in relation to different surveil-
lance practices. By “surveillance practices”, we refer to the
information systems, devices and processes that are used to
monitor people and enable their data to be gathered, analysed
and applied to individuals or groups of individuals. Actors in
surveillance practices comprise those who conduct surveil-
lance: service providers, governments and the consultancies
that advise them. But those who seek to regulate or critique
those practices, such as policy-makers and civil society orga-
nisations, are also stakeholders. The public — often the sub-
jects of surveillance, but also those to whom surveilling
authorities are answerable — should be considered a key
socio-political group as well.

The questions that follow are designed to alert stake-
holders to the potential harms that may arise from surveil-
lance practices so that they can then anticipate, avoid and
recover from those harms. In other words, they can influence
society's resilience to surveillance. Such harmful conse-
quences include — but are not limited to — infringement of
fundamental rights, economic and environmental harms, and
social harms such as discrimination and the erosion of trust.
Some questions are generic and applicable across all cate-
gories of stakeholders, while others are more specific to
particular stakeholder groups.'” Some questions are focused
upon particular systems, whereas others have a more general
frame of reference concerning society at large. All socio-

16 See Deliverables 3, 4 and 5 of the IRISS project at www.
irissproject.eu. Deliverable 3 concerns empirical research on the
perceived benefits and harms arising from automated number
plate recognition (ANPR), credit scoring and Neighbourhood
Watch in several European countries. Deliverable 4 focuses on
citizens' attitudes towards surveillance practices as an element of
their everyday lives. The consortium conducted 300 interviews in
five countries, producing a database of approximately 1000 indi-
vidual stories about surveillance, resilience and privacy in the
context of different institutional entry points including the police,
consumer associations, labour unions and NGOs active in the
field of (anti-)surveillance policy. Deliverable 5 was a study of
how easy or difficult it was for data subjects to gain access to
their personal data from organisations in various EU countries.
The research was conducted across 10 European countries and
examined 327 individual sites in which personal data was
routinely collected and stored.

7 We do not define who should answer these questions (except
when the questions are explicitly directed to the individual or the
community): all questions should primarily be asked by readers
or by the members of the respective socio-economic groups
themselves. However, this self-questioning exercise may also
generate questions targeted to other stakeholders and result in
practical consequences.

political actors, and not only those referenced in this article,
should ask questions about the lawfulness, necessity, pro-
portionality and purpose of surveillance systems. They should
also question their impact on society and democratic tradi-
tions, and about the measures that can be taken to improve
resilience. It is not enough simply to focus on the in-
fringements of surveillance on individual privacy, because the
effects of surveillance are felt throughout society.

3.1. Generic questions

Any socio-political group can ask the following questions of
any information processing system that involves personal
data, whether it be an RFID-embedded travel card, a body
scanner, an identification system, a data profiling system, an
automated number plate recognition (ANPR) system, a
location-based service, a CCTV network or a credit scoring
system. A surveillance system consists of many components,
technological, human and institutional. Asking questions
about a surveillance system is most useful before a decision
has been taken to proceed with it, as happens in a privacy
impact assessment (PIA). However, many questions are also
useful when scrutinising an existing system. Reflecting on
such questions will help to inform concerned actors about a
surveillance system, its individual and social impacts, and its
social, political and legal acceptability.

With regard to the existing or planned information pro-
cessing system, program, practice or technology:

1. What is the purpose of the system?

2. Is it really necessary? Is it lawful? Is it proportionate to
the envisaged purpose?

. What less intrusive alternatives are available?

. Who will develop, operate and authorise it?

. Who will have access to the data collected by it?

. How long will the collected data be stored? When will
the data be deleted? What measures will be put in place
to store or transmit the data securely?

7. To what extent will stakeholders, including the public,
be consulted about it and its effects?

8. What external oversight is in place, including a regular,
independent, third-party, publicly available audit?

9. How will system operators be trained so that they are
sensitive to any harmful consequences?

10. Does the system enable individuals to be identified? If
so, is that necessary? Does it provide individuals with a
means to opt out?

11. Does the system process “sensitive” personal data? If so,
is that necessary?

12. Whose interests does the system serve?

13. Does the system create identifiable harms, e.g., social,
environmental, economic or human rights-related
harms?

14. If surveillance cannot be avoided or its effects miti-
gated, how can society be empowered to build capac-
ities to deal with its consequences?

15. Have the possible negative impacts and risks of the
implementation or continuation of the particular sur-
veillance system been considered? How do these relate
to the benefits?

(o) VA B S ON)
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3.2. Questions for policy-makers and regulators

Policy-makers and regulators, including political parties, leg-
islators and the courts, play a crucial role in arbitrating the use
of surveillance. They are able to develop the legal framework
and other instruments for keeping surveillance within limits
that express the principles and values of democratic society.
The questions below are among the most important ones
upon which these actors need to focus in shaping their leg-
islative, administrative, judicial or regulatory activity. To a
certain extent, these questions may already form part of
policy-makers' operational and deliberative practices. They
are presented with a focus on resilience. These questions are
not offered as a “check-list” for policy-makers and regulators,
but rather as a trigger for more reflective self-interrogation
and modification of practices. They will enable policy-
makers to consider the wider consequences of surveillance.

1. Is the surveillance necessary, legitimate, transparent
and proportional? How are these judgements made?
Are there any less intrusive alternatives?

2. How has the decision to use surveillance weighed up
the costs, benefits and risks, including the conse-
quences of surveillance for human rights, freedoms and
democracy? Is the decision-making process publicly
documented?

3. What deliberations have taken place concerning the
necessity and proportionality of the intrusion into in-
dividuals' private lives by means of the surveillance
measure or policy? Is the decision-making process
publicly documented?

4. How have the views of different stakeholders, especially
the public, been taken into account?

5. Have policy-makers identified potential harms — who is
harmed by and who benefits from surveillance, what
are potential knock-on effects, what are the social
consequences? After trying to identify all of the conse-
quences, have policy-makers thought about what they
can reasonably do to combat the harms?

6. What systems are in place for adequate supervision,
review and oversight of surveillance practices?

7. Have the targets of surveillance (which maybe the general
public) been informed of the existence of the surveillance
system and its general purpose? How can they find out
more about the scope of the system? How can they seek
personal redress for harm? How can they question, or
fundamentally challenge the surveillance system?

8. How can the political and policy-making process best
control the proliferation of surveillance?

9. If surveillance cannot be avoided, how can society be
empowered to build capacities to deal with its
consequences?

10. How are the effects of surveillance to be continuously
assessed or monitored?

11. How can international regulatory co-operation and
standardisation best meet the challenge of the global
flow of personal information?

12. How can the political and policy-making process best
control the proliferation of surveillance?

13. How can policy-makers and regulators co-operate to
promote surveillance-minimising good practices (or
responsible surveillance) at the international level?

3.3. Questions for consultancies

Here, the term “consultancies” applies to a wide range of
enterprises, from law firms to lobbyists, strategists, media
advisers and researchers. Consultancies are an interface
between industry and regulators and represent a stakeholder
group that does not get much visibility. Consultancies pri-
marily serve the interests of their clients, who may have
vested interests in introducing technologies, products, ser-
vices or other practices that are surveillant in nature.
Furthermore, consultancies are often required to exercise
professional judgement in their advice to clients who are
introducing new information systems, or modifying or
extending old ones that have a surveillance capability. As a
matter of responsibility and risk reduction, consultancies
can help increase resilience to surveillance by reflecting on
its harmful consequences and by advising clients accord-
ingly. Not only are consultancies responsible for providing
ethical advice, but also they should know what to do if they
are subject to scrutiny themselves: they need to consider
how they manage their own information-processing
practices.

1. Does the consultancy provide advice that respects and
does not infringe the rights and freedoms of individuals?
Does the consultancy adhere to a specific code of practice?
Could the code of practice be used to consider the likely
impact of new or existing surveillance practices?

2. Has the consultancy fostered engagement with other
stakeholders? If so, how?

3. Has the consultancy conducted a surveillance or privacy
and data protection impact assessment? Did it recommend
engaging with stakeholders as part of the PIA or SIA pro-
cess, publishing the report and submitting it for indepen-
dent, third-party review?

4. If the consultancy's advice to its clients were to be made
public, would it withstand public scrutiny?

5. Does the consultancy draw to the attention of its clients
the need to comply with legislation and to consider other
privacy or ethical risks?

6. Does the consultancy contact regulators with the consent
of its clients in order to have a view from the regulator with
regard to any potential regulatory issues relating to the use
of surveillance?

7. Does the consultancy advise its clients on how civil society
organisations or the media might react to its clients' plans
to develop a new surveillance system?

8. Does the consultancy consider the potential harms and
consequences of its advice regarding a surveillance
system?

9. Does the consultancy counsel its clients about measures
that they could take to avoid or minimise the privacy and
other risks that could arise from the proposed surveillance
system?
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3.4. Questions for service providers

The term “service provider” here refers to private sector or-
ganisations that offer goods and services to customers. Ser-
vice providers in the retail, communications, social media,
travel, financial services and other consumer sectors routinely
gather and analyse data about their customers, as well as
about other aspects of their operations. This information is
then used to inform business processes and to differentiate
between consumers. This is done in order to target consumers
with products and services. Because this targeting process
(called “customer relationship management” or “CRM”)
gathers information that is then used to influence consumer
buying behaviour, it is surveillant in nature. In some of these
sectors, such as social media, the analysis and sale of
customer data is the core business model. Some business
sectors, such as travel, communication and financial services,
are required by law and/or court orders to pass customer data
to the government for national security purposes. This raises
a set of concerns not only about data sharing and use of cus-
tomers' data, but also about how customers perceive brands,
products and services.

To increase resilience to surveillance, service providers can
reflect on the following questions:

1. Has the service provider undertaken a privacy impact
assessment (PIA) in relation to the customer and busi-
ness information-processing it provides?

2. Is the profiling and/or monitoring of consumer groups
(for example, of their behaviour, intention, sentiment,
location or movements) intrusive? Would the service
provider be comfortable if this profiling or monitoring
was applied to his or her family and friends?

3. How are consumers made aware of their data protection
and privacy rights when they purchase a product or ser-
vice from the service provider? Has the service provider
made consumers aware of the extent to which it pro-
cesses information about them? What measures has the
service provider taken to enable consumers to contact
the service provider for clarification about the informa-
tion collection, processing and sharing it undertakes?

4. How easy is it for consumers to locate the data protec-
tion officer in the service provider's organisation and to
make a request in respect of the information that the
service provider holds on them? Is the service provider
devoting adequate resources to ensure its compliance
with data protection regulation?

5. In what respects could the service provider improve
data protection compliance within its organisation (for
example, in relation to data anonymisation, retention,
storage, consent, security or data protection training)?

6. Is it appropriate for the service provider to undertake
brandingor marketing activity thatreinforces privacy asa
brand value? How might this benefit its market position?

7. How would consumer trust in the service provider's
products or services be affected if it were revealed that
the service provider had collected and shared infor-
mation about consumers without their knowledge?
What is the likelihood of this occurring?

8. In respect of the service provider's organisation, what
mechanisms of redress are available to customers
whose information is incorrect, or has been wrongly or
maliciously processed or shared? To what extent are the
service provider's customers aware of those mecha-
nisms? Are they made explicit on the organisation's
website or in documentation sent to customers?

9. Can the service provider envisage how the receipt of
lower quality or higher priced offers, based on customer
profiling, may adversely affect the lives of different
groups of consumers? What alternatives are available
for disadvantaged consumer groups?

10. Would the service provider's segmentation criteria be
legal when compared to the gender, race, disability and
age-related discrimination legislation?

11. If the service provider is required to pass customer in-
formation to its national government, under what cir-
cumstances and with what effect can it refuse to
comply with these requests? Has it ever done so?

12. Has the organisation been adequately resourced to deal
with government requests for information?

3.5. Questions for the media

Although “the media” can refer to specific entities or groups
(including social media), in the context of this article, the
media is equated with the mass media in a modern society,
namely, newspapers and journals, television, radio and other
forms of electronic communication. The term could also
include all channels of communication within a society and
between societies, as well as the channels that do not reach
out to many people at once.

The media is of great cultural, economic and political
importance in society, and the concept of a free press is a
cornerstone of modern democracy. The media is especially
influential in the creation and shaping of public opinion. This
influence is also exerted upon executive, judicial and legisla-
tive powers, manifested by the democratic oversight and
reporting by journalists exercising their right and duty to
scrutinise. Furthermore, based on their power, the media is
sometimes referred to as the “fourth branch of government”.
With regard to surveillance, the role of the media can be
considered as two-fold: first, the media can be seen as a sur-
veillant power, with the responsibility to question and report
on the central constituent powers in the society. Second, the
media may engage with the concept and practice of surveil-
lance, by raising awareness and building knowledge of sur-
veillance and resilience to surveillance in society.

1. What information concerning the (proposed) surveil-
lance system is available to the public? Is the informa-
tion sufficient, and are the sources diverse enough, to
carry on journalistic research? Are there institutional
ways to obtain further relevant information?

2. How can I use my journalism as a tool for knowledge-
building and awareness for those within the scope of
the surveillance?

3. Am I contributing to the expansion of surveillance
practices through my work?
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4. Am I devoting enough attention to alternative or
dissenting views with regard to a (proposed) surveil-
lance system, policy or practice?

5. How can I build on international events and de-
velopments regarding surveillance practices to draw
attention and raise awareness in my own national
context?

6. How can I contribute to a higher degree of awareness by
shedding light on the widespread nature and impact of
surveillance in society?

7. Are there changes happening in my national context of
which it could be important for the public to be made
aware, even though the topics may not be well received
by some policy-makers?

8. How is surveillance understood in my society? Could
there be a need for a debate about the very content of
the term?

9. How can I engage with relevant authorities in my
country, such as the Data Protection Authority and/or
Surveillance Commissioner, with the aim of building
resilience within the population?

10. How can my journalism encourage and facilitate public
debate about surveillance issues?

11. What are the obstacles I face in investigating surveil-
lance practices, and how can I best overcome them?

12. How can [ most effectively play a role in voicing con-
cerns and stimulating public debate about surveillance
issues, e.g., sharing information or collaborating with
civil society organisations?

3.6. Questions for civil society organisations

We regard civil society organisations (CSOs) as those non-
profit, non-governmental organisations concerned with and
by surveillance practices, including CSOs that focus on privacy
and human and fundamental rights as well as those that may
be impacted by surveillance activities.'® Examples of the latter
may be trade unions and student associations. CSOs include
formally established organisations as well as those that have
no formal institution — for example, ad hoc groups formed in
response to a specific surveillance practice or issue.

Civil society organisations are an important link between
individuals and other socio-political groups, from political
institutions to companies and the media. While their degree
of institutionalisation, and their ability to mobilise resources
and political and media attention vary widely, they offer a
forum for discussion by participating individuals, and poten-
tially a platform to require further information and advance
claims.

1. Are we sufficiently informed about the (constantly
evolving) nature of surveillance and its effects to be able
to analyse surveillance policies and implementation of
surveillance technologies? How can we improve our
information resources?

8 For an analysis of the role of CSOs and privacy advocates in
particular, cf. Bennett, Colin J., The Privacy Advocates: Resisting the
Spread of Surveillance, MIT Press, Cambridge, MA, 2008.

2. Do we have the means (adequate information and
knowledge) to discern whether and how new surveil-
lance measures may touch upon society? Do we have
the means to assess the potential consequences of
these measures?

3. Have we developed adequate resources to promote
greater public awareness of surveillance and means of
resisting surveillance? How can we improve these
resources?

4. Are we aware of the institutional and non-institutional
means to resist and overcome surveillance? Do we have
access to these means, or do we have the relevant
skills?

5. Can we exercise any influence to resist the introduction
of new and objectionable surveillance measures, by
either the government or companies? How?

6. Have we contributed to the formulation of public pol-
icies (e.g.,, via consultations) such that surveillance
concerns and threats are taken into account? Are we
able to assess the impact of these contributions, and
can we improve them?

7. Have we engaged in any activities that help oppose
surveillance — e.g., boycotts, campaigns, complaints,
court challenges, demonstrations? Did we make an
impact on the decisions? Have we developed specific
skills?

8. How is the surveillance policy perpetuating vulnerabil-
ities of our societies, contributing to the frailty of our
democratic practices?

9. What are the obstacles to our engagement with sur-
veillance issues, and how can these best be overcome?

10. How can we most effectively play a role in voicing
concerns, stimulating public debate, and exerting policy
influence in relation to surveillance issues?

11. Are we helping those who have been harmed by sur-
veillance (e.g., by providing a platform for voicing
grievances and supporting their efforts to gain redress)?

3.7. Questions for the public

Surveillance can be directed at places, events, traffic, crowds
and even animals. However, the most important and most
sensitive target in the context of a democratic society is the
individual. Information about individual consumption pat-
terns, communications, financial transactions and location,
among other things, is stored and analysed in the information
systems of service providers and government departments.
Surveillance becomes part of the fabric of everyday life and
systems that are surveillance-capable become the means by
which things get done. Most of this surveillance takes place
out of sight of the individual, who is generally not aware of
how the collected information is gathered and/or used.
Because many surveillance practices also confer benefits and
convenience, such as expedited travel, location-based ser-
vices or customised offers, the public tends to overlook their
harms. The public then becomes accustomed to living with
surveillance. As the mechanisms for public scrutiny, such as
subject access requests or freedom of information, are inac-
cessible to many, surveillance becomes disregarded as an
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issue. However, as soon as the negative consequences are felt
— unwanted exposure in social media, refused credit, loss of
privacy, loss of trust in government — members of the public
become aware of their involvement. To increase resilience to
surveillance, the public is encouraged to ask the following
questions to help mitigate, avoid and combat the harmful
consequences of surveillance practices.

1. What are the impacts of the proposed (or existing)
surveillance systems on my life, the life of my family,
my community, my society?

2. How can I find out who is responsible for the surveil-
lance system, how it works and for what my informa-
tion is used?

3. How and where can I find out more about the effects of
surveillance upon privacy and freedoms as well as the
ethical and social issues it raises?

4. How can I learn more about protecting my privacy and
other fundamental rights while retaining all of the
benefits of modern information technology?

5. How can I influence the deployment and use of a sur-
veillance system? How can I object to any unacceptable
or unlawful use of surveillance?

6. To whom can I complain if I find surveillance unrea-
sonable, exaggerated, humiliating or discriminatory to
me, my family or others?

7. How can I contact my elected representatives, or any
organisation representing my rights, in matters of un-
acceptable surveillance plans or practices? Are there
public consultations or campaigns in which I could
participate?

8. What other measures can I take in response to surveil-
lance that infringes my rights?

9. How can I best control information about me (e.g., about
where I am) when I am online? How can I better protect
my privacy when online?

10. Might my use of surveillance devices (e.g.,, mobile
phone, video camera) infringe the privacy of others or
their rights? If so, how should I address this?

4. Measures for enhancing resilience in
surveillance societies

The foregoing section raised questions that stakeholders can
ask when they consider surveillance systems. While the act of
simply questioning surveillance can itself be regarded as a
means of instilling or enhancing resilience in surveillance
societies, in this section, we identify specific measures that
can be used — whether by individuals, groups or society as a
whole — to counter undue surveillance, i.e., that which does
not serve the public interest, but only the interests of corpo-
rate aggrandisement and/or the intelligence agencies and
their political defenders.

4.1. Political and regulatory measures
In this section, we focus upon political and regulatory mea-

sures that could be put in place for enhancing resilience to
surveillance. They relate to the questions for policy-makers

and regulators identified above, most of which involve
accountability, oversight, principles and public awareness. In
this section, these items are seen in terms of the role they play
in maintaining or increasing resilience to surveillance.

4.1.1.  Accountability and oversight

As mentioned above, resilience to surveillance requires ways
of preventing, mitigating and remedying the negative effects
of surveillance. The opacity and non-accountability of much
surveillance needs to be overcome in order to enable these
effects to be realised. Resilience includes strengthening laws
and procedures for accountability and transparency through
political processes that include review, the exertion of pres-
sure from outside and within the institutions of politics and
government, legislation or other formal rules, the creation of
independent oversight and sanctions, and the replacement of
a culture of secrecy and public acquiescence by one of open-
ness and criticism. Accountability is more than the assign-
ment and acceptance of responsibility for surveillance
practices; it also requires procedures and rules for reporting
publicly and engaging in possible challenge to the account
given. Oversight encompasses part of this latter requirement,
insofar as oversight is applied by specialised independent
agencies on behalf of the public. Accountability and oversight
in any single country will be less successful without interna-
tional co-operation and co-ordination where surveillance ac-
tivities involve other countries.

Several of the generic questions above can be seen through
the lenses of accountability and oversight. Policy-makers and
regulators should consider measures that clarify and reinforce
current legislation, compliance and “best practice” guidance
with regard to the way in which system providers and users
demonstrate their accountability in terms of answering the
generic questions posed above. These questions closely
resemble those that system developers need to answer when
they conduct privacy or surveillance impact assessments,
which legislators and regulators should encourage where they
do not already exist as a statutory requirement. Answering
these questions and giving accounts of performance are more
likely to have traction on practice if they form part of oversight
regimes exercised by regulators or their third-party agents.
Policy-makers and regulators should consider how this over-
sight can be made more effective.

The questions as to how societies can best anticipate
future challenges from surveillance, especially in relation to
politics and policy formation, are more directly addressed to
policy-makers when they develop policies or laws that involve
extension or intensification of surveillance, for they ask about
the consequences for power imbalances and for societal
resilience to surveillance, and about ways of controlling sur-
veillance, which includes oversight. These questions should
also be answered by regulators, such as data protection au-
thorities, concerning their own practices in carrying out their
enforcement, guidance and awareness-raising roles, and in
their practical activities at international levels.

4.1.2. Consent

The issue of consent is important both in the narrower sense
of individual consent, but also in the broader sense of societal
agreement that the state be allowed to undertake surveillance
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on the people's behalf. Individual consent is not an absolute
requirement for the lawful processing of personal data,
although obtaining consent is highly desirable for the estab-
lishment of confidence between individuals and surveillant
data-collectors. Consent in regard to mass surveillance sys-
tems is problematic, especially in the public sector where
surveillance is carried out for purposes of law enforcement
and combating criminal and terrorist activities. The questions
raised above, however, go some way towards addressing
transparency even if consent is not possible. For the private
sector, where dataveillance is used for marketing and other
commercial purposes, required procedures for gaining con-
sent already exist but are not always complied with. Policy-
makers and regulators should consider how compliance
could be improved, whether by increased penalties and
sanctions for non-compliance or by more effective ways of
promoting good practice. Where it is not possible, account-
ability and oversight are all the more necessary. Itis important
too that society's consent to surveillance be sought, since,
while states may be able successfully to implement secret
surveillance schemes, once revealed, they risk threatening the
legitimacy of law enforcement and indeed the political pro-
cess more generally.

4.1.3.
privacy
Regulators should ensure that surveillance systems respect
privacy principles, for example, those referenced in the pro-
posed EU Data Protection Regulation'® and already in play in
privacy laws around the world. Principles play a part in resil-
ience by providing a normative rationale for judging the
acceptability of surveillance, on the basis of which opposition or
adaptation may take place. However, privacy is more than data
protection: it includes the protection of bodies, spaces, move-
ment, thoughts and other types of privacy and freedoms from
the incursions of surveillance technologies, policies and prac-
tices. Thus, when assessing surveillance systems, regulators
should take into account this wider canvas when assessing the
legitimacy and legality of surveillance systems. Equality is an
important principle in a democratic society, providing a further
rationale for resilience or resistance and a criterion for evalu-
ating surveillance. Surveillance may lead to discrimination and
adverse decisions taken against individuals and groups in ways
that cut across important values of fairness, equal treatment
and the rule of law, beyond any invasion of privacy itself.

Strengthening legal and constitutional protections of

4.1.4. Deliberation

When new surveillance measures are being considered, or
when existing schemes are being expanded, the deliberative
and democratic process should be as open, consultative and
fair as possible. This is the case both in relation to small-scale
local measures as well as to national (or even transnational)
systems. The deliberative process enables the voices of
different parties and interests to be heard, which is important

19 European Commission, Proposal for a Regulation of the Eu-
ropean Parliament and of the Council on the Protection of In-
dividuals with Regard to the Processing of Personal Data and on
the Free Movement of Such Data (General Data Protection Regu-
lation), COM(2012) 11 final, Brussels, 25 January 2012.

not least because the consequences of implementing sur-
veillance schemes are potentially damaging and far-reaching.
Through consultation processes, especially where these
involve genuine deliberation and frank public discussion, the
grounds on which the surveillance is to be introduced can be
heard and assessed, and concerns and objections can be
addressed. Deliberative processes facilitate public engage-
ment and are likely to confer greater legitimacy on the sur-
veillance schemes thereby developed.

4.1.5. Awareness and communication

Raising public awareness contributes to resilience by
disseminating important information that provides a plat-
form for debate and change. If it is not known who is operating
a surveillance systems or the extent of surveillance, it is not
possible to resist or to be resilient. Raising awareness is a
resilience measure. It is already practised by regulators such
as data protection authorities, and is addressed by the generic
questions that underpin the accountability procedures set out
in privacy impact assessment, as mentioned above.

4.1.6. Test of proportionality

In Europe, the most acknowledged method of legal evaluation
of conflicts of fundamental rights and legitimate interests,
such as privacy and security, is the test of proportionality. The
strict methodology of the test is routinely used by courts,
including the European Court of Human Rights (ECtHR), when
the courts make decisions on the justifiability of concrete
cases of restricting fundamental rights, such as the applica-
tion of surveillance measures. If the legitimacy of surveillance
is questioned, the dispute in most cases is resolved by courts,
applying the test of proportionality. In the practice of the
ECtHR, the emphasis is laid on the last phase of the test, that
is, the moral balancing between competing rights and in-
terests. In order to strengthen the legal requirements of
introducing or maintaining surveillance measures, European
courts need to lay more emphasis on the first phases of the
test, namely, the factual elements of the test of
proportionality.

The same methodology can also be adequately used at the
level of planning, introducing or increasing individual sur-
veillance measures, as research results from the EC-funded
PRISMS project have shown.”® Regulatory or self-regulatory
measures should be taken in order to encourage (in certain
cases, oblige) stakeholders, who are interested in introducing
surveillance methods, formally and substantially to apply the
methodology of the test of proportionality. Elements of the
test are highlighted above in the generic questions and in the
questions formulated for policy-makers.

4.2. Individual measures

As the subjects of surveillance, individuals, their families and
informal groups may develop strategies and ad hoc measures

20 http://prismsproject.eu. PRISMS is the acronym for Privacy
and Security Mirrors. The 42-month project, comprising partners
from eight European countries, has been conducting a study on
the privacy-security trade-off paradigm. It also carried out a pan-
European opinion survey on privacy and security.
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to mitigate the negative effects of surveillance at the indi-
vidual level. One part of these strategies and measures can be
regarded as resistance, another part as resilience towards sur-
veillance. The two notions, resistance and resilience, are
partly overlapping and sometimes difficult to distinguish;
however, resistance is understood as active opposition, pro-
test, “fighting back”, while resilience as a property of the in-
dividual or group makes them capable of tolerating stresses
and shocks, recovering from these harmful impacts and
learning from earlier experience.

The precondition of resistant or resilient measures is that
the affected individuals perceive surveillance, or perceive the
surveillant elements in their everyday lives. Some forms of
surveillance, such as the use of polygraphs or body scanners,
are easy to comprehend, while widely used forms of computer
communication and Internet use may not reveal their
inherent surveillant elements to most users. It is important
that the subjects of surveillance, even if they are unable to
oversee all possible implications of surveillance practices, be
aware of the potential of the surveillance practice concerned.

4.2.1. Radical solutions

On the side of active protest, some people may destroy CCTV
cameras, generate black-outs or use microwave jamming to
distort communication channels of surveillance equipment.
No matter how spectacular these militant actions may be, the
perpetrators are committing criminal offences.

Those who prefer to stay within the borders of legality may
still choose a radical solution: retreating from modern urban
society, living in remote rural areas, hiding from satellite
photography, not using the Internet and mobile phones —
however, such solutions might result in disproportionate dis-
advantages to such individuals and other members of society.

People who, for whatever reason, do not want to be sub-
jects of face recognition systems and thus social sorting may
use hats and sunglasses to cover their faces; demonstrators
sometimes use identical masks in order to make themselves
unidentifiable.

Activist-minded people, or NGOs acting on their behalf, may
call other people's attention to CCTV cameras or other surveil-
lance practices, making them visible or evenironic orlaughable.

4.2.2. Resilient attitudes

People who do not want to give up the advantages of modern
information and communication technologies may still
choose not to use tracking services or smartphones, unless it
is really necessary for them. Others, who are aware of the
profiling capabilities and techniques of service providers, may
occasionally give false data about themselves where giving
real names and other personal details is not a precondition of
using a particular service.

Users of modern services need to consciously distinguish
situations when they really need targeted and custom-tailored
business offers and when this is not necessary or even disad-
vantageous to them; they need to distinguish cases when they
really need location-based services, such as finding a nearby
shop, and when they do not want to be tracked. In the latter
case, users should switch off tracking devices and applications,
log out from temporarily unnecessary networks or remove the
battery from their phones. People who use passports or other ID

documents with built-in radio frequency identifiers (RFID chips)
should use a protective cover (known as a Faraday shield),
which avoids unnecessary identification and tracking, and
open it only when it is necessary to use the document.

A simple and customary way of reducing the level of
profiling of mobile phone users is to use multiple phones and
swap the pre-paid cards between their own phones and the
phones of others. Pre-paid cards provide fewer possibilities for
profiling than subscription phones.

4.2.3. Privacy enhancing technologies

Users of Internet-based and/or mobile networks and services
should be aware of, and use, privacy enhancing technologies
(PETs) and services. Some PETs help users to mitigate indi-
vidual harmful effects, offering, for example, cookie man-
agement tools, anonymous browsing options, non-tracking
search engines or snoop-proof e-mails. Other PETs offer
system-level solutions, such as the TOR network, which pro-
vides anonymous communication channels, or the so-called
private or attribute-based credentials, which allow in-
dividuals to use only the necessary amount of identifying in-
formation required for using a service. The third group of
PETs, visualisation programs and applications — such as the
ones that show the real route of e-mails or reveal what others
can see about you on the Internet — do not solve any practical
problem in relation to surveillance but make them visible,
thereby helping the users to make informed decisions.

In general, a conscientious citizen living in an urban
environment, and a conscientious user of modern commu-
nication services, should not live under the “tyranny of con-
venience”. In order to mitigate harmful effects of surveillance,
she should be able to fade into the mass of users, to be part of a
large anonymity inside of which everybody has the same at-
tributes. She should also be careful not to infringe other peo-
ple's privacy or dignity simply by using convenient and trendy
equipment, for instance, by taking pictures of her neighbours
or friends and posting them on social networks.

In sum, individuals must not develop paranoia when using
services with surveillance capacities, but should have a real-
istic sense for judging the benefits and harms of surveillance,
as well as their longer-term implications. With this approach,
they can actively reduce the negative side effects of surveil-
lance technologies and equipment in their own local or virtual
environment.

4.3. Societal measures

The opinions and actions of opinion leaders, celebrities,
teachers, activists and artists can have an impact on a societal
level. As an outstanding example, Edward Snowden's brave
disclosure of the intelligence agencies' mass surveillance
practices conducted far beyond the constitutional and legiti-
mate borders was a revelation for many people and generated
critical opinions worldwide.”*

21 Although vast amounts have been written about the Snowden
revelations, good overviews are Greenwald, Glenn, No Place to
Hide, Penguin, London, 2014, and Harding, Luke, The Snowden Files:
The Inside Story of the World's Most Wanted Man, Guardian Faber
Publishing, London, 2014.
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If such impacts promote the critical evaluation of surveil-
lance and the clear distinction of its advantageous and harmful
effects, then the activities of these influential persons can
contribute to making our present surveillance societies more
democratic, more lawful and ethically more acceptable.
Conversely, if such personalities, driven by interests or convic-
tion, exert an opposite influence on public opinion, then their
views may reinforce the disadvantageous impacts and harmful
effects of surveillance. Thatis why society's critical thinking and
reactions are of utmost importance in such matters.

4.3.1. Individual responses as collective actions

If many individuals respond the same way to the same surveil-
lance challenges, they can exert a societal influence even if they
are notorganisationally co-ordinated. Certain free services, such
as Change.org, can facilitate the collecting and forwarding of
such responses of individuals. Virtual advocacy networks and
blogs publicising surveillance practices may be regarded as in-
termediate forms between individual and organised responses;
however, organised collective actions or protest movements can
also grow out of such individual responses.

A less spectacular but rather efficient kind of individual
response exerting large-scale impact is the consequent
change of consumer behaviour. If users of Internet-based and
mobile services preferred less surveilling (or more privacy-
friendly) services and service providers, or boycotted privacy
intrusive ones, despite seemingly advantageous marketing
offers, such actions would certainly change the business
model of such services, resulting in the decrease of the
harmful side effects of surveillance.

4.3.2.  Demonstrations

Demonstrations against surveillance belong to the most
radical and spectacular forms of societal measures, which can
have a direct impact, amplified by the media, on legislation and
regulation, and their enforcement, as well as on public opinion
and individual behaviour. Since surveillance itself, and in
particular the asynchronous use of personal data in computer
networks, is an abstract notion, members of the public may
have difficulties in understanding its nature and implications.
Civic organisations may act as intermediaries and help people
understand surveillance practices and organise demonstra-
tions, as happened in Germany where tens of thousands of
protesters demonstrated on the streets of Berlin against the EU
Data Retention Directive and against surveillance.”

22 EDR|, the privacy advocacy organisation, stated that “The first
worldwide protests against surveillance measures such as the
collection of all telecommunications data, the surveillance of air
travellers and the biometric registration of citizens were held on
11 October 2008 under the motto ‘Freedom not Fear - Stop the
surveillance mania!’. In at least 15 countries citizens demanded a
cutback on surveillance, a moratorium on new surveillance
powers and an independent evaluation of existing surveillance
powers.” EDRi-gram, “International Action Day ‘Freedom Not
Fear’ — 11.10.2008’, Number 6.20, 22 Oct 2008. Some
50,000—70,000 citizens participated in the demonstration in Ber-
lin. See Hornung, Gerrit, Ralf Bendrath and Andreas Pfitzman,
“Surveillance in Germany: Strategies and Counterstrategies”, in
Serge Gutwirth, Yves Poullet and Paul De Hert, Data Protection in a
Profiled World, Springer, Dordrecht, 2010, p. 153.

4.3.3.  Specific groups with a big impact

Certain social and professional groups may have an impact on
surveillance societies bigger than their proportion of the
population. One such group is the community of IT pro-
fessionals. As Lawrence Lessig famously noted, in modern
information societies, “Code is Law”,?® that is, the de facto
lawmakers are the coders: the IT specialists who design,
implement and maintain information systems, including
surveillance systems. This is why other members of society
need to learn, and influence, their views on this subject mat-
ter. Studies of IT professionals' views on surveillance have
shown that these professionals are more critical towards
built-in surveillance capabilities of the information systems
they are required to design and operate than may be generally
assumed. It is therefore important to demonstrate to these
specialists that society expects them to create a world through
the systems they design in which they would happily live as
private individuals, too.

Similarly influential can be the non-governmental organi-
sations specialised in information rights and freedoms, or
consumer protection groups, together with their supporters,
not only through organising demonstrations but also through
publicising the location and functioning of CCTV cameras on
their websites, as has happened in Milan and Budapest,
among other cities.

4.3.4. Surveillance and democracy

The two notions, surveillance and democracy, can easily be
regarded as contradictory, even antagonistic. However, as
Haggerty and Samatas show,”* there exist surveillance prac-
tices that may fit into a democratic, rule-of-law society, pro-
vided that such systems comply with the fundamental legal,
ethical and procedural requirements of such societies. In
addition, the connotation of surveillance is different across
countries and cultures, as are the social and political tradi-
tions even in liberal democracies. Citizens of former dicta-
torships or authoritarian regimes may be less sensitive to
surveillance practices, or concentrate only on state surveil-
lance while being negligent towards new business-driven
forms of surveillance. However, a lower level of sensitivity
in society does not decrease the responsibility of those who
introduce or operate surveillance systems, with special regard
to globalisation trends that decrease differences among sur-
veillance techniques, practices and ideologies worldwide.

4.3.5. Sousveillance, equiveillance

An activist approach rather more idealistic than a realistic
societal measure is the so-called “sousveillance”, that is, sur-
veillance from below, or counter-surveillance, or “watching
the watchers”. While it is an inevitable component of a
transparent and accountable surveillance system to provide
channels through which the subjects can receive information
about the surveillance practices, such actions, mainly in the
domain of visual surveillance (for example, demonstrators
using their mobile phone cameras to photograph police using

2 Lessig, Lawrence, Code and Other Laws of Cyberspace, Basic
Books, New York, 1999, Chapter 1.

24 Haggerty, Kevin D., and Minas Samatas (eds.), Surveillance and
Democracy, Routledge, Abingdon, Oxon., UK, 2010.
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cameras to surveil protestors), may serve as an awareness-
raising tool rather than a real societal response to surveil-
lance which, according to their proponents, would finally
reach an equilibrium of surveillance powers, “equiveillance”.

4.3.6. Surveillance and art

The positive and negative ideas constructed about surveil-
lance, curiosity and fear, trust and distrust, relationships be-
tween individuals, between state and society, are reflected in
the media, popular culture and various artistic genres. Suc-
cessful mainstream films, fiction and non-fiction can have a
significant impact on public opinion, thus indirectly on the
regulation and practice of surveillance. Although the “Big
Brother culture” of reality shows may downplay the serious
nature of surveillance, socially responsible art films, together
with advocacy or activist films, may counterbalance this ef-
fect. There are artists, works of art and even artistic genres
whose central theme is surveillance and being under sur-
veillance. This specific branch in contemporary art is often
called Surveillance Art, and its creators surveillance artists.
Experimental films and alternative art have a relatively small
and specialised audience; however, they can also have an
impact on people's approach toward surveillance at the soci-
etal level.

4.3.7.  Public opinion

Surveys, quantitative and qualitative methods of measuring
public opinion, constitute an important element of demo-
cratic governance. Pro- and anti-surveillance interest groups
and advocates equally like to refer to the findings of such
surveys. Pro-surveillance forces are particularly keen on
quoting survey results proving that people do not take an in-
terest in protecting their private sphere and do not oppose
increasing surveillance practices. However, as Raab and
Szekely have shown in the EC-funded PRISMS project,” both
the media and various interest groups have a tendency to
cherry-pick the research findings that best support their own
views, and to accept these partial results as scientific
evidence.

In addition, in a democratic society, there are limits even to
majority opinions; policies and regulations must not reflect
the majority's views exclusively. Not infrequently, the mi-
nority must be protected from the majority and, under some
circumstances, it may even become necessary to defend
certain fundamental values, such as privacy, against the
majority public opinion.

4.3.8. An activist press

The free press is a precondition but is not in itself a satisfac-
tory safeguard against the harmful effects of surveillance
practices. Since the media in liberal capitalism is often subject
to financial and other influence by the government and busi-
ness entities, including those who have vested interests in
increasing surveillance, the presence of an activist-minded
press is indispensable for making these practices known,
accountable and subject to criticism.

% See Deliverable 7.1. http:/prismsproject.eu/wp-content/

uploads/2013/03/PRISMS-D7-1-Report-on-existing-surveys.pdf.

Societal measures are interrelated with both regulatory
measures and the behaviour of individuals. All these potential
measures can contribute to influencing regulation, enforcing
transparency and accountability of surveillance, and tilt
power asymmetries more toward individuals.

5. Conclusion

To recapitulate, this article has contended that questioning
surveillance practices is essential if society is to improve its
resilience to the increasing pervasiveness of surveillance. We
have defined resilience as “the ability of people (individuals
and groups) and organisations to adapt to and/or resist sur-
veillance, recognising that, while some forms of surveillance
may be acceptable or tolerable, others pose a serious chal-
lenge to our fundamental rights”. The authors have prepared a
set of questions that different stakeholders — policy-makers
and regulators, consultancies, service providers, the media,
civil society organisations and the public — can ask them-
selves as well as those developing, operating or authorising
mass surveillance. In short, the public do not have to accept
the increasing pervasiveness of mass surveillance systems,
but can question them before they are constructed as well as
after they are established.

While we recognise that some surveillance is relatively
benign, mass surveillance systems may seriously erode many
important individual rights and social values, including de-
mocracy and privacy. In mass surveillance systems, everyone
may become a suspect. The questions we have devised are
designed to alert stakeholders to the potential harms that may
arise from surveillance practices so that they can then antic-
ipate, avoid and recover from those harms. We note that such
harmful consequences include — but are not limited to —
infringement of fundamental rights, economic and environ-
mental harms, and social harms such as discrimination and
the erosion of trust. All stakeholders, and not only those
referenced in this article, should ask questions about the
lawfulness, necessity, proportionality and purpose of sur-
veillance systems. They should also question the impact of
surveillance systems on society and the polity, and about the
measures that can be taken to improve societal resilience to
surveillance.

Asking questions about a surveillance system is most
useful before a decision has been taken to proceed with it, as
happens in a surveillance impact assessment or a privacy
impact assessment.”® However, many questions are also
useful when scrutinising an existing system. Reflecting on
such questions will help to inform stakeholders about a sur-
veillance system, its individual and social impacts, and its
social, political and legal acceptability.

The questions raised in this article are not offered as a
mechanical “check-list” for policy-makers and regulators, but
rather as a trigger for more reflective self-interrogation and
modification of practices. Nor do we regard the questions as
sufficient for enhancing resilience to surveillance in a

%6 Wright, David, and Charles D. Raab, “Constructing a surveil-
lance impact assessment”, Computer Law & Security Review, Vol.
28, No. 6, Dec 2012, pp. 613—626.
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surveillance society. Hence, we have compiled a set of
possible measures that policy-makers and others might wish
to employ in order to enhance such resilience. Many of these
measures are aimed at overcoming the opacity and non-
accountability of many surveillance systems, which we

regard as an essential element of effective resilience to the
same. The Snowden revelations have been a wake-up call for
citizens. This article has offered some tools by means of which
key socio-political groups, including the public, can respond to
the situation pointed up by such revelations.
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