
Chapter 22
Findings and Recommendations

David Wright and Paul De Hert

In this final, concluding chapter, we present our key findings and recommendations
from the contributors to this book for privacy impact assessment (PIA) policy and
practice. They are addressed to those who undertake PIAs and those who set policy
with regard to the use of PIAs. Not surprisingly, we do recommend much wider use
of PIAs in the public and private sectors. PIA is a potentially important instrument
in the privacy toolbox which includes other instruments such as data breach notifi-
cation, privacy by design, the right to be “forgotten”, collective redress mechanisms
(i.e., class action lawsuits) and privacy-enhancing technologies such as encryption
and access control. A PIA may well recommend the use of one or more of these
other instruments.

There are differences in PIA policies and practices, as indicated in Chapter 1
and throughout this book. PIA comes in many different shapes, sizes and flavours,
as Nigel Waters says in Chapter 6. This fact reflects the wide range of motives
and objectives for undertaking PIA; the identity, status and experience of both the
client and the assessor; the stage of the project at which the PIA is undertaken; the
involvement of third parties and the development and approval process into which
the PIA is inserted.

PIA policies and practices in Australia, Canada, New Zealand, the United
Kingdom and the United States have good points, but also shortcomings. By taking
the best elements of each, one can construct a PIA policy and practice that realises
the “great potential” of which Nigel Waters writes. This chapter reflects what we
believe to be the best elements.

This chapter contains three sections. The first addresses PIA policy issues and,
as such, is especially aimed at policy-makers who may be developing a PIA policy
in their countries or who might be considering how to improve an existing policy.
The second offers guidance on how individual PIAs should be undertaken. The third
concludes the chapter with remarks on how PIA could be improved.
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Our recommendations can be found in the subheadings, with the text following
each of those subheadings drawn from the contributors to this book in support.

22.1 PIA Policy Issues: Recommendations for a Better
Framework on PIA

22.1.1 PIAs Should Be Conducted by Any Organisation
Impacting Privacy

If an organisation undertakes a project, develops a new technology or service or
policy which impacts privacy, they should conduct a PIA. If the risks to privacy are
negligible, then a limited, small-scale assessment may be all that is necessary. If it
seems there might be significant risks, then they should conduct a full-scale assess-
ment. Although government departments and agencies have been the primary users,
PIA practice has been spreading to the private sector as indicated by the inclusion of
chapters in this book from representatives of three large multinational companies,
i.e., Nokia, Siemens and Vodafone.

Robin Bayley and Colin Bennett (Chapter 7) add that private sector PIAs are
frequently conducted for information technology projects, and have been conducted
by telecommunications companies, those providing back-room services in human
resources and payment processing, banks and other financial institutions, interna-
tional energy companies and major retailers. PIAs are spreading from the public to
private sectors through contracting out, public-private partnerships and other joint
initiatives, particularly in the health care field with shared information systems. PIAs
may also be conducted by those seeking access to publicly held information as a due
diligence exercise before information sharing agreements are concluded.

22.1.2 PIA Needs Champions, High Level Support
and an Embedded Privacy Culture

If they are not to disappoint, PIA requires championing across organisations and
“culture change”. David Parker in Chapter 3 notes that the introduction of impact
assessment procedures may be treated by politicians and officials as an unwelcome
or even “pointless” extra burden on their time and resources. He is convinced that
the proper adoption of impact assessment is undoubtedly reliant upon unequivocal
and continuing high-level political support within government.

Kenneth Bamberger and Deirdre Mulligan (Chapter 10) attach importance to “the
role of internal agency structure, culture, personnel and professional expertise in
whether the PIA process can be meaningfully integrated as an element of bureau-
cratic decision-making”. Specifically, they point to the importance of substantive
experts combined with internal processes for insinuating privacy into daily prac-
tice, and the need for status and structures that respect the different roles privacy
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professionals play in protecting privacy during policy-making and integrating pri-
vacy into the bureaucracy. They say that one of the factors that led to the relatively
successful implementation of PIA policy and practice within the US Department
of Homeland Security (DHS) was “the existence of a high-status privacy expert
within DHS, a CPO [chief privacy officer], specifically charged with advancing pri-
vacy among competing agency interests, located in a central position within the
agency decision-making structure, able to draw on internal relationships and exter-
nal sources of power, and operate with relative independence”. Privacy professionals
in the private sector interviewed by Bamberger and Mulligan also stressed the
importance of embedding expertise within business units and establishing specific
staff who are personally responsible for privacy.

Nokia’s Tobias Bräutigam (Chapter 11) agrees that “privacy assessments only
make sense when they are embedded in a governance model that supports the imple-
mentation of the results”. From Bräutigam, we learn how Nokia has embedded
a privacy culture in its organisation. “There are organisational unit specific roles,
such as the unit privacy officers and unit privacy managers. These staff interpret
Nokia’s privacy approach for the specific unit and define a unit-specific privacy
strategy, mode of operation, implementation guidelines and related practices. To
complement the relatively few resources who deal full-time with privacy, there
are literally thousands of employees who take care of privacy implementation in
concrete projects.”

Privacy requirements, says Bräutigam, must be integrated into each unit’s man-
agement systems and processes. The units are responsible for compliance with such
requirements. They must proactively drive the inclusion of privacy considerations
into the design of their products and services. Without the right culture, assessments
will not be done consistently. So what is done to foster that culture? Privacy has
been included in the code of conduct and the general e-learning that every employee
needs to take. Nokia fosters a privacy-sensitive culture through training, awareness
campaigns, blogs and the company’s intranet.

Stephen Deadman and Amanda Chandler (Chapter 13) say that Vodafone also
seeks to embed privacy management deeply within its business, and then go on to
say that the company’s privacy policy allocates clear governance and accountability
for implementing the policy. At a Vodafone Group level, the policy is sponsored
by a member of Vodafone’s most senior executive committee, and “owned” by
the Group Privacy Officer. Vodafone uses the expression “programme maturity” to
mean the degree to which accountability and operational controls and processes for
privacy risk management are embedded into its business, and managed by compe-
tent and trained privacy professionals. Vodafone aims to ensure that privacy risk
management is built into the organisational culture and delivers tangible benefits.
Experience has shown that this approach is successful in getting the business and
commercial teams to participate in, and provide support and resource for, delivering
compliance activities. Deadman and Chandler say, “It is essential that these teams
are fully engaged because privacy risks arise through and out of their business and
commercial activities and projects.”
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Canada’s Privacy Commissioner, Jennifer Stoddart (Chapter 20), says an
organisation might wish to consider the implementation of cross-functional author-
ities for program approval. This might mean mandating the approval of a privacy
head for projects involving personal information or instituting a requirement for
their sign-off where a program authority believes that a PIA is not required. All in
all, and when combined, these components may prove to be effective instruments in
identifying projects that require privacy analysis.

22.1.3 A PIA Should Be “Signed Off” by a High-Level Official
and Tied to Funding Submissions

In Canada, a PIA must be “signed off” by a deputy minister or other high level
official when making a submission for funding by the Treasury Board. This appears
to be a good practice for ensuring accountability and responsibility. This is like the
impact assessment procedure in the UK, as David Parker (Chapter 3) points out,
where all new legislation is accompanied by a final IA signed off by the relevant
government minister before introduction to Parliament. If a minister or his deputy
or a board member of a company has to sign off (i.e., approve) the PIA, it increases
accountability. Senior officials are unlikely to want to affix their signature to a sub-
standard document where there is a risk that they will be criticised subsequently for
having agreed to an inadequate, deficient PIA.

While linking PIA conditions to project funding is intended to serve as a critical
external control in enforcing privacy analysis for project proposals, Stoddart says
the submission process does not provide sufficient coverage over program changes
(or the various micro-initiatives often undertaken within larger approved programs).
Yet these smaller initiatives or program changes, particularly when combined, might
have serious privacy impacts and should therefore have been considered as potential
PIA candidates. Thus, when organisations perform a PIA, they should use the oppor-
tunity to consider the privacy implications of their activities beyond the immediate
project.

22.1.4 Risk Management Should Be a Part of PIA, and PIA
Should Be Part of Risk Management

Several authors make the point that risk assessment and management are a key part
of a PIA and/or that PIA should be a part of risk management. The Treasury Board
of Canada Secretariat’s Directive on PIA says “a PIA is a component of risk man-
agement that focuses on ensuring compliance with the Privacy Act requirements
and assessing the privacy implications of new or substantially modified programs
and activities involving personal information”.1

1 Treasury Board of Canada Secretariat, Directive on Privacy Impact Assessment, Ottawa, 1 April
2010. http://www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=18308&section=text

http://www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=18308&section=text
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The first attempt by industry in developing a PIA framework in response to the
European Commission’s Recommendation on RFID was dismissed by the Article
29 Working Party as unacceptable because, among other things, it avoided any kind
of risk identification process. Subsequently, as Sarah Spiekermann informs us in
Chapter 15, a European group from a variety of industries and academic back-
grounds forced the initial authors to outline a methodology that identified privacy
risks and mitigation strategies. This group also insisted that the PIA report provide
enough details about an RFID application and its back-end infrastructure to allow
for a comprehensible identification and judgement of such risks.

Laurent Beslay and Anne-Christine Lacoste (Chapter 16) report that the first
RFID PIA framework produced by industry did not meet the Article 29 Working
Party’s expectations because, inter alia, it did not include an effective procedure for
risk assessment, nor did it give consideration to the risks linked with tags carried
by individuals. The Article 29 Working Party considered that, in order to be assured
that measures taken by an operator are adequate or proportionate to the risk, it was
essential that a procedure be developed that allows an identification and assessment
of the risks linked with the processing of RFID data. ENISA made a similarly criti-
cal comment. ENISA called for a structured approach in the RFID PIA Framework
based on existing risk management methodologies, especially the ISO/IEC 27005
standard. ENISA said that, in order to better encourage the early consideration of
privacy risks, there was a need to integrate PIA practices with an organisation’s
overall approach to risk management.

Jennifer Stoddart says an organisation should create and embed administrative
linkages between PIAs and other risk mitigation tools. She envisages the integration
of IT threat and risk assessments (TRAs) or other business case documents with
a requirement to complete a PIA under certain specified conditions. When one is
performed, so is the other.

22.1.5 Privacy Commissioners Should Play a Key Role in PIA

Privacy commissioners, or data protection authorities (DPAs), as they are more
narrowly known in Europe, play a key role in promoting PIA. From their survey
of DPAs in Europe, reported in Chapter 4, Gwendal Le Grand and Emilie Barrau
find that DPAs and data controllers alike are showing increasing interest in PIA.
They say that many authorities already perform “PIA-like activities” such as audit
or assessment activities in specific cases such as the development of new legislation.
A couple of authorities mentioned that they do not have the resources to regularly
carry out PIAs or that they do not have a model to use PIA.

In contrast, some authorities have been much more proactive in promoting PIA,
as a self-assessment tool, amongst companies who are designing new policies or
systems. Two authorities (United Kingdom, Denmark) have developed handbooks
that guide data controllers through the process of conducting a PIA. However, while
these authorities give advice on how PIAs should be conducted, they do not approve
or sign off an organisation’s PIA.
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Nigel Waters believes privacy regulators need to become more active in following
up on PIA reports. They should ask project proponents which recommendations in
a PIA they accept and, if they do not accept all, to explain why they do not do so.
Where recommendations are accepted, there also needs to be follow-up to ascertain
if they have actually been implemented.

Privacy commissioners may not be able to approve or audit all PIAs, says Waters,
but they could review at least some PIAs and publicise the outcomes as a way of
demonstrating the value of PIA (or alternatively of demonstrating the risks of not
addressing privacy implications). He recognises that privacy commissioners will
never be given the resources to carry out a “second assessment” (or audit) of every
PIA, and are unlikely even to be able to adequately supervise private sector assessors
who are engaged directly by project proponents.

This is what the National Audit Office (NAO) in the UK does: it evaluates a
sample of regulatory impact assessments each year.

In Canada, privacy commissioners “accept” but do not “approve” PIAs. For its
part, the Alberta Information and Privacy Commissioner has been reviewing and
commenting on PIAs since proclamation of the Freedom of Information and Privacy
(FOIP) Act in 1995.

Blair Stewart poses questions in Chapter 21 regarding the appropriate role to be
played by the DPA or privacy commissioner in the PIA process. Does the practice of
receiving PIAs “for information” (but no analysis or action) represent a pragmatic
and appropriate response or an abrogation of responsibility? What do organisations
expect and want? If the regulator is entirely uninvolved during an assessment, will
that lead to problems being deferred until it is too late for the regulator to influence
events? He fears that the role of the regulator during an assessment is prone to
misunderstanding. In some PIA arrangements, the regulator has no relevant role
pending production of a PIA report. In some people’s view, this fails to make most
suitable use of the expertise and resources of the regulator. On the other hand, if
the regulator is to become involved during that stage, it is essential that all parties,
including the regulator, understand the role to be performed.

Recognising the expertise of the regulator and the usefulness of review and feed-
back, assessors often deliver the reports in draft form and seek comment. This point
in the process is full of promise and opportunity for the assessor, organisation, reg-
ulator and other stakeholders but also contains risks for several of these. Making
the most of this moment, says Stewart, is essential for the success of PIA as a mod-
ern means for understanding privacy risk and opportunity and managing processes
to deliver good privacy outcomes for individuals whether as citizens, consumers,
employees or otherwise. He encourages further exploration of the regulator’s role in
PIA processes.

22.1.6 Prior Checking and PIA Should Be Complementary,
But Their Mutual Relationship Needs More Study

Gwendal Le Grand and Emilie Barrau made a comparative study of the
implementation of prior checking in Europe. Prior checking is the subject of Article
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20 of the EU Data Protection Directive 95/46/EC, which provides that Member
States shall determine processing operations likely to present specific risks to the
rights and freedoms of data subjects and shall check that these processing opera-
tions are examined before they start. Le Grand and Barrau’s study examines how
prior checking has been implemented, how it works in practice and what can be
learnt from it as a regulatory instrument in the development and use of PIAs in
Europe.

Although most DPAs are satisfied with the current prior checking system and
wish to keep this control mechanism, some authorities have pointed out that prior
checking is sometimes considered to be burdensome and time-consuming for both
data controllers and DPAs alike. It is also said to prevent DPAs from focusing on
ex post investigative actions. To remedy the burdensome aspect of prior checking,
some DPAs have already adopted simplified processes to make prior checking more
efficient. Electronic registration systems, appointment of DPOs and reinforcing the
role of PIAs were also highlighted as potential ways forward.

Regarding the interaction between PIAs and prior checking, the vast majority of
DPAs believe that PIAs should complement, but not replace, prior checking – as
the pros and cons of PIAs are still unknown. The rationale for considering PIAs as
complementing prior checking is generally that it will improve data protection and
help determine the appropriate security measures which should be implemented in
a system. Only one authority believes PIAs represent a serious alternative to prior
checking.

Prior checking is at the very heart of the activities of the majority of DPAs: it
allows authorities to monitor and assess “risky” developments and to exercise a
control ex ante as in the vast majority of countries processing operations cannot
start before a decision of the data protection authority is received by the controller.
Authorities have been developing specific instruments and procedures for process-
ing operations subject to prior checking. In this context, PIAs are increasingly
considered as a complement to prior checking.

Florian Thoma indicates in Chapter 12 that Siemens at least views prior checking
in a positive light: “Prior checking. . . can be seen as a sub-type of privacy impact
assessments: such prior checking is a means to ensure compliance of high-risk pro-
cessing operations with the law, and effectively limit or even exclude such risks to
data subjects.” He says Siemens is convinced that prior checking provides benefits
to both the individuals and the company:

If conducted early enough, it is an efficient means to protect the privacy of individuals in
directing projects onto the right tracks. It offers the company significant advantages because
it can ensure its compliant behaviour, foster employees’ and customers’ trust, achieve a
higher degree of quality, transparency and security and avoid incurring additional costs
and delay that could result from non-compliant actions, in particular, in the design of IT
systems. While reliable data on these effects seems to be rare, we are convinced that this
will outweigh the resources consumed for the assessment itself in nearly all cases.
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22.1.7 Transparency Contributes to the Success of a PIA

Many of the contributors to this book say that a vital condition for the value and
success of a PIA is transparency – of the PIA process itself as well as ensuring
that the assessor and stakeholders have all relevant information to assess the privacy
impacts of a proposed new project or service. Or, as Paul De Hert puts it, a proper
assessment is not possible if all the cards are not on the table. Nigel Waters says
the potential for different conclusions to be drawn from the same facts strengthens
the case for maximum transparency – if all PIA reports are made public, then inter-
ested parties can compare them and form their own judgement about their relative
strengths.

Kenneth Bamberger and Deirdre Mulligan point out that bureaucrats can use
technical projects to stifle transparency: “Decisions about the design and deploy-
ment of technical systems can permit bureaucrats to cloak policy decisions and mask
the exercise of discretion behind claims of technical neutrality and complex jargon.”
On the other hand, Siemens’ Florian Thoma has found that

PIAs can support transparency and trust to a very high degree. We have seen many situations
where some project teams’ initial reluctance to work with us in documenting and assessing
privacy aspects (typical arguments were missing resources, expected delays, additional cost,
lack of need) changed completely within a short time. The transparency achieved through
documented processes and the broad availability of such documentation both showed that
there was nothing to hide but supported an open discussion and helped to make stakeholders
understand in more detail what the aims of a project were.

Laurent Beslay and Anne-Christine Lacoste speak of the need to communicate
in a transparent and appropriate way with DPAs as well as end users about the
identification of residual risk as one of the end products of a risk assessment.

Artemi Rallo (Chapter 18) also touches on transparency, which he says is
strengthened by the Madrid Resolution, which sets out in the proposed standard
the information to be provided to data subjects, including a special case regarding
the need to use particularly clear and plain vocabulary when dealing with minors.
The obligation for transparency is especially important when the basis used to legit-
imise the processing of data is consent, which must be freely given, unambiguous
and informed. A failure in the duty to inform could nullify consent and therefore
result in unlawful processing.

Jennifer Stoddart says enhancing the transparency of the PIA process is critical to
improving the quality of privacy analysis in government. Greater scrutiny generated
by public exposure can prompt greater care in the preparation of PIAs and provide
Parliament and the public with the necessary information to inform debates con-
cerning privacy protection. Public disclosure may also provide additional assurance
that privacy impacts are being appropriately considered in the development of pro-
grams, plans and policies – essentially holding each institution to public account for
the adequacy of the privacy analysis that was undertaken. Whereas improved public
reporting can be a constructive tool for organisational development and the enhance-
ment of internal privacy practices, poor public reporting may have a profoundly
damaging effect on the trust of individuals in their government.
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Sarah Spiekermann comments that one pitfall involved in the negotiation of PIA
reports with industry is the difficulty of establishing consensus on what needs to
be reported in the different phases of analysis. Companies often want to avoid a
description of data flows, push for the publication of just a summary about the results
of a PIA (as is the case in Canada), or both. Europe’s PIA Framework for RFID
states that the “initial analysis must be documented and made available to data pro-
tection authorities upon request” and that this documentation not only describes the
RFID application, but contains all information needed to judge the potential privacy
impact of the system.

22.1.8 Publish the Results of the PIA and Communicate
with Stakeholders, Including the Public

Paul De Hert says PIAs should be made public in order to allow individuals to
go to court. A decision-making process should be based on facts and needs to be
fair. Elements such as the cost of technology and health implications need to be
made public. A principled distrust of impact assessments needs to be the default
position; they are always fitting a certain agenda and therefore they will never be
undisputed. That is, however, precisely the reason why these documents need to
be made public: they allow contestation and public debate. Ideally, there is public
consultation when technology is designed (technology can still be redesigned) or
planned. A true assessment can only be made when all the details are known. The
first concept of the assessment document should subsequently be made public in
order to gather reactions.

In the UK, David Parker says that drafts of an impact assessment are prepared and
published during the policy-making process, with public consultation taking place
(normally a minimum of 12 weeks are allowed for consultation).2 In the UK, impact
assessments are created over a normal policy development time period of six months
to two years and are referred to at the first stage of the process as “preliminary”,
“partial” or “consultation” stage impact assessments, and at the second stage as
“final” ones. In this respect, regulatory impact assessments differ from PIAs, which
are almost never published.

Robin Bayley and Colin Bennett note that, generally, only PIA summaries are
published (by posting on an organisation’s website) in Canada, and individuals
wanting to see the entire PIA must apply under freedom of information legisla-
tion, which is typically the case in the UK too. Commonly, information relating
to security controls would be withheld. Other exceptions to release relate to policy
advice, legal privilege and executive confidence and harm to intergovernmental rela-
tions, international affairs and defence, law enforcement and financial, economic
or third-party business interests. Jurisdictions have slightly different wording and
precedents regarding the interpretation of these exceptions.

2 The government has published a code of practice on consultation since 2000. The latest version
was released in 2008. See http://www.berr.gov.uk/files/file47158.pdf

http://www.berr.gov.uk/files/file47158.pdf
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They go on to say that the timeliness of posting summaries varies as does compli-
ance with the basic requirement to publish and the descriptiveness of the summary.
Of the jurisdictions Bayley and Bennett studied, Ontario is the only one with no
requirement to publish PIAs or summaries. The most fulsome summaries are pro-
vided by government of Canada public institutions but even those can be brief and
do not generally confer a full understanding of the privacy issues and mitigation
strategies. Most provincial summaries describe the initiative in a paragraph or two
and serve only as a notice that a PIA has been completed. Exceptions exist and
some organisations post entire PIAs or very detailed summaries. It is, however, more
common to find meaningless statements that risks were identified and appropriate
mitigations implemented or planned, with no hint to what those might be. In the
case of multi-jurisdictional or multi-party initiatives, one can often find out more
from one party than another.

In the UK, Adam Warren and Andrew Charlesworth point out that the ICO
Annual Report published in July 2010 noted that “over 300 Privacy Impact
Assessments have been started across central government and their agencies”, yet
very few UK PIA reports have reached the public domain. Moreover, evidence of
private sector activity in this field is almost non-existent.

Sarah Spiekermann encountered the same reluctance to publish on the part
of companies in the RFID domain. “The compromise reached for RFID PIAs is
that PIA reports will not be public, but must be made available to competent
authorities in line with section IX of the Directive 95/46/EC. This requirement
means that, in most cases, a company’s data protection official or the depart-
ment responsible for the RFID deployment will prepare the PIA report for
authorities.”

22.1.9 Guard Against Conflicts of Interest

John Edwards says in Chapter 8 that it should not be surprising that a client, whether
a company or a government agency, will seek a PIA that sanctions his project or
policy or at least with a few cosmetic changes. It is natural that a client who has
invested his psychic energy, if not material resources, into a proposal is not likely
to welcome a naysayer, someone who raises alarms about the privacy implications,
especially if the naysayer is in the client’s employee or is a consultant, perhaps hired
with the expectation that the assessor will put an acceptable gloss on the proposal.
However, as he so colourfully puts it, it is not the assessor’s job to apply lipstick to
a pig.

Even so, the client may have decided that he will, no matter what, undertake
a project or implement a policy, despite the privacy implications. In such a case,
the assessor may need to frame his report based around certain stated givens. The
assessor might recommend a robust statutory regime, including penalties for misuse,
and tight constraints on permitted uses of the personal information. The assessor
might also make recommendations related to internal policies, staff training, public
notification and the security of and permitted access to IT systems.



22 Findings and Recommendations 455

Nigel Waters says the typical model adopted for engaging and funding a PIA
is that the proponent of the scheme to be assessed both engages the assessor and
pays for the PIA. He expresses surprise that there has been little commentary on
or criticism of this model, particularly given the widespread criticism of the same
model in the field of environmental assessment. He asks if the pressure to qual-
ify or water down analyses and recommendations could be reduced if a different
model were adopted. Because of the pressures on the assessor, PIA reports will
often only hint at potential problems. Assessors trying to fully document adverse
privacy effects, or to suggest alternatives or safeguards, but constrained in their abil-
ity to do so too bluntly, can often nevertheless include clues that can be detected and
interpreted by experienced readers.

22.1.10 Ensure Third-Party Review and Audit of PIAs

A third-party review and/or audit of PIAs is necessary, as Nigel Waters points out,
because it is all too easy for project proponents to say initially that they accept and
will implement suggested changes, only to find reasons later to backslide, and either
partially or wholly abandon their initial commitment.

Robin Bayley and Colin Bennett say that reviews are an effective part of PIA
in Canada and provide much additional value. Where reviews are not required
or recommended, less formal, voluntary consultations may take place. At the
national level, public agencies are required to share their PIAs with the Privacy
Commissioner of Canada. The government of Canada has developed a PIA Audit
Guide, “intended as a reference tool for Internal Auditors in the Government of
Canada and may also be of assistance to the privacy community, including PIA
Coordinators”.3

At the provincial level, PIAs are reviewed by central agencies responsible for pri-
vacy within government or the privacy commissioner or both. The reviewing agency
generally accepts but does not “approve” the PIA or may only note that consultation
has taken place. During the review process, there is generally some back and forth
communication. PIAs may be sent back to the originating organisation for clarifica-
tion, further work on the specifics of personal information collection and handling,
or for more fundamental program redesign to address privacy risks. However, they
say that the extent to which the PIAs are revisited and revised and the promised
mitigation measures implemented is unknown. Privacy regulators have reason to
believe that PIA plans are not always carried out. The system would benefit from
increased accountability for implementation of PIA plans. Currently, there is no
reporting mechanism in Canada for the implementation of PIA plans. A requirement
to conduct post-implementation reviews would work only if there were sufficient

3 Treasury Board Secretariat of Canada, Privacy Impact Assessment Audit Guide, as archived.
http://www.collectionscanada.gc.ca/webarchives/20071211001631/www.tbs-sct.gc.ca/ia-vi/
policies-politiques/pia-efvp/pia-efvp_e.asp

http://www.collectionscanada.gc.ca/webarchives/20071211001631/www.tbs-sct.gc.ca/ia-vi/policies-politiques/pia-efvp/pia-efvp_e.asp
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resources dedicated for meaningful and ongoing review within a system that entailed
mandatory independent review of PIAs and focused on high-risk initiatives.

In her chapter, Jennifer Stoddart describes the extensive audit in 2007 of PIA
practice in government departments and agencies, the first of its kind in Canada and
probably anywhere. It was an important initiative, not only for its findings, but also
for its salutary effects on PIA practices government-wide and its promotion of PIAs
as an effective risk management tool. She underscores the importance of internal
oversight in the conduct of PIAs. “Absent appropriate and operational management
controls, PIA infrastructures are unlikely to operate as intended.”

In the US, Kenneth Bamberger and Deirdre Mulligan say their findings “suggest
the importance of continued research into the role of alternate methods of external
accountability as a means for strengthening the hand of privacy officers internally”.
They found that implementation of the PIA requirement has been neither swift
nor uniform. Government Accountability Office (GAO) reports have documented
specific failures to comply with privacy requirements for programs covered by the
E-Government Act. These findings suggest that third-party review and/or audit of
PIAs is necessary so that recommendations can be made on improving PIA practice.

In Germany, Florian Thoma explains that processor audits are mandatory. Data
processors must not only be chosen diligently and bound by detailed written con-
tracts, but also need to be audited on a regular basis throughout the contract term.
Siemens requires each of its providers to be audited prior to the commencement of
its operations, and then in defined intervals thereafter.

22.1.11 Common Standards and Good Practice Need
To Be Better Identified

As mentioned above, PIAs vary considerably as a practice, process and reports.
Currently, there are differences in approaches to PIA, not only between countries,
but even within governments, as Kenneth Bamberger and Deirdre Mulligan point
out in their review of how two US agencies have implemented the PIA require-
ment in the adoption of RFID technology. “The two different approaches reflect
the highly inconsistent adherence to the PIA mandate across agencies, and even
between programs within a single agency.”

Stephen Deadman and Amanda Chandler say Vodafone encourages privacy
standards across the industry wherever possible by working with its partners, com-
petitors and industry and technology standards bodies. On the other hand, they say
there is no single model or form of PIA, as PIAs are used in different contexts,
including strategic and operational contexts.

Some steps towards standards have been taken. There is the ISO 22307 voluntary
standard which is focused on PIA for the financial services industry. According to
Marty Ferris (Chapter 14), the development of ISO 22307:2008 recognised that the
frameworks for providing privacy protection among the members of the financial
services industry as well as within each country may be different. He says the inter-
nationalisation and standardisation of PIAs are critical for cross-border financial
transactions.
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Sarah Spiekermann says that all industries using RFID will need to develop PIA
templates and that industry associations will need to set standards for how to go
about PIAs in their respective domains. Laurent Beslay and Anne-Christine Lacoste
say that the question of harmonisation of criteria for the assessment of PIA reports
will also arise. It is not yet completely clear if an assessment (positive or negative)
made in one Member State will be recognised by the DPA of another Member State
or if the RFID system owner will have to go through the whole process again for
each Member State where a decision is required. Mutual recognition of DPAs’ deci-
sions on PIA reports will have to be elaborated and clarified. Further reflection is
also needed on the desirability or utility of some sort of certification.

In a globalised world, the problems arising from the existence of different pro-
tection systems in different geographical regions can only be a cause of constant
concern, says Artemi Rallo. And not only due to the differences that arise when
guaranteeing a fundamental right, which may be alarming in themselves, but also
due to the subsequent difficulties in relation to international exchanges of personal
data. Achieving harmonisation between the multitude of existing legal systems
while also guaranteeing a high level of protection in data processing is the ambitious
challenge that underlies the Madrid Resolution.

In its explanatory note, the Resolution states that recognition of privacy rights
requires the adoption of a universal, legally binding instrument establishing, draw-
ing on and complementing the data protection and privacy principles laid down
in several existing instruments, and strengthening the international co-operation
between data protection authorities.

In its paper on “The Future of Privacy”, the Art. 29 WP stated that “global
standards regarding data protection are becoming indispensable” and, to that end,
affirmed that the Madrid Resolution deserves support.4 The Resolution is a first step
towards a relevant internationally binding agreement guaranteeing an appropriate
protection to privacy rights around the world. PIA is part of the set of princi-
ples, rights, obligations and procedures that make up the standards proposed in the
Madrid Resolution.

22.1.12 Create a Central Registry of PIAs

The Canadian Office of the Privacy Commissioner’s audit report recommended cre-
ation of a central registry of PIAs. It would help people to find a particular PIA
which might otherwise be buried on a website. Jennifer Stoddart says the purpose of
a registry would be to provide a single window of access to PIAs across government,
regardless of the originating department and program authority. The registry could

4 Article 29 Data Protection Working Party, The Future of Privacy: Joint contribution to the
Consultation of the European Commission on the legal framework for the fundamental right to
protection of personal data, Document WP 168, Adopted on 1 December 2009, p. 10. http://ec.
europa.eu/justice/policies/privacy/workinggroup/wpdocs/2009_en.htm

http://ec.europa.eu/justice/policies/privacy/workinggroup/wpdocs/2009_en.htm
http://ec.europa.eu/justice/policies/privacy/workinggroup/wpdocs/2009_en.htm
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be used by the public to better understand the substance of government projects
and by central agencies such as the Treasury Board Secretariat and the Privacy
Commissioner to monitor PIA activities. Such a registry, she says, might enhance
the project management capabilities of institutions and facilitate knowledge sharing
between government departments. Precedents for a central index exist, such as that
in use by federal institutions to help the public find information about environmental
assessments conducted by the Canadian government.

The Alberta Information and Privacy Commissioner has already developed such
a registry of all PIAs that have been accepted by the OIPC.5 Its PIA registry con-
tains summaries taken directly from the PIAs submitted. They do not convey OIPC
opinions on the programs or projects referenced.

A central registry might help overcome the current situation in the UK to which
Adam Warren and Andrew Charlesworth point in Chapter 9, i.e., there appears to
be an inefficient use of government resources, with departments apparently unable
to draw effectively upon each other’s prior experience and PIA outputs. Lack of
cross-governmental communication regarding PIAs signally decreases their use as
an effective mechanism for strategic review of privacy risks.

An easily accessible central registry could serve several purposes. One is that
it would make it easier to find examples of good practice. Wright and Mordini
(Chapter 19) say that, in the instance of ethical assessments, a registry could be
strategically important from a policy point of view in the sense that the existence of
some assessments, as shown in a central registry, might encourage other organisa-
tions to undertake similar assessments and provide guidance on how to do so. The
value of good practices depends on how well information about such good practices
is disseminated and how easy it is for project managers to find them.

22.1.13 Multi-agency and Transnational Projects
Should Be Subject to PIA

So far, there are few instances of multi-agency or transnational PIAs. Yet projects
or data exchanges between different organisations, including those based in dif-
ferent countries, may also have privacy impacts. Examples abound. US access to
European passenger name records (PNRs) is one such. While a trans-national PIA
might be problematic on procedural and organisational terms, say Raab and Wright
(Chapter 17), the countries involved in an international surveillance operation, for
example, could nevertheless conduct their own PIA. Following its recommenda-
tions, each country could negotiate with the others involved to ensure that the
surveillance operation was proportionate and necessary or subject to the oversight
of a parliamentary committee and/or a court of law.

New Zealand’s Privacy Impact Assessment Handbook foresaw some years ago
that

5 The registry can be found at http://www.oipc.ab.ca/pages/PIAs/Registry.aspx

http://www.oipc.ab.ca/pages/PIAs/Registry.aspx
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certain projects will have significant privacy implications in more than one jurisdiction.
Indeed, some initiatives will have truly global implications. In such cases, comment might
be invited from the privacy commissioners of several countries before finalising the privacy
impact report. A significant objective of a PIA in such projects may be to ensure that the
project meets or exceeds the data protection and information privacy requirements in all the
relevant countries and achieves a level of trust amongst consumers and regulators.6

The message here is that transnational projects should not escape the scrutiny of
a PIA, simply because they are transnational. Mechanisms and procedures can be
developed to deal with such projects – even if that has not happened yet.

Raab and Wright note that transnational PIA has attracted some attention in the
corporate world. The international consultancy Deloitte & Touche published a guide
to cross-border PIA as long ago as 2001. More recently, a PIA has been performed
for a transnational medical information project in Europe. Robin Bayley and Colin
Bennett refer to a PIA of a biometrics field trial involving the Canadian Citizenship
and Immigration department, the US Immigration and Naturalization Service and
the US Department of State. Canada’s national police force, the RCMP, has also
participated in multi-agency PIAs including multilateral information agreements
regarding immigrants.

Artemi Rallo (Chapter 18) supports PIA of transnational projects: “PIAs could
be extremely useful in the context of international transfers of data, precisely due
to the appropriateness of this instrument to generate evidence demonstrating due
diligence. . . . Those assessments could be used, to a certain extent, to provide a
clear record that the transfer was intended to be carried out with the necessary care,
a relevant factor in order to determine liabilities in case of non-compliance.”

22.1.14 Should PIAs Be Mandatory?

A key issue of debate among PIA experts is whether PIAs should be mandatory, for
both public and private sector organisations.

Although PIAs are not mandatory in Australia, Roger Clarke reports in Chapter 5
that the Australian PIA guide has been relevant to corporations since it was first
published in 2006. Amendments in 2010 were designed to make clearer the guide’s
applicability to business enterprises. He says that, given the range of organisations
whose operations are seriously privacy-invasive, the PIA notion has a long way
to go.

In no jurisdiction in Canada are PIAs mandatory in the private sector, with the
exception of Alberta where PIAs are to be conducted by “private” health-care organ-
isations and any other health service providers named in the regulations. National
government departments and agencies, however, are subject to the PIA policy. Thus,
a PIA should be completed for any initiative involving personal information and

6 Stewart, Blair, Privacy Impact Assessment Handbook, Office of the Privacy Commissioner,
Auckland, June 2007, p. 14. http://privacy.org.nz/privacy-impact-assessment-handbook/

http://privacy.org.nz/privacy-impact-assessment-handbook/
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state security, crime prevention or an international project or agreement. However,
the exceptions to release under freedom of information (FOI) legislation allow
information to be withheld by redaction where it is harmful to federal-provincial
affairs, international affairs and defence, law enforcement and investigations, and
security.

Robin Bayley and Colin Bennett conclude that the likelihood of PIAs being con-
ducted is a function of the policy compulsion to undertake them. The requirement
to conduct a PIA helps ensure that an organisation puts in place proper privacy and
security policies and strategies.

Adam Warren and Andrew Charlesworth note that PIAs have no statutory foot-
ing in the UK, and thus cannot be made a legally mandated process for either the
public or private sector without further legislative enactment. However, as in other
jurisdictions, recent developments in the UK have resulted in a requirement being
placed on some parts of the public sector to adopt PIAs as a required element of
internal project development processes.

Although the introduction of PIAs into the UK was primarily promoted by the
production of the ICO-commissioned Handbook, further impetus was added by a
number of data handling scandals involving public and private sector organisations.
Arguably the highest profile incident, the loss of 25 million child benefit records
by HM Revenue and Customs, resulted in a Cabinet Office review. The resulting
report, Data Handling Procedures in Government, mandated the use of PIAs in
central government departments from July 2008.

From the survey of European DPAs in the context of their chapter, Gwendal Le
Grand and Emilie Barrau found that PIA practice is not yet widespread amongst
companies. It seems that those who do use PIA are multinationals or at least
larger companies. Only two countries (Macedonia, Norway) impose PIA on all data
processors but experience suggests that many entities do not comply with this obli-
gation. They found that only one country (the United Kingdom) obliges just public
entities to develop PIA for all new central government projects involving significant
amounts of personal data.

The survey results show that DPAs in Europe are split on the issue of whether
PIAs should be mandatory. Some authorities believe that making PIA compulsory
will increase administrative and financial burdens. As a consequence, it could lead
to a “ticking the box” exercise, instead of being a process with which entities can
properly engage, and it would thus be less effective than current audit practices car-
ried out voluntarily. These authorities believe that PIAs should rather be promoted
as “best practice”.

Other authorities believe compulsory PIAs would be a good way forward, at least
in the long run. PIAs could, for instance, be made available to the DPA at the time
of an inspection. Some authorities, while backing a compulsory instrument, believe
that it should nevertheless depend on the sector (e.g., administration), size (e.g., big
companies) and/or risks involved in data processing (e.g., for sensitive data).

At the European level, there seems to be a trend towards mandatory PIA, at
least in some cases. In its 4 November 2011 Communication on a comprehen-
sive approach on personal data protection in the European Union, the European
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Commission stated that it will consider whether the future EU legal privacy
framework should include “an obligation for data controllers to carry out a data
protection impact assessment in specific cases, for instance, when sensitive data are
being processed, or when the type of processing otherwise involves specific risks,
in particular when using specific technologies, mechanisms or procedures, includ-
ing profiling or video surveillance”. Also, the European Parliament, in a recent
resolution on Passenger Name Records has considered that “any new legislative
instrument must be preceded by a Privacy Impact Assessment and a proportionality
test”.

The European Data Protection Supervisor (EDPS) says he “fully supports mak-
ing data protection officers and privacy impact assessments mandatory, under certain
threshold conditions”.7

The European Commission has already taken steps towards a mandatory PIA. Its
RFID Recommendation indicates that all RFID operators should assess the impact
of their operations on privacy and data protection. Sarah Spiekermann says that the
bulk of responsibility for conducting a PIA lies with the system vendor or system
implementer and not necessarily the customer. The responsibility of system vendors
becomes particularly important as small enterprises (e.g., small retailers or kiosks
that just check out goods with an RFID scanner) begin to purchase turnkey RFID
systems. The authors of the RFID PIA Framework assumed that system vendors
that develop standardised RFID applications will conduct PIAs for all system ver-
sions they bring to market because they are the ones who determine the purposes
and means of those applications. The authors also thought that in cases where RFID
systems are tailored to customer needs, then system vendors would have the prime
responsibility to inform their customers of the privacy implications of the RFID
application and to use (potentially standardised) PIA templates to check for the pri-
vacy risks together with them. The PIA Framework therefore specifies that PIAs
need to be done only once for a product series.

Laurent Beslay and Anne-Christine Lacoste question what will happen if com-
panies do not comply with the PIA Framework methodology. Will there be any
sanctions? This issue has yet to be discussed in any detail, either in the context of
the RFID PIA Framework or in the instance of PIA more generally if PIA is made
mandatory.

With the recognition of data protection as a fundamental and autonomous right
within the EU legal order, Paul De Hert (Chapter 2) sees no obstacle to imposing
via law a duty for all to assess in advance the impact of a technology or a processing
operation taking into account the provisions of the EU regulations on data protec-
tion. He finds support for his view in the contention of the European Court of Human
Rights that stakeholder involvement and opposition to given facts and choices need

7 European Data Protection Supervisor, Opinion of the European Data Protection Supervisor on the
Communication from the Commission to the European Parliament, the Council, the Economic and
Social Committee and the Committee of the Regions – “A comprehensive approach on personal
data protection in the European Union”, Brussels, 14 January 2011, p. 22, para 105. http://www.
edps.europa.eu/EDPSWEB/edps/Consultation/OpinionsC/OC2011

http://www.edps.europa.eu/EDPSWEB/edps/Consultation/OpinionsC/OC2011
http://www.edps.europa.eu/EDPSWEB/edps/Consultation/OpinionsC/OC2011
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to be possible at the beginning, but also later on throughout the process (e.g., when
new facts emerge).

22.2 PIA Practice: Guidance for Individual PIAs

David Parker writes that impact assessment is intended to be both a continuous
process, to help policy-makers think through and understand the consequences of
government intervention, and a methodology, to enable an objective assessment of
the positive and negative effects of contemplated intervention. One can so describe
PIA too. Indeed, all contributors to this book emphasise the importance of seeing
PIA as a process.

PIA processes differ, however. Hence, in this section, we put forward our findings
of key elements in good PIA practice based on the comments by the contributors to
this book. These findings are particularly addressed to project managers who have
the responsibility for initiating a PIA. Again, we use the word “project” as a catch-
all for any project, service, technology, program, policy or any other scheme that
might impact privacy.

22.2.1 When Is a PIA Necessary?

There are at least two ways one could address the question of whether a PIA is
necessary. One is to ask whether the project involves the processing of personal
data or could impact any type of privacy or whether the project raises ethical issues.
If the answer to any of these questions is yes, then a PIA is necessary.

A second way to address the question is to consider some brief “what if” sce-
narios the aim of which would be to contemplate what could go wrong if the
organisation proceeds with the project. If these scenarios show there are some
privacy risks, then a PIA should be initiated.

Blair Stewart offers this caution regarding the initiation of a PIA:

If this stage is not handled well, there are significant risks. If a PIA is required in circum-
stances that do not justify an assessment, limited privacy policy or compliance resource may
be expended needlessly. If the starting processes are incapable of focusing the assessment
on the key issues, there is a risk that the resultant assessment will fail to achieve its potential
usefulness (or offer a false sense of security).

Bräutigam identifies four main reasons for conducting privacy assessments at
Nokia:

1. to measure the implementation of privacy requirements, to get an understanding
of the current status (risks, controls, root causes, etc.);

2. to find out if new projects follow privacy requirements;
3. to serve as a repository for information requests from authorities and consumers;
4. to improve general awareness.
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Vodafone’s Stephen Deadman and Amanda Chandler also identify several
reasons for conducting a PIA:

• as an element of accountability, to demonstrate that the PIA process was
performed appropriately;

• to provide a basis for post-implementation review;
• to provide a basis for audit, which is an objective and neutral assessment

undertaken by a person or team who is not part of delivering the PIA;
• to provide “corporate memory”, ensuring that the information gained during the

project can be shared with future PIA teams and others outside the organisation.

22.2.2 Determine the Objectives, Scale and Scope of the PIA

Next, organisations should consider the objectives, scale and scope of a PIA.
Conducting a PIA can be a resource-intensive exercise. Hence, a PIA should be
conducted in a manner that is commensurate with the privacy risk identified. If the
risks are not significant, then the scale and scope of a PIA could be limited. If the
risks are significant, then the PIA should be more detailed. If the initial assessment
reveals that there are significant risks, then the project manager should involve stake-
holders to help in considering those and any other risks that may become apparent
in the course of the PIA. At this stage, the project manager should identify who the
PIA is for (e.g., the organisation itself, the privacy regulator, stakeholders. . .) and
the reasons for conducting the PIA.

Marty Ferris lists PIA objectives for the financial services industry, which could
equally apply to PIAs more generally:

• ensuring that privacy protection is a core consideration in the initial considera-
tions of a service and in all subsequent activities during the system development
life cycle;

• ensuring that accountability for privacy issues is clearly incorporated;
• providing decision-makers with the information necessary to make fully

informed policy, system design and procurement decisions for proposed services
based on an understanding of the privacy implications and risks and the options
available for avoiding and/or mitigating those risks;

• reducing the risk of having to terminate or substantially modify a service after its
implementation in order to comply with privacy requirements;

• providing documentation on the business processes and flow of personal infor-
mation for use and review by staff and to serve as the basis for consultations with
clients, privacy officers and other stakeholders.

He further advises that the PIA process requires a plan indicating the scope of
the PIA and systematically establishing the steps to be followed, questions to be
answered and options to be examined. This plan should guide the PIA process by
stating
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• the objectives of the project or service to be examined;
• the privacy policy compliance objectives of the PIA, which as a minimum should

comply with the privacy principles in the OECD’s 1980 guidelines8;
• the life cycle phase of the project or service.

Prior to the assessment, the PIA practitioner should follow these steps:

• provide a description of the project and a description of the context in which it is
to be undertaken;

• identify the competent expertise needed to perform the PIA and develop the PIA
report within the defined scope;

• agree how the PIA report should be integrated into decision-making processes;
• identify known and relevant risks to personal information associated with the

project.

While PIAs are usually focused on specific projects, the organisation undertak-
ing the PIA should also examine its organisation-wide practices that could have an
impact on privacy, as the Office of the Information and Privacy Commissioner of
Alberta counsels.9

The scale and scope of a PIA might be determined by the use of scenarios. At
Nokia, the business unit scopes the assessment based on a privacy scenario, and
agrees an organisation of the assessment and a preliminary schedule. A full-scale
PIA may be needed if the consumer service is new or if there are fundamental
changes to an existing service. At this stage, the project manager needs to con-
sider who should be involved in the assessment and the schedule for interviews,
workshops and testing.

Paul De Hert proposes a bundle of at least seven tests as part of an “honest” PIA,
to be carried out by private and public actors planning to develop and implement
privacy-relevant technologies or to process personal data. He has formulated these
tests from criteria applied and identified by the European Court of Human Rights in
privacy case law. The seven tests are the following:

1. The technology should be used in accordance with and as provided by the law.
2. The technology or processing should serve a legitimate aim.
3. The technology or processing should not violate human rights.
4. The technology should be necessary in a democratic society.
5. The technology should not have or give unfettered discretion.
6. The technology should be appropriate, least intrusive, proportionate.
7. The technology should not only respect privacy requirements but also be

consistent with other human rights.

8 Organisation for Economic Co-operation and Development (OECD), Guidelines Governing the
Protection of Privacy and Transborder Flows of Personal Data, OECD, Paris, 23 Sept 1980. http://
www.oecd.org/document/18/0,3343,en_2649_34255_1815186_1_1_1_1,00.html
9 OIPC of Alberta, PIAs webpage. http://www.oipc.ab.ca/pages/PIAs/default.aspx

http://www.oipc.ab.ca/pages/PIAs/default.aspx
http://www.oecd.org/document/18/0,3343,en_2649_34255_1815186_1_1_1_1,00.html
http://www.oecd.org/document/18/0,3343,en_2649_34255_1815186_1_1_1_1,00.html
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22.2.3 Initiate a PIA Early, When It Is Possible
to Influence Decision-Making

Nigel Waters has found that PIAs of individual projects are typically undertaken
well after the main design parameters have been set, an organisational structure
committed and significant costs incurred. Organisations are often only persuaded to
commission a PIA late in the development process, and the conduct of the PIA often
overlaps with the commencement of operations. Privacy experts should be engaged
at much earlier stages, when policies are being formulated and key choices are being
made about how to meet organisational objectives.

To be effective, a PIA needs to be conducted at a stage where it can genuinely
affect the development of a project, as Adam Warren and Andrew Charlesworth say.
They add that PIA needs to be seen as a separate process from compliance checks or
data protection audits, both of which comprise analyses of systems already in place
against a prevailing legal, management or technology standard.

Artemi Rallo agrees that timing is one of the essential characteristics of a PIA,
since this is the only way that its ultimate objective can be achieved: to adapt the
project in question to the results obtained, improving it from the moment that it is
conceived and preventing certain risks from even occurring.

22.2.4 Who Should Initiate and Conduct the PIA?

Robin Bayley and Colin Bennett provide a concise response to this question:

Typically, the organisation itself undertakes the analysis and produces the final PIA doc-
ument(s), usually at the program or project level. The locus of responsibility differs by
organisation, but often entails a team approach, with privacy, program and systems staff
participating. . . . By the time a PIA is completed, it should have been reviewed and
approved throughout the organisation’s hierarchy and have drawn on widespread expertise.
Sometimes external consultants will also be contracted.

They cite the Ontario PIA user’s guide which recommends that a senior project
team member lead the PIA team, taking on the role of project privacy manager.
The team should have expertise in policy development, operational program and
business design, technology and systems, risk and compliance analysis, procedural
and legal and access to information and privacy.10 Where it is determined that public
opinion should be measured or consultations undertaken, PIA teams are urged to
work with communications professionals.

At Nokia, IT unit privacy managers have a strong role in PIAs. They are
responsible for planning and organising the PIAs, interviewing the product team,
suggesting corrective actions and following up on those actions.

10 Information and Privacy Office, Management Board Secretariat, Ontario, Privacy Impact
Assessment: A User’s Guide, June 2001, p. 12. http://www.accessandprivacy.gov.on.ca/english/
pia/index.html

http://www.accessandprivacy.gov.on.ca/english/pia/index.html
http://www.accessandprivacy.gov.on.ca/english/pia/index.html
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At Vodafone, Stephen Deadman and Amanda Chandler say the privacy officer
plays a central role in the overall management of operational privacy risk, but others
are involved too. For example, the data gathering part of the PIA process could be
carried out by the business continuity manager or team, provided with the right ques-
tions, with the privacy officer subsequently carrying out the privacy risk assessment.
The information security team could gather the relevant privacy-related information
in regard to new suppliers during their information security review. Information
about the privacy implications of new products and services can be collated by
properly trained business analysts, with the privacy officer making the required risk
assessment.

John Edwards makes the insightful observation that if the independence of in-
house staff can be impugned by regulators or opponents of a particular project,
“why should a consultant, whose livelihood and reputation depend on delivering
work which pleases, rather than annoys those who pay him or her, have any extra
credibility?”

22.2.5 Describe the Proposed Project and Map
the Information Flows

The PIA should contain a description of the proposed project or service as well
as of the organisational privacy management structure and policies. It should also
describe the information flows, i.e., the creation, collection, retention, use, disclo-
sure and disposition of personal or personally identifiable information. It should
also include an identification of those who handle the information during the
administration of a program or an activity.11

22.2.6 Identify and Engage Stakeholders

Merely complying with privacy laws will provide organisations with no assur-
ance that their schemes will be acceptable to citizens and consumers, writes Roger
Clarke. He describes consultation as central to the PIA process. “The objectives of
a PIA cannot be achieved if the process is undertaken behind closed doors. In a
complex project applying powerful technologies, there are many segments of the
population that are affected. It is intrinsic to the process that members of the public
provide input to the assessment, and that the outcomes reflect their concerns.”12

The lack of engagement and/or consultation with stakeholders is a weakness in
most PIA activity. Despite the US E-Government Act’s explicit commitment to the

11 Treasury Board of Canada Secretariat, Directive on Privacy Impact Assessment, Ottawa, 1 April
2010. http://www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=18308&section=text
12 Clarke, Roger, “Privacy Impact Assessment Guidelines”, Xamax Consultancy Pty Ltd, February
1998. http://www.xamax.com.au/DV/PIA.html

http://www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=18308&section=text
http://www.xamax.com.au/DV/PIA.html
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production of PIAs before developing or purchasing technology systems, and to the
publication of PIAs, Kenneth Bamberger and Deirdre Mulligan note that it fails to
provide for public consultation.

The lack of explicit mechanisms for public participation in the PIA process limits the
opportunities for outside experts to assist. . . in identifying the privacy implications of often
complex technological systems. Absent external direction or internal efforts to engage the
public through a comment process or other means, public input is limited to the stage in
which proposals and programs are already well developed. Relegated to this late stage, the
comments – whether by experts or the general public – are more likely to result in revisions
on the margins rather than fundamental switches in technology or architectural design.

Like their American counterparts, Canadian PIAs seldom involve public consul-
tation, opinion polling or other means of gauging the privacy values of the Canadian
public. They tend to focus on legal compliance rather than asking larger questions.
Although most methodologies include guidance about considering these issues, the
end product, and that which gets reviewed, tends to resemble a compliance checklist
and does not require documentation of deliberations.

An exception to the prevalent Canadian practice, the Alberta PIA guidance fea-
tures consultation, because, it says, “focused public discussion conducted early
in the process can help program or system designers anticipate public reaction to
proposals or help to eliminate options that meet with significant resistance”.

Some companies recognise the need to engage external stakeholders. In describ-
ing Vodafone’s strategic PIA process, Stephen Deadman and Amanda Chandler say
engagement of external stakeholders helps to “shape and inform opinion, conduct
research or seek to agree standards with other industry players, as well as provide
feedback to shape Vodafone’s internal policy.”

There are many good reasons why organisations should engage stakeholders in a
PIA, some of which can be found in the ISO 27005:2008 standard on information
security risk management. Engaging stakeholders provides a means to

• provide assurance of the outcome of the organisation’s risk management,
• collect risk information,
• share the results from the risk assessment and present the risk treatment plan,
• avoid or reduce both occurrence and consequence of information security breaches due

to the lack of mutual understanding among decision-makers and stakeholders,
• support decision-making,
• obtain new information security knowledge,
• co-ordinate with other parties and plan responses to reduce consequences of any

incident,
• give decision makers and stakeholders a sense of responsibility about risks,
• improve awareness.13

13 International Organization for Standardization (ISO), Information technology—Security
techniques—Information security risk management, International Standard, ISO/IEC
27005:2008(E), First edition, 15 June 2008, p. 22.
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Wright and Mordini also offer various reasons why project managers should
engage stakeholders and undertake a consultation when developing new technolo-
gies or projects. For one thing, Article 41 of the Charter of Fundamental Rights
of the European Union, entitled the Right to good administration, makes clear that
this right includes “the right of every person to be heard, before any individual
measure which would affect him or her adversely is taken. . .”, which suggests that
consultation with stakeholders is not only desirable but necessary. But there are
other reasons too. Stakeholders may have some information or ideas or views or val-
ues which the project manager had not previously considered. They may be able to
suggest alternative courses of actions to achieve the desired objectives and may have
some good suggestions for resolving complex issues.14 They may be able to suggest
some safeguards which would minimise the risks that might otherwise explode after
a technology or project is launched. By consulting stakeholders before launch, the
project manager may be able to lower his liability and avoid some nasty surprises.
As a minimum, the policy-maker or project manager will earn some good will by
consulting stakeholders who might otherwise be among his chief critics.

Also, technology development is often too complex to be fully understood by a
single agent, as Sollie and others have pointed out.15 Similarly, Palm and Hansson
state that “It would be delusive to believe that technology developers are con-
scious of all the effects of their products. In many cases, negative side effects
come as a surprise to technology developers themselves.”16 Furthermore, by engag-
ing stakeholders, project managers may avoid subsequent criticism about a lack of
consultation. Engaging stakeholders before the project is implemented may be a use-
ful way of testing the waters, of gauging the public’s reaction to the project. In any
event, “A central premise of democratic government – the existence of an informed
electorate – implies a free flow of information.”17 Even if participation does not
increase support for a decision, it may clear up misunderstandings about the nature
of a controversy and the views of various participants. And it may contribute gener-
ally to building trust in the process, with benefits for dealing with similar issues in
the future.18

14 Stern, Paul C., and Harvey V. Fineberg (eds.), Understanding Risk: Informing Decisions in a
Democratic Society, Committee on Risk Characterization, National Research Council, National
Academy Press, Washington, DC, 1996.
15 Sollie, Paul, “Ethics, Technology Development and Uncertainty: an Outline for Any Future
Ethics of Technology”, Journal of Information, Communications & Ethics in Society, Vol. 5, No. 4,
2007, pp. 293–306 [p. 302]. Moor also supports better collaboration among ethicists, scientists,
social scientists and technologists. Moor, James H., “Why We Need Better Ethics for Emerging
Technologies”, Ethics and Information Technology, Vol. 7, No. 3, 2005, pp. 111–119 [p. 118].
16 Palm, Elin, and Sven Ove Hansson, “The Case for Ethical Technology Assessment (eTA)”,
Technological Forecasting & Social Change, Vol. 73, 2006, pp. 543–558 [p. 547].
17 National Research Council, Committee on Risk Perception and Communications,
Improving Risk Communication, National Academy Press, Washington, DC, 1989, p. 9.
http://www.nap.edu/openbook.php?record_id=1189&page=R1
18 Stern and Fineberg, op. cit., pp. 23–24.

http://www.nap.edu/openbook.php?record_id=1189&page=R1
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Paul De Hert argues that the current human rights framework requires States
to organise decision-making procedures that involve the persons affected by tech-
nologies. Art. 8 does not contain an explicit procedural requirement, but the
decision-making process leading to measures of interference must be fair and such
as to afford due respect to the interests of the individual as safeguarded by the arti-
cle.19 This requirement of fairness implies at least that evidence is gathered and that
the impact of technologies are studied in advance, that the public has access to this
evidence and that individuals can come up in court against decisions that, they feel,
do not take their viewpoint into consideration.

Laurent Beslay and Anne-Christine Lacoste note that one of the reasons why the
Art. 29 Working Party did not approve the first draft RFID PIA framework proposed
by industry was because it did not include a provision for stakeholder consultation.
The revised draft, which was endorsed by the Art. 29 Working Party on 11 February
2011, did include such a provision. As an aside, Beslay and Lacoste say that a dif-
ficult issue for the Working Party was just how representative were the industry
stakeholders who submitted the draft. According to the European Commission’s
RFID Recommendation, Member States were supposed to ensure that industry pro-
posed a framework. Implicitly, Member States should have made sure that this
group of industries was representative enough; however, throughout the process that
led to approval of the Framework, the adequacy of representativeness was never
demonstrated clearly to the Art. 29 Working Party.

If the stakeholders engaged in the PIA are not reasonably representative of those
concerned about or affected by a new technology or service, there is a risk that the
validity of the PIA may not be accepted. A PIA should assess a project against the
needs, expectations and concerns of all stakeholders, including but not limited to
legal requirements.

Clarke suggests that a preparation stage be undertaken which includes develop-
ing a consultation plan. He says that “Any project that is sufficiently complex and
potentially privacy-threatening that it requires a full-scale PIA is likely to affect
many parties.”20 Further, he recommends embedding PIA consultations into the
project stakeholder management strategy.

Engaging stakeholders may be easier said than done, judging by an observation
from Adam Warren and Andrew Charlesworth about the difficulties encountered by
the Office for National Statistics (ONS) in its PIA in the run-up to the UK’s 2011
census. Only two groups attended the ONS consultation event (with another individ-
ual contributing via e-mail). This experience suggests the need for a clearer, more
consistent process for ensuring wider societal engagement with PIAs, particularly in
the early stages of projects. Despite the ONS experience, Warren and Charlesworth

19 ECtHR, Taskın and Others v. Turkey, Judgment of 10 November 2004, Application no.
46117/99, § 118.
20 See “Part II – The PIA Process, Chapter IV – Full-scale PIA, 2. Preparation Phase”, written by
Roger Clarke, in Privacy Impact Assessment Handbook, Version 2, Information Commissioner’s
Office, UK, June 2009. http://www.ico.gov.uk/upload/documents/pia_handbook_html_v2/html/2-
Chap4-2.html

http://www.ico.gov.uk/upload/documents/pia_handbook_html_v2/html/2-Chap4-2.html
http://www.ico.gov.uk/upload/documents/pia_handbook_html_v2/html/2-Chap4-2.html
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say that wider availability of user-friendly PIA reports, combined with innovation in
public engagement strategies should, over time, create a greater expectation amongst
the public of involvement in policy decisions that affect their privacy.

Project managers can employ various techniques or methodologies aimed at
ensuring effective consultation and engagement with stakeholders. The ICO PIA
Handbook says some useful ways of ensuring effective consultation include:

• priming discussions by providing some initial information about the project;
• making sure there is ongoing dialogue with consultees throughout the PIA process;
• ensuring the participation of representatives of, and advocates for, stakeholder groups

who have appropriate background in the technologies, systems and privacy impacts
involved;

• facilitating interactions among the participants;
• making sure that there is sufficient diversity among those groups or individuals being

consulted, to ensure that all relevant perspectives are represented, and all relevant
information is gathered;

• making sure that each group has the opportunity to provide information and comment,
even including multiple rounds of consultation where necessary;

• making sure that the method of consultation suits the consultation group, for example
using workshops or focus groups as an alternative to, or even as well as, formal written
consultation;

• making sure that the information provided by all parties to the consultation is fed into
the subsequent rounds of design and implementation activities; and

• ensuring that the perspectives, concerns and issues raised during the consultation process
are seen to be reflected in the outcomes of the PIA process.21

It also offers suggestions where there are security concerns. It says that parts
of a PIA that have security concerns can be separated into closed or confiden-
tial appendices and separate, relatively closed discussion sessions. Where security
considerations result in the suppression of information, proxy measures could be
devised. For example, the security-sensitive information could be provided to a
trusted third party who could then deliver to the PIA consultation group members
evaluative comments that avoid exposing the information.

Techniques for engaging stakeholders include interviews, workshops, Delphis,
focus groups, forecasting, mediation, participatory assessment, monitoring and
evaluation techniques, policy exercises, role-playing, scenario analysis and SWOT
analysis.

One of the first things to be done in engaging stakeholders is to explain to them
what the process will be, why the consultation is being undertaken, what results are
expected and how they might be used. Stakeholders should be invited to suggest
other stakeholders who are not represented in the group but should be.

22.2.7 A Compliance Check Is Only Part of a PIA

While a PIA report should include references to relevant laws, codes and guidelines,
as well as any internal policies, Paul De Hert says one must consider more

21 Ibid.
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qualitative requirements that have to do with legitimacy, participation and, espe-
cially, proportionality. References to these requirements are included in data
protection regulations, but they share their place with more technical or formal
requirements such as the requirement to secure data and have data closed off to
third parties. These qualitative principles – accounting for the difference between a
compliance check and a true impact assessment – are key considerations in deter-
mining whether privacy is respected in the context of the European Convention on
Human Rights and the relevant case law of the European Court of Human Rights.

John Edwards agrees: “It is evident that a privacy impact assessment based solely
on compliance (in spirit or in law) is hardly going to be a comprehensive review of
privacy issues. Data protection or information privacy is just a subset of the innate
integrity, autonomy and dignity possessed by all humanity, which is capable of being
compromised by the thoughtless actions of others and which we sometimes call
‘privacy’”.

Siemens’ Florian Thoma says a compliance check is only part of the PIA. “PIAs
can and should go further: in particular, where other laws and regulations require
the collection, processing and use of data, a PIA helps to understand what really
is required by such other rules, how they interact with data protection legislation
and to what extent they mandate not only the collection of data but are prescrip-
tive or flexible regarding the means.” Similarly, say Stephen Deadman and Amanda
Chandler, Vodafone views privacy as a core corporate value, beyond simply meeting
legal obligations.

Laurent Beslay and Anne-Christine Lacoste note that the data protection
framework remains applicable, with or without an endorsed framework for impact
assessments. This means notably that the principles of necessity and proportionality
must be complied with, as well as the obligation to inform individuals about the
processing of their data.

22.2.8 A PIA Should Address All Types of Privacy

One can identify several types of privacy. Informational privacy or data protection
is only one type of privacy. Drawing on Clarke, the ICO PIA Handbook refers to
four conventional but overlapping types of privacy: privacy of personal information,
privacy of the person, privacy of personal behaviour and privacy of personal
communications.22 Vodafone’s Stephen Deadman and Amanda Chandler say that
Vodafone’s most fundamental privacy obligation is to protect the secrecy of com-
munications, but they also speak of other types of privacy, including location-based
privacy. They say that Vodafone’s approach to privacy provides a principles-based
framework, rather than a prescriptive, rules-based approach. The nature of privacy
risk is not fixed, nor is it easily defined. While data protection regulation seeks

22 ICO, PIA Handbook, p. 14. These four types of privacy draw on Roger Clarke’s categorisations.
See Clarke, Roger, “What’s Privacy?”, 2006. http://www.rogerclarke.com/DV/Privacy.html

http://www.rogerclarke.com/DV/Privacy.html
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to provide a framework for the protection of personal data, this only reflects a
portion of privacy harms, particularly as new forms of privacy risk emerge with
new technologies and services. Vodafone’s privacy principles provide a simple but
flexible framework to help manage the company’s response to a variety of privacy
risks across diverse markets, where perceptions of privacy are shaped by social and
cultural factors, and where the legal and operational contexts vary widely. At the
same time, Vodafone’s local teams are required to ensure they address local privacy
concerns and are not out of step with best practices or behaviours of its primary
peer-group companies in any particular local market.

In addition to privacy’s value to the individual and as an individual right, Raab
and Wright remind us that privacy has a social value, as Priscilla Regan and oth-
ers have pointed out. “Whether or not one is particularly concerned about the loss
of one’s own privacy, the reduction in society’s ability to sustain privacy as a gen-
eral good and a constitutive value has consequences for citizenship and the relation
between the individual and the state or other organisations.”

22.2.9 . . . and Other Values Too

John Edwards alludes to the difficulty of addressing other values – the assessor may
bring his or her own values into the process and to assumptions and assertions about
what factors are to be taken into account, and how serious they are. The PIA report
must ensure that subjective assessments are clearly flagged as such, and be couched
in terms of a “sensitivity analysis” to reduce the effect of the subjectivity. In other
words, an assessor must recognise the bias and subjectivity that he or she brings to
the task, declare that in the report, seek empirical backing for any position taken
(e.g., public surveys on attitudes) and present a range of scenarios with different
consequences evident for decision-makers.

Raab and Wright are of the view that the scope of PIA in regard to surveillance
currently is too limited because it mainly concerns impacts on individual privacy.
They argue that the range of impacts or risks to be considered should be extended to
other rights and values pertaining to the individual (such as dignity, autonomy and
a sense of being a person) as well as its impact on other targets and consequences,
intended or not, that may not normally be recognised in the risk analysis that PIA
prescribes.

Wright and Mordini strike a similar chord, i.e., that the development and
deployment of new information and communications technologies and applications,
fuelled by the use of personal information, may raise not only privacy concerns, but
also ethical issues. They point to important ethical values, such as human dignity,
freedom, democracy, human rights protection, pluralism, non-discrimination, toler-
ance, justice, solidarity and gender equality. They propose and describe an ethical
impact assessment (EIA) framework, which could complement a privacy impact
assessment. Like a PIA, an EIA could be used as a way to ensure ethical implica-
tions are adequately examined by stakeholders before deployment so that mitigating
measures can be taken as necessary. While it may be impossible to foresee all of
the ethical and other consequences of an emerging technology, nevertheless, an
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EIA, involving different stakeholders from different disciplines and backgrounds,
may be a good way of examining its critical implications for individuals, groups,
organisations and society.

22.2.10 With Stakeholders, Identify the Risks and Impacts
of the Project

Sarah Spiekermann advocates the risk assessment process depicted in Fig. 15.3 in
Chapter 15, which was used in development of the RFID PIA Framework. An organ-
isation needs to first understand its privacy targets, then analyse how these targets
are threatened and then identify options (or controls) for avoiding or mitigating the
risks. However, the RFID Framework focuses on only one type of privacy, i.e., infor-
mational privacy or data protection, rather than all types of privacy. Its identification
of privacy targets is essentially based on the fair information principles, promul-
gated in the OECD Guidelines and adopted or adapted by data protection legislation
and other PIA guides. Spiekermann recognises that taking legislation as the privacy
target for PIA also has drawbacks, one of which is that data protection laws may not
cover all of the privacy risks.

A PIA must not only identify threats, but also rate them, as ENISA does. The
project manager or policy-maker, informed by the principles of proportionality and
necessity, should consider the likelihood that various privacy threats will occur.
Threats can occur from within and outside of a particular system or service and
derive from likely uses and possible misuses of the information. A full-scale PIA
would typically involve a stakeholder group in identifying threats and determining
their likelihood. This group should include technical staff, managers who collect
and process personal data, those responsible for data protection and end users of the
technology or service. Potentially, additional external stakeholders, such as privacy
rights groups, may be consulted.

Agreeing with ENISA, Wright and De Hert in Chapter 1 see the need for PIA
to identify vulnerabilities and threats. Risks could arise from vulnerabilities in the
scheme under consideration (a lack of security safeguards, for instance, or the fact
that sensitive information is processed), as well as from external threats (such as
theft or misuse of data). In the view of the authors, the risk assessment should also
take into account the impact on the individual and on society.

22.2.11 Questions

Questions feature in virtually all PIA methodologies as a way of stimulating con-
sideration of the issues raised by a new technology, service or policy. Wright and
Mordini emphasise the importance of asking questions, which may help in iden-
tifying issues and/or risks that might not otherwise be uncovered. John Edwards
concludes his chapter with a set of questions for the assessor, while Blair Stewart’s
chapter has questions for the regulator.
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Tobias Bräutigam says that, “in addition to some core privacy issues (e.g., data
sharing with third parties, profiling), many questions are common with security
issues. This is also the reason why the most common assessment done at Nokia
is called a privacy impact and security assessment (PISA).” Nokia has more than
100 privacy and security questions in its PISA, which has free text fields and the
possibility to attach information. Bräutigam says it is not advisable to rely only on
closed questions, such as yes/no type of questions or questions that let the intervie-
wee choose from a set of given answers. While closed questions are needed, as they
are easier to evaluate and help with the scoping, open questions are essential to find
hidden privacy problems. “What if” questions, implicit in developing scenarios, are
also important.

22.2.12 Identify Options (Controls) for Avoiding or Mitigating
Negative Privacy Impacts

PIAs conducted in both the public and private sectors often entail cost-benefit
analyses of various mitigation strategies in order to arrive at decisions. Robin Bayley
and Colin Bennett report that those conducting large numbers of PIAs have been
able to compile privacy risk and control/mitigation matrices to improve the effi-
ciency with which PIAs may be completed as well as the quality of the PIA product.
With this approach, knowledge is accumulated and passed on within an entity or
from consultant to client in a cost-effective manner.

The crucial step in the privacy risk assessment process is to identify controls
that can help to minimise, mitigate or eliminate the identified privacy risks.
Controls are either of a technical or non-technical nature, as Sarah Spiekermann
explains. Technical controls are incorporated into an application, e.g., access control
mechanisms, authentication mechanisms and encryption methods. Non-technical
controls, on the other hand, are management and operational controls, e.g., policies
or operational procedures. Controls can be categorised as being preventive or detec-
tive. Preventive controls inhibit violation attempts, while detective controls warn
operators about violations or attempted violations. In the privacy context specifi-
cally is a category of “natural” privacy controls created by the environment. Natural
privacy controls are physical or social artefacts in the environment that enforce
privacy-sensitive behaviour simply through the force of their existence. For exam-
ple, if RFID readers cannot track items or individuals and are not physically installed
(i.e., because there is no business case for it), then “naturally” there is also no (likely)
threat to privacy.

22.2.13 Justify the Business Case for the Residual Risk
and Maintain a Risk Register

Following the PIA, one or more risks may remain if a new project is to be
undertaken. However, the benefits may be such that these risks are regarded as
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worth taking. These residual risks should be explicitly justified and logged in the
organisation’s risk register.

Vodafone includes in its PIA report a section that provides the business case justi-
fying privacy intrusion and its implications, where treatment or mitigating action has
not been recommended and/or agreed. At Vodafone, the privacy officer is required to
log in a risk register all privacy risks and associated management information (such
as business owner, description of mitigating action, deadline for implementation,
decision to accept risk, etc.).

Capturing information for the risk register is not a one-off exercise, as Stephen
Deadman and Amanda Chandler point out. The information captured is only accu-
rate for the date that it was collected. It is, therefore, imperative that not only are
the outputs kept under review by the privacy officer, but that the PIA is repeated
on a regular basis to capture any new privacy risks that may have arisen due to
a re-organisation of the business or commercial teams, or because of a change in
commercial or business strategy.

22.2.14 Review and Update the PIA as the Project Progresses

As indicated by the preceding paragraph, the process of identifying, discussing and
dealing with issues should be ongoing throughout the project and perhaps even after
it has been implemented, if only because new issues may arise that were not evi-
dent at the outset of the project development. Moor has made this point: “Because
new technology allows us to perform activities in new ways, situations may arise in
which we do not have adequate policies in place to guide us.” Ethical problems can
be generated at any point, says Moor, “but the number of ethical problems will be
greater as the revolution progresses”.23

John Edwards points out that, as the practitioner works with the project team,
the PIA report may change over time as the risks are avoided or mitigated, so much
so that the final report “is very bland, and contains reassurances about the project
without the context of how bad things could have been had the privacy impact
assessment not been running alongside the development of IT solutions and business
processes”. He goes on to say in Chapter 8 that

If the report is to inform the project staff of privacy issues as they arise and to make recom-
mendations which are then taken up and incorporated into the design, it will look different
at the end of the project than a report prepared for a regulator or steering group. . . . It will
be a living document, informing decision-makers at all critical points and, at the end, will
be largely spent, its purpose fulfilled.

23 Moor, op. cit. In his paper, Moor proposes the following hypothesis, which he calls “Moor’s
Law: As technological revolutions increase their social impact, ethical problems increase.”
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22.2.15 Prepare the PIA Report and Implement the
Recommendations

As John Edwards suggests above, the assessor should prepare the PIA report
(the end to a means) as a “living” document, updated as necessary as a project
progresses, and the project manager or his organisation should implement the rec-
ommendations, some of which may be implemented before the PIA report is even
written. The report should include a description of agreed treatment or mitigating
actions together with timelines for implementation.

A PIA report is not an end in itself and will not generally lead unaided to bet-
ter privacy outcomes, as Nigel Water says. And, adds Tobias Bräutigam, “Even if
assessments are conducted, there is a lot of work to do in implementing the find-
ings. It is best to think of privacy governance as an interlinked system which needs
to be constructed in a way that information is shared freely, both bottom-up and
top-down.”

Stephen Deadman and Amanda Chandler say the regularity with which PIA
is repeated will depend on the privacy sensitive nature of the personal informa-
tion involved and/or the privacy intrusive nature of the activity. Thus, for a high
privacy risk, the PIA may need to be repeated on a six-monthly basis until the
agreed mitigating actions have been implemented and therefore have reduced the
likelihood of the privacy risk materialising, while for a low privacy risk activity,
the PIA may only need to be repeated every two years unless there is a rele-
vant legislative change or a major re-organisation in the business and commercial
arrangements.

The different iterations of the report should be retained for audit and other pur-
poses. The report should have value as corporate memory. In case key personnel
leave the project or other stakeholders (including those from the regulator) move on
to other matters, the PIA report can be an important resource to explain what has
happened with the project.

22.2.16 Training and Raising Awareness

An ongoing employee awareness program is needed to effectively raise the profile
of PIAs and regulatory requirements for their performance with program managers
and new hires, as Jennifer Stoddart and others have commented.

Tobias Bräutigam says, at Nokia, “It is imperative that all personnel supporting
the product or service have been trained on privacy and security. The training should
include the communication of the information security policy and data privacy
requirements.” He adds that “General awareness campaigns should go hand in hand
with targeted training. Culture and awareness need time to grow. Privacy assess-
ments are in themselves a step towards changing corporate cultures.” Nokia uses
innovative ways to raise awareness and provide training on privacy to its employ-
ees. Bräutigam mentions desktop e-learning programs, privacy screen savers and a
fantasy privacy game called Privacy Pursuit.
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Siemens’ Florian Thoma agrees that training is important:

The need for practical advice and training remains high, but this is a must to familiarise staff
with privacy and avoid its being seen as a field that is best left exclusively to the experts. . . .
Our training program (comprising both onsite and web-based trainings and other elements)
has acquainted major parts of the data protection organisation and, subsequently, the legal,
compliance, IT and HR functions with insight into the rights and freedoms and the under-
lying values. Realistically though, this will be a long-term program requiring significant
resources.

22.2.17 PIA Has Value – Get It!

PIA encourages cost-effective solutions, since it is less expensive to build “pri-
vacy by design” into projects, policies, technologies and other such initiatives at
the design phase than attempt a more costly retrofit after a technology is deployed
or a policy promulgated. A PIA creates an opportunity for organisations to anticipate
and address the likely impacts of new initiatives, to foresee problems and identify
what needs to be done to design in features that minimise any impact on privacy
and/or to find less privacy-intrusive alternatives. Some organisations recognise that
privacy can give them a strategic advantage. Others conduct PIAs as a risk manage-
ment process, recognising that business can be affected by privacy incidents such as
breaches and complaints.

Robin Bayley and Colin Bennett say that PIAs are useful in two ways: “first,
for the analysis they force an organisation to undertake during the development of
new programs and services, often resulting in program modifications and privacy
improvements; and second, in their use by regulators, including central agencies
charged with privacy responsibilities, those who allocate funds and independent
privacy commissioners. . . . Further, PIAs can be used in internal and external audits
to determine if planned mitigations have been implemented.”

Adam Warren and Andrew Charlesworth similarly argue that

The data controller will benefit from engaging in a risk management assessment which
reduces the likelihood of negative public reaction, and increases its ability to reduce the
need for costly retroactive amendments to systems and processes. The regulator may have
access, either as part of the process, or retrospectively, to information detailing the actions
and decisions of the data controller based on its assessment, which would then inform its
own actions in regard to that data controller. The data subject may have greater access
to information about the data controller’s processes and the steps that have been taken to
ensure the integrity and security of their personal data.

Laurent Beslay and Anne-Christine Lacoste say that “The use of this tool by
industry will contribute to a higher level of trust and ultimately will also facilitate the
legal procedure by demonstrating the level of risk and the corresponding mitigation
measures.”

The company representatives who have contributed chapters to this book profess
to be convinced of the value of PIA. Tobias Bräutigam says the general opinion
in Nokia is that they are a cost-effective way to ensure privacy compliance. In



478 D. Wright and P. De Hert

fact, he says, “the costs of corrective actions are a thousand times more costly
when a service is in the operational phase compared to the design phase”. All
experts at Nokia to whom he spoke in preparing his chapter stated that the ben-
efits of PIAs far outweigh the costs. Privacy assessments have helped Nokia to
decrease the risk of financial loss caused by compensation and penalties. They are
also part of implementing privacy-by-design principles. This is why it is so impor-
tant to have (self-)assessments at a very early stage, when changes can easily be
implemented.

Florian Thoma says at Siemens PIAs are regarded as having value in several
ways, including:

• avoiding risks to individuals, to the company’s operations and reputation;
• avoiding unnecessary cost to the company;
• protecting the company through an increased level of IT security.

Despite these apparent benefits of PIA, Adam Warren and Andrew Charlesworth
comment that “Whilst some private sector companies do engage in PIA-like pro-
cesses, in general, the private sector has up till now shown little enthusiasm for the
ICO’s handbook.”

Kenneth Bamberger and Deirdre Mulligan have a similar view:

it is notoriously difficult to make organisations take into account ‘secondary mandates’ –
values at best orthogonal to, and at worst in tension with, the institution’s primary mis-
sion. This is true when the goal is to force business organisations to prioritise legal goals
such as market fairness or consumer safety along with their pursuit of profit. It is equally
true when the aim is to force government agencies primarily responsible for security, trans-
portation or the efficient administration of social benefits, to consider secondary goals, such
as environmental protection or policy-making transparency.

Blair Stewart asks whether PIA has delivered on its potential. He says the time
is arriving when an attempt should be made to check on whether PIA has “deliv-
ered the goods”. The potential is undeniable but it is not unreasonable to ask to see
the evidence of PIA’s usefulness in practice. Laurent Beslay and Anne-Christine
Lacoste make much the same point: the efficiency of PIA will eventually need to be
measured, and the way it will be measured has yet to be defined.

22.3 Room for Improvement and Concluding Remarks

Although the use of PIA is growing in both the public and private sectors, there
is room for improvement and a sharing of good practice. Robin Bayley and Colin
Bennett find room for improvement in the scope of analysis for complex initia-
tives, such as those involving new technologies, sensitive personal information
or vulnerable groups or where there is coercive collection. In a 2004 speech, a
Canadian privacy commissioner official described some of the common deficiencies
in PIAs:
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• confusing privacy with security and confidentiality, and thereby overlooking
broader issues such as consent, excessive collection of personal data and so on;

• attention limited to the disclosure of information outside the organisation, rather
than access controls within;

• seeing the PIA process as a legal compliance audit;
• the failure to link identified risks with the specific design elements of a

project; and
• the proposed mitigating measures often not appropriate to the risks identified,

for instance, using public communications to allay fears instead of directly
addressing the risks from which such fears might arise.

As expertise has spread, practitioners and organisations have learned that stan-
dard mitigations will be accepted for certain privacy risks. There is a risk that
complacency will set in and that a cookie-cutter approach rather than serious analy-
sis of a particular initiative will take place, especially when a large number of similar
PIAs are completed for different organisations using a common framework. Such
analysis might not take into account peculiar aspects of an individual application
such as the physical setting.

Another challenge to quality comes with universality. When a great number of
initiatives require a PIA, this necessarily leads to those PIAs being completed by
people with little knowledge of privacy or stretching the resources of qualified staff.
It can take experience and a good deal of knowledge to recognise a privacy issue.
In part, this is addressed by review of draft PIAs by the organisation’s specialised
privacy officers, but there is a chance that some issues will be missed or understated,
as privacy novices will not have knowledge of privacy commissioner decisions, past
incidents and all available mitigation options. One way to address this is by pro-
viding specialised training. This challenge can further be addressed by classifying
PIAs into two types and ensuring that knowledgeable people are assigned to PIAs
for initiatives with higher privacy risks.

Although PIAs are mandatory in the US government, they have been performed
in a highly variable way. Kenneth Bamberger and Deirdre Mulligan note that one
PIA that was less than two pages long: “The Department of State (DOS) proposed
a Rule incorporating RFID technology into US passports. Its one and one-half
page ‘e-Passport’ PIA, consisting of seven paragraphs, failed to discuss the tech-
nical aspects of the program, alternative technologies, risks or their mitigation. The
program was ultimately adopted with significant modifications late in the process of
program development, but with criticism as to its security vulnerabilities and privacy
risks.”

Tobias Bräutigam says that Nokia has learned that having the findings alone is
not enough; the key is to have a supporting structure that follows up on the status
of those findings. This sounds obvious; however, implementation requires differ-
ent people with different roles in the company to be aware of the findings. Almost
all persons whom he interviewed for his chapter saw implementation of reported
findings as one of the core challenges. Nokia has been addressing the problem by
involving some management teams in the PIA reporting process.
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Siemens intends to implement a more uniform approach to PIA, including fur-
ther steps towards a harmonised understanding of PIA, to ensure a minimum level
of assessments occurs throughout the company. It also sees value in developing
some metrics to get a better understanding of the costs and benefits associated with
PIA. Ultimately, effective PIA that shows clear results can help to support the role
and function of the in-house data protection officer and thereby businesses’ self-
regulation. Siemens believes in the benefits of a methodical approach towards PIA.
In a complex environment, however, the implementation and full development of
the concept needs to occur step by step.

Laurent Beslay and Anne-Christine Lacoste note that in the environmental field
sector-specific best available techniques (BATs) are commonly defined between the
European legislator and the main industry stakeholders. The implementation of
these BATs is not an obligation for the industry. However, their implementation,
which is technologically neutral, should guarantee a level of pollution emission
which will be below the ones authorised. This procedure could be adapted to
the RFID field. The European Commission together with representatives from the
industry could produce and adopt reference documents on best available techniques.
These reference documents could then be used by industry as guidance to implement
applications in compliance with the legal framework. DPAs could also use them to
facilitate their evaluation of those implementations.

Jennifer Stoddart says that, notwithstanding Canada’s policy requirements, PIAs
have not always been performed as and when required. As recently as 2007, nearly
70 per cent of federal government departments reported that they did not have a
formal management framework in place to support the conduct of PIAs. Despite
the government’s aim of ensuring that privacy protection is a key consideration in a
project’s initial framing, PIAs were often completed well after program implementa-
tion. In many cases, PIAs were not completed at all. She says, “How an organisation
manages the privacy issues arising from its operations is often a function of the
administrative infrastructure it has in place to support and guide the production of
PIAs. The absence of any such framework is likely to have a direct and measurable
influence on the effectiveness and quality of PIAs. Once privacy is understood as
a strategic variable for organisations, the need to factor privacy analysis into the
management of organisational risk becomes increasingly compelling.”

The previous sentence is a fitting one with which to draw the conclusion to this
book. In organising this book, the editors had three main objectives, as stated in
Chapter 1. We wanted to provide a reasonably comprehensive overview of PIA
activity around the world. We wanted to identify open issues in PIA policy and
practice. We wanted to identify some of the best elements of existing PIA policy
and practice in order to make recommendations on how PIA policy and practice
can be improved to achieve “the great potential” of which Nigel Waters speaks. We
hope the reader will agree that these objectives have been achieved. With the grow-
ing interest in PIA, we also hope this book’s findings will be taken into account by
policy-makers as they frame new or revised PIA policies and by project-managers
as they undertake a PIA, preferably at an early stage when it is still possible to
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influence the decisions aimed at improving a project, technology, service or other
scheme with privacy impacts.

We whole-heartedly agree with Roger Clarke who says that PIAs play a vital
role in achieving both privacy protection for individuals and risk management for
organisations.24 Therefore, most of all, we hope that those reading this book will
use PIA to avoid or minimise privacy risks. Whether the costs of taking early action
to deal with those risks are a thousand times less than later retrofits, as one of our
contributors effusively puts it, the cost-benefit ratio seems clearly to favour PIAs, at
least in the views of the editors and contributors to this book. Engaging stakeholders
in the process will foster trust and confidence that the organisation is doing the right
thing and, who knows, help to reinforce privacy as a cornerstone of democracy.

24 Clarke, Roger, “An Evaluation of Privacy Impact Assessment Guidance Documents”,
International Data Privacy Law, Vol. 1, No. 2, May 2011, pp. 111–120 [p. 120]. http://idpl.
oxfordjournals.org/content/1/2.toc

http://idpl.oxfordjournals.org/content/1/2.toc
http://idpl.oxfordjournals.org/content/1/2.toc
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