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Abstract
As surveillance-oriented security technologies (SOSTs) are considered security enhancing but also privacy 
infringing, citizens are expected to trade part of their privacy for higher security. Drawing from the PRISE 
project, this study casts some light on how citizens actually assess SOSTs through a combined analysis of 
focus groups and survey data. First, the outcomes suggest that people did not assess SOSTs in abstract 
terms but in relation to the specific institutional and social context of implementation. Second, from this 
embedded viewpoint, citizens either expressed concern about government’s surveillance intentions and 
considered SOSTs mainly as privacy infringing, or trusted political institutions and believed that SOSTs 
effectively enhanced their security. None of them, however, seemed to trade privacy for security because 
concerned citizens saw their privacy being infringed without having their security enhanced, whilst trusting 
citizens saw their security being increased without their privacy being affected.
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1. Introduction

Global threats like international terrorism and transnational organized crime have constituted a seri-
ous challenge for domestic and foreign security since the end of the Cold War. Although an effective 
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response to these threats remains a contested issue, after 9/11 several Western governments, including 
the European Union, have pursued new policies, which rely heavily on surveillance-oriented security 
technologies (SOSTs),1 to foster a proactive attitude towards terror and crime (Rasmussen, 2006; 
Grevi et al., 2009). While expected to enhance national security (EC, 2004), these technologies are 
subjecting ordinary citizens to an increasing amount of permanent surveillance, often causing infringe-
ments of privacy and a restriction of civil rights (Levi and Wall, 2004; Lodge, 2007a; Webb, 2007).

An important debate has, therefore, emerged around the impact of SOSTs on the degree of security 
and privacy enjoyed by society. From a cost–benefit approach, the relationship between privacy and 
security is framed as a trade-off, whereby any security improvement gained through the introduction 
of SOSTs curbs the amount of privacy enjoyed by citizens. This trade-off is usually taken as a starting 
point to allow for cross-country comparisons or study how individual characteristics influence peo-
ple’s attitudes (Bowyer, 2004; Davis and Silver, 2004; Strickland and Hunt, 2005; Riley, 2007).

However, the trade-off approach is far from uncontroversial. It has been argued, for instance, 
that it presents privacy and security as abstract categories, instead of enacted social practices emerg-
ing from the interaction between people and their social and institutional context (Dourish and 
Anderson, 2006). By presenting the debate on security and liberty as a zero-sum game, the trade-
off model also functions as a rhetorical device that reduces public opposition to a mere problem of 
making the necessary sacrifice for the sake of national security (Monahan, 2006; Tsoukala, 2006). 
As a consequence, alternative frames, which emphasize not only the technocratic and authoritarian 
implications of emerging security policies based on SOSTs but also the risks of function creep, data 
commercialization and social discrimination, have been marginalized within the security debate 
(Spence, 2005; Amoore, 2006; Liberatore, 2007; Lodge, 2007b; Côté-Boucher, 2008).

The present study tries to cast some light on the relationship between security and privacy, as it 
is framed by the lay public when assessing the introduction of new SOSTs. Combining qualitative 
and quantitative methods, we try to explore whether citizens adopt a trade-off approach and what are 
the factors that citizens may take into consideration when performing this assessment. We use data 
gathered, as a part of the PRISE project, in Spain and five other European countries during 2007.

The article is organized into six sections: presentation of the theoretical framework; a brief 
methodological note explaining the research design adopted; an in-depth presentation of the 
Spanish focus group interviews; the analysis of the cross-country survey data collected; limita-
tions; and conclusions.

2. Technology, security and democracy
Over the past ten years, in the face of global terrorism, nuclear proliferation, and transnational 
organized crime, new approaches to safeguard national and personal security have emerged 
(NATO, 2001; Rasmussen, 2001; Coker, 2002; European Union, 2003). As a result of the spatial 
and temporal unpredictability of criminal actions and of their global repercussions, the traditional 
means–ends rationality applied to the deterrence of specific local threats is gradually being replaced 
by a so-called global risk management perspective (Spence, 2005; Williams, 2005, 2008; Heng, 
2006; Rasmussen, 2006; Kessler, 2008). From this viewpoint, a safer society is often pursued 
through the implementation of security policies that increasingly rely on the deployment of SOSTs 
and interconnected data exchange systems in order to transform unknown threats into predictable 
events (Zureik and Hindle, 2004; Beck and Lau, 2005; Juels et al., 2005; Zureik and Salter, 2005; 
Amoore, 2006; Rasmussen, 2006; Tsoukala, 2006; Lodge, 2007b; Lyon, 2007; Càté-Boucher, 2008; 
Muller, 2008). For instance, the EU has recently stated: “The fight against terrorism and organised 
crime, the protection of external European borders and civil crisis management have gained impor-
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tance in our daily life. … At the same time, internal and external security are increasingly insepara-
ble. Addressing them requires the use of modern technology” (EC, 2009: 2).

However, whilst any real improvement of security is yet to be demonstrated (Webb, 2007), new 
SOSTs are subjecting ordinary citizens to a pervasive system of surveillance (Monahan, 2006). 
Moreover, the lobbying effort of the industry encourages the uptake of SOSTs as part and parcel of 
new security policies across the globe (Hayes, 2009), both at national borders (Spence, 2005) and 
within national boundaries (Lyon, 2009).

Whilst in principle new security technologies may not be surveillance-oriented, many of those 
that are going to be introduced as part of new security policies are likely to impose massive surveil-
lance. For this reason, their introduction is often justified in terms of a beneficial trade-off, whereby 
the amount of privacy lost is allegedly compensated by an increase in national and social security. 
For instance, presenting the 2007 rules on air passenger information exchange to fight terrorism, 
the Vice-President of the EU Commission, Franco Frattini stated: “Our goal remains preserving 
the right balance between the fundamental right to security of citizens, the right to life and the 
other fundamental rights of individuals, including privacy and procedural rights” (Europa, 2007). 
On the basis of this argument, many European countries are experiencing a gradual restriction of 
civil rights, which has provoked two main reactions, ranging from those who support SOSTs and 
justify the reduction of civil liberties in the name of national security, to those who believe these 
restrictions to be undemocratic, unjustified and useless (Tsoukala, 2006).

As a consequence, a variety of participatory technology assessment processes have been organ-
ized in Europe to address what is perceived as a crisis of both cognitive and democratic legitimacy 
(Beck et al., 2003: 14–15). The EU and national governments seem to find themselves trapped in 
what Juliet Lodge defined as a proximity paradox: “At the very time when technology has made it 
possible to bring the EU closer to the citizen more directly than ever before, EU citizens and resi-
dents appear to be more suspicious of it than ever before” (Lodge, 2005: 535). As a result, while 
governments feel compelled to introduce new SOSTs, the public perception of these new technolo-
gies gradually emerges as a sort of universal measure to guide governmental actions (PRISE 
Report, 2008).

Inspired by the trade-off approach, these studies have paid special attention to citizens’ percep-
tions of SOSTs in order to elaborate responsible and shared guidelines on their implementation and 
regulation, but they have the tendency to assume that the lay public is merely concerned about 
acceptable balances between privacy and security (Bowyer, 2004; Strickland and Hunt, 2005; 
Riley, 2007). Privacy is generally defined as the right of the individual to have one’s personal 
information protected from the undue prying eyes of government and private organizations seeking 
to use such personal information for trade and profit, without the consent of the individual, except 
in exceptional circumstances dictated by the law (Riley, 2007: 2). However, security has been 
defined in different ways. For instance, it might refer to the right and duty of national governments 
either to enforce the laws and taboos of society (Van Loenen et al., 2007) or to protect its geopoliti-
cal and economic integrity (Amoore, 2006). In this study, we define security as the right and duty 
of national governments to ensure citizens’ personal safety – otherwise presented as “freedom from 
fear” (Manners, 2006: 192) or “human security” (Liotta and Owen, 2006: 40).

According to these studies, new SOSTs not only force governments to make a clear distinction 
between those liberties that can be sacrificed to security needs and those that cannot be included 
in the trade-off (Bowyer, 2004), they also encourage citizens to trade part of their privacy in 
exchange for enhanced security. However, as noted by Gaskell et al. (2004) in studying public 
opposition to genetically modified food, people tend to approach new technologies along a trade-
off model only when they consider these technologies as risky and useful at the same time. 
Applying this to SOSTs, only those who perceive both risks and benefits of SOSTs may approach 
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them along the lines of a trade-off. In contrast, people who believe that SOSTs are privacy infring-
ing but not security enhancing (concerned attitude) face a lose–lose situation, whilst in the oppo-
site case (trusting attitude), people rather face a win–win situation. In neither case, however, does 
there seem to be a trade-off at stake (see Table 1).

Moreover, within the trade-off approach literature, other studies have suggested that not only is 
the acceptance of SOSTs context-dependent (Furnell and Evangelatos, 2007) but it is also influ-
enced by demographic, institutional and cultural factors (Davis and Silver, 2004). In fact, if trust in 
institutions depends on the type of technology in use, trust in technology also depends on citizens’ 
confidence in the institutions using the technology (Knights et al., 2001; Lodge, 2007a).

As a consequence, from a more socially embedded perspective, several authors have pointed 
out how the emphasis of the trade-off approach on an abstract balance between privacy and secu-
rity purposively obscures a number of ethical, social and political implications increasingly asso-
ciated with the introduction of new SOSTs. These implications, in turn, not only may be common 
experience to many citizens, they may also influence whether citizens consider SOSTs as a solu-
tion to a security problem or, rather, as a threat to privacy.

Several questions have been raised about the retention, ownership and exchange of the data pro-
duced through SOSTs. In the case of biometric information, for instance, it should be noticed that 
once in the database, not only the data no longer belong entirely to the physical holders, but they can 
also be stolen, commercialized or used for political purposes. In spite of these risks, the EU has not 
been able to elaborate and introduce a common and effective juridical framework to protect citizens 
from potential abuses (Lodge, 2007a, 2007b). Given the actual flow of data among EU countries and 
the lack of a common juridical protection, biometric technologies constitute a serious challenge to 
current norms of democratic accountability (Lodge, 2007b), although recent efforts to enhance citizen 
participation may represent a first step towards more accountable practices (Liberatore, 2007).

The breadth and impact of these technologies is especially visible when they are employed at 
national borders. On the one hand, through the diffusion of SOSTs, national borders have been 
extended well beyond their geographical locations, constituting “diffuse” borders where the state of 
law remains permanently suspended. On the other hand, these technologies are endorsing a dis-
criminating process of risk profiling, a procedure through which all monitored citizens are encoded 
with a risk profile, turning people into low risk “trusted travellers” or high risk suspicious immi-
grants (Càté-Boucher, 2008: 145). This procedure, usually carried out by private companies 
(Krahmann, 2010), ends up endorsing certain types of global transfers (business men, managers) 
whilst restricting others, like immigrants or asylum seekers (Amoore, 2006; Muller, 2008).

Taking recent critiques to the trade-off model of privacy and security and current studies on the 
social and political implications of SOSTs as a starting point, this study aims to explore in deeper 
empirical detail how SOSTs are framed by the lay public. Thus, in the remainder of the article we 
try to address the following research questions:

Table 1. Interpretation of SOSTs as security enhancing and/or privacy 
infringing devices.

Surveillance-oriented 
security technologies 
interpreted as … … Privacy infringing devices

… Security enhancing devices
  Yes
  No

Yes 
Trade-off model

Concerned attitude

No 
Trusting attitude

Uninterested
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(Q1)  Do people actually evaluate SOSTs as privacy infringing and security enhancing as 
assumed in the trade-off model?

(Q2) Which security threats do they consider as most urgent and compelling?
(Q3)  Are people who are concerned for their privacy aware of the risks of function creep for 

political purposes, data commercialization, and social discrimination?
(Q4)  In what circumstances and under what conditions would people accept the introduction of 

new technologies for security reasons?
(Q5) How do they feel about public participation in security policy decision-making?

3. Methodology
The data hereby analysed and discussed have been retrieved from May to July 2007 in six European 
countries as part of the PRISE project.2 The methodology employed is called “interview, meeting”3 
which consists of group interviews complemented by a questionnaire. Each meeting involves 
around 30 participants without any expert or professional knowledge about the technology at stake 
and of different ages and educational backgrounds. Before the meeting, participants receive inform-
ative material about the new technology and its potential implications.4 The meeting begins with an 
expert introducing the topic, where the main advantages and disadvantages of the technology are 
discussed and the participants have the opportunity to ask questions. Subsequently, the participants 
complete a questionnaire and then divide into focus groups of 6–9 people with a mediator. Discussion 
lasts approximately an hour and aims at revealing participants’ opinion on the main issues at stake.

This technique is expected to increase the reliability of results because the qualitative component 
allows enriching the set of feasible explanations beyond theory, while the questionnaire isolates 
individual attitudes and provides a useful benchmark against weak or spurious inferences. We must 
clarify that the interview meeting pursues different objectives compared to a survey. In fact, it is not 
representative of any distribution of preferences at national or regional level. In contrast it uses 
demographic characteristics to ensure heterogeneity of opinion (see Table 2). The idea is to explore 
the range of possible reactions SOSTs can generate. Running an interview meeting is particularly 
suitable in cases where prior public knowledge is limited and the issues at stake are either techni-
cally complex or pose ethical or political dilemmas.

4. Presentation of the qualitative results: The Spanish case
The relationship between privacy and security can better be analysed from a more discursive approach 
that considers privacy and security as social products and technology as a site where social meaning 

Table 2. Demographic characteristics of the participants to the study.

Country
Male

%

Younger 
than 50

%

Having 
children

%

Living 
with 

children
%

Living 
alone

%

Undergraduate 
or inferior 
education

%

Living in a 
metropolitan 

area
%

Participants
No.

Austria 41.2 43.8 52.9  5.9 52.9 47.1 82.4 16
Germany 61.9 57.1 42.9 14.3 47.6 52.4 81.0 21
Denmark 51.9 55.6 74.1 40.7 22.2 22.2 81.5 27
Spain 42.4 66.7 48.5 45.5 12.1 69.7 81.8 33
Hungary 50.0 52.9 55.9 44.1 23.5 52.9 85.3 34
Norway 42.3 60.0 80.8 69.2  3.8 46.2 69.2 25
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is constantly negotiated and produced (Dourish and Anderson, 2006). Consequently, we first explored 
how different narratives of SOSTs may be constructed by analysing records from the Spanish meet-
ings. Spain represents an interesting case study as its society is known to hold a supportive attitude 
towards the development and application of new technologies (Eurobarometer, 2003, 2005, 2006; 
FECYT, 2005, 2007). Yet, Spanish citizens have a critical attitude towards their political and admin-
istrative institutions, especially with regards to data retrieval and protection (Eurobarometer, 2008a, 
2008b, 2009). Besides, Spain has been the target of both ETA and Muslim fundamentalist terrorist 
activities, especially in the city of Madrid, where the meeting was carried out.

Technology, security and democracy in Spain

Whilst, in principle, the majority of the participants in the focus groups acknowledged that the 
introduction of new SOSTs may give rise to a potential trade-off between security and privacy, in 
practice, the participants divided into two separate groups. One group clearly stated that if we have 
nothing to hide there is no problem in being monitored; whilst the other group argued that if we 
have nothing to hide there is no reason to be monitored.

These things are necessary; they help us to move on with transparency, if you have nothing to 
hide … I think it is necessary.

If I have nothing to hide, why should they monitor me?

Confirming Gaskell et al.’s (2004) analysis, therefore, these two groups actually considered these 
technologies either risky and useless, or useful and harmless. The first group felt that the privacy 
margins are increasingly smaller, and suggested that the new security measures may be used for 
perverse and illegitimate purposes. In their opinion, not only is the increasing implementation of 
new SOSTs not justified by real dangers but it also fuels a growing fear among the citizens, which 
is purposively encouraged by the government for political purposes of control and manipulation.

More specifically, they seemed especially concerned with the political use of the data collected, 
“They look at us; they control us and who is in possession of these data? If later there is a change 
in government, those who have been under scrutiny and are considered negatively by the govern-
ment will easily find themselves on a black list …” Otherwise, the commercial implications of 
using fear to promote business interests were mentioned: “In this consumer society, they offer you 
something that is presented as absolutely necessary, but in fact it is not necessary at all.”

The second group of participants supported the introduction of new security measures to con-
trast what they perceive as real risks, proceeding from different sources: terrorism, organized crime 
as well as common criminality. These participants, however, did not feel that their privacy was 
affected because they believed they had nothing to hide and nobody would be interested in moni-
toring ordinary people’s lives. In their view, these new SOSTs increased security without affecting 
their privacy. They did not see themselves as potential suspects.

In general, the ascription to either group seemed to be strongly affected by people’s level of trust 
towards the contextual interplay between technologies and institutions. People displaying a low 
level of trust towards the scientific and political institutions implementing these technologies 
tended to join the first group, prioritizing privacy and expressing concern that these technologies 
could be manipulated and diverted to other purposes. In contrast, the people more trustful towards 
both technologies and institutions tended to join the second group, prioritizing security and show-
ing a much lower level of concern for privacy.
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Effectiveness and appropriateness

Although crucial, privacy was not the only concern of the participants, who often questioned the 
effectiveness and appropriateness of SOSTs. For instance, some participants criticized the surveil-
lance implications of these technologies: “Do we really need smart cameras? Sometimes, to have 
more security you just need to put more light in the streets … I mean you feel more secure, and 
nobody is watching you.” Other participants questioned that SOSTs will ever be able to cover all the 
threats and argued that criminals are capable of fooling the security systems.

I believe that catching a plane does not carry the same risk of shopping in a shopping mall, that 
is, they can always put a bomb in a plane as well as in any other place, and you can’t monitor 
all of them [i.e. the terrorists].

Well, I believe that no matter how many cameras, how much security you have, I believe that the 
terrorists are actually benevolent with us … they can always fool all these technologies.

Other participants actually argued that the real effectiveness of these technologies depends on the 
capability of the operators to deal with the acquired information. In this respect, “capability” implied 
technical/professional as well as moral/ethical aspects.

I don’t know, how many of these CCTV cameras are attended by security guards, which is a job 
like many others, I mean it does not entail special requirements. I mean, if you spend your time 
monitoring people and you have to decide whether anybody is showing “strange” behavior, you 
really need to have some knowledge about people’s attitudes.

I believe that they should be careful about who is going to have access to our data, to all our 
data, to all our private things.

In fact, more concerns were expressed about “interpretation,” that is, being judged on the basis 
of the gathered information, than about being monitored. As suggested by Amoore (2006), the 
participants also raised concerns about the pervasiveness of clichés and stereotypes, generally used 
to match the interpretative scheme of those who are in charge of the security systems.

No, I believe that sometimes there is a risk of confusion … I know what happened to me when 
I went to Miami, I had some problems, especially after the 11th of September … they stopped 
me all the time to ask for my documents, to ask whether I really was Spanish and put me in the 
cabin to check my luggage. Why was that so? Because I look like an Arab or a Mexican … you 
can feel badly when these things happen …

Not everything goes
As a result, there was consensus about increasing security through the adoption of new technolo-
gies only in specific cases and places strictly belonging to the public sphere. In the private sphere, 
the use of invasive technologies was accepted when urgency and gravity are of the highest level 
and there is no alternative, such as in the case of gender violence and sexual harassment: “violence 
against women, in this sense we ought to put much more effort in terms of security,” and paedo-
philia: “the type of criminals that keep committing the same crime, such as rape and paedophilia 
… these people should be monitored much more intensively.” Though with less emphasis, the use 
of SOSTs was also accepted to fight terrorism.
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I believe these measures are appropriate for international crime and terrorism, this is clear … I 
mean, the citizen should know that these measures may occasionally be annoying and there are 
people who cannot stand them, cannot stand being controlled in the airport, and so on, but it is 
for their benefit. If there were no terrorism, all of that would not be necessary.

In fact, all participants expressed concern that the effort in increasing security measures would 
be concentrated only against terrorism and only in places considered as sensitive targets. As a 
result, the citizens would be left unprotected and vulnerable in other places and in relation to other 
types of crimes: “I am personally worried about other types of crimes … the introduction of new 
technology is fine, but it should not merely focus on terrorism.” In this respect, they feared that a 
new “elite” security was emerging, which considered terrorism as the main danger, whilst ordinary 
people would typically give priority to other types of crimes: “There are far more victims of gender 
violence than terrorism, I do not know the exact figures, but I am pretty sure about this.”

Participation
Although positive about participatory processes of development and implementation of the new 
technology, the participants assigned more importance to the transparency of information and 
effectiveness of general rules than to direct participation. However, the issue of public participation 
encouraged the emergence of two groups: one tried to identify who was supposed to participate, 
whilst the other tried to single out who was not supposed to participate. In general, there was agree-
ment on the importance of involving experts, consumer organizations and human rights associa-
tions, but the participation of ordinary citizens and politicians was more controversial.

Citizens supporting the participation of the lay public specified that their participation would 
ensure that their interests were respected and their concerns taken into account: “Because, if things 
go wrong these are the people who are going to suffer from the consequences, both negative and 
positive.” Sceptical participants replied that not only would it be impossible for ordinary citizens 
to reach a viable consensus: “because I believe that the ordinary citizen … that we would never 
reach a consensus on these measures, never” but also that citizens were not properly informed or 
prepared to effectively participate:

I believe that these should be highly qualified people, or maybe the city council, or those who 
will actually be responsible for their operation in the city or in the specific place where these 
technologies are going to be used … because I believe that the citizen will never be [qualified].

The participation of politicians was even more controversial. Some participants argued that politi-
cians needed to be involved to guarantee the correct implementation of these technologies, whilst 
other participants voiced a deep scepticism about the real value and capability of their political elite: 
“Maybe it is better to keep the politicians out, maybe they should not express their opinion because 
they may give a very personal opinion, it would be better to have others who might be able to see our 
interest in a more objective way.”

Sharing a very negative opinion on banks and multinational corporations because of their lack 
of social responsibility, nearly all participants insisted that these organizations should not be 
involved in the participatory process: “Banks are not monitored, telephone companies are not 
monitored. Only terrorists are monitored, but there are other forms of terrorism, like the one 
operated by banks charging far more than they should, that are not monitored.”

In the end, participants agreed on the necessity of introducing clear regulative and participative 
frameworks, in which also the judges are expected to play a significant role, given that they are 
responsible for the correct utilization of these technologies: “When there is need to violate privacy, 
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this should be always authorized by a judge, who has to decide the methods as well as the appropri-
ate time and space constraints.”

5. Security and privacy: Beyond the trade-off model
When citizens face a recently installed security camera in the street, some consider the camera as a 
technical device that may discourage criminal acts and potentially increase their security. In con-
trast, others believe that the camera is a tool for political propaganda that does not increase security 
but instead threatens individual privacy.

This situation often emerged during the focus groups, which suggests that participants tended to 
have polarized opinions and privacy was not the only issue at stake. In fact, people’s opinion about 
SOSTs might also be affected by other factors, which related more to how these technologies addressed 
their social priorities and to the social and institutional context in which they were going to be imple-
mented. The more citizens actually trusted public institutions, the more they saw security as a priority, 
which SOSTs effectively addressed. In contrast, the more they distrusted these institutions, the more 
they considered privacy as a priority, expressed doubts about the way in which security as an issue 
was constructed, and questioned whether technology could really be a solution to security threats.

Inspired by these outcomes of the Spanish focus groups, we decided to explore the existence and 
the background of these contrasting views in the whole sample. First, we selected a set of questions 
from the survey, which explicitly associated a specific technology (e.g. scanning, eavesdropping, 
CCTV, etc.) either to privacy infringement or to security enhancement. Each question was measured 
through a 5-point Likert scale from “completely agree” to “completely disagree,” without a forced 

Table 3. Exploratory factor analysis to measure Privacy and Security.

Factor loadings: Rotated 
results

SECURITY PRIVACY

25.  Storing biometric data (e.g. fingerprints or DNA samples) of all 
citizens in a central database is an acceptable step to fight crime

0.6830 –0.1988

33.  Scanning of persons for detection of hidden items is an acceptable 
tool for preventing terror

0.7654 –0.0591

38.  The possibility of locating a suspect’s mobile phones is a good tool 
for the police in investigating and preventing terror and crime

0.8478 0.1716

40.  The possibility of locating all cars is a good tool for the police in 
investigating and preventing terror and crime

0.8114 –0.0475

43.  Government institutions should store all data they find necessary for 
security reasons for as long as they consider it necessary

0.6811 –0.2822

46.  Scanning of and combining data from different databases is a good 
tool for police to prevent terror

0.8468 –0.0108

50. Eavesdropping is a good tool for police investigation 0.6276 –0.0649
32. CCTV surveillance infringes my privacy –0.0939 0.6879
37.  The possibility of locating all mobile phones is privacy infringing 0.0546 0.8454
39. The possibility of locating all cars is privacy infringing 0.0315 0.8586
45.  Scanning of and combining data from different databases containing 

personal information is privacy infringing
–0.0875 0.8114

51. Eavesdropping is a serious violation of privacy –0.2240 0.7238
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answer. Then, we ran exploratory factor analysis (Lawley and Maxwell, 1962) and from twelve vari-
ables we obtained just two factors able to explain 63% of the total variance.5 As components are – by 
construction – mutually orthogonal, we allowed factors to correlate by applying oblique rotation to 
the factor space.6 This transformation made it relatively easy to identify each variable with a single 
factor without altering the results (Garson, 2009). We named the factors “SECURITY” (SOSTs as 
security enhancing) and “PRIVACY” (SOSTs as privacy infringing), respectively (see Table 3).7

By computing Spearman’s rank correlation coefficients (Chen and Popovich, 2002) we observed 
an inverse significant relationship between the two dimensions. In other words, those citizens who 
believed that SOSTs enhanced their security tended to underestimate SOSTs’ impact on their pri-
vacy, whilst those citizens who were concerned about SOSTs’ impact on their privacy tended to 
neglect potential benefits in terms of security. This finding deserved further attention because it 
seemed to contradict an implicit assumption of the trade-off model, which considers SOSTs as both 
privacy infringing and security enhancing. We decided, therefore, to check whether this effect was 
produced at a different level. During the focus groups, we noticed that people’s assessment of 
SOSTs was strongly affected (a) by their prior opinion on the norms and functioning of the institu-
tional context in which SOSTs are likely to be implemented, (b) by their prior opinion on the capa-
bility and accountability of those who actively use these technologies and the data thereby retrieved 
and (c) by their estimated risk of function creep and abuses. We decided, therefore, to select from 
the survey those questions that dealt directly with these issues (see Table 4). By applying the same 
procedure explained before, we obtained two other factors that we called respectively “TRUST” 
(which related not only to the trustworthiness of the institutional context in which SOSTs were 
likely to be implemented but also to the legitimacy of technology as a solution to security problems) 
and “CONCERN” (which related to the opposite case, and denoted fear of function creep and 
abuses while it questioned SOSTs as an effective solution to security problems).8

Finally, we computed partial correlation for all four factors (Figure 1). We could observe a signifi-
cant positive correlation between “TRUST” and “SECURITY” as well as between “CONCERN” and 
“PRIVACY.” Furthermore, we found a negative significant correlation between “TRUST” and 
“PRIVACY,” and a negative, and yet not significant, correlation between “CONCERN” and 

Table 4. Exploratory factor analysis to measure Trust and Concern.

Factor loadings: Rotated 
results

TRUST CONCERN

15.  The security of society is absolutely dependent on the 
development and use of new security technologies

 0.8269  0.0401

17.  If you have nothing to hide you don’t have to worry about 
security technologies that infringe your privacy

 0.8111 –0.1465

18.  When security technology is available, we might just as well make 
use of it

 0.8242 –0.0103

16.  Many security technologies do not really increase security, but are 
only being applied to show that something is done to fight terror

–0.0573  0.6902

20.  It is uncomfortable to be under surveillance, even though you 
have no criminal intent

–0.0173  0.6840

21.  New security technologies are likely to be abused by 
governmental agencies

–0.2587  0.6662

22. New security technologies are likely to be abused by criminals  0.1213  0.6559
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“SECURITY.” In other words, it seemed that a more trusting attitude led citizens to consider SOSTs as 
an effective solution to enhance security without infringing privacy. In contrast, a more concerned atti-
tude led citizens to interpret surveillance-oriented security technologies merely as privacy infringing.

These findings confirmed that the participants actually divided into two groups, trusting and 
concerned people, with different attitudes towards privacy and security. Even if these technologies 
imply higher surveillance, trusting people believed not only that SOSTs were effective measures to 
fight terror and crime, but also that their privacy was not likely to be affected. Concerned people 
believed that these technologies only restricted privacy (see Figure 1). For them there was no trade-
off either, because they did not see security being increased while their privacy was affected. As 
robustness checks, “Security” and “Privacy” were regressed against “Trust” and “Concern” respec-
tively and other control variables without any appreciable change. Results also remained consistent 
when we replicated the analysis after applying an orthogonal rotation of the factor axes (Varimax).

6. Limitations
Whilst its findings pave the way to the elaboration of alternative approaches to SOSTs and the pri-
vacy–security dilemma, this study has important limitations. First of all, we restricted our focus on 
security technologies that, to varying degrees, involved surveillance. As a result, the term security 
often seemed to act as a synonym for surveillance. However, the terms security and surveillance 
should not be conflated: increased surveillance might not necessarily imply increased security and 
security technologies that do not involve surveillance – such as front or backdoor security lights that 
are motion sensitive and switch on automatically when people pass by – may provoke different reac-
tions, as occasionally emerging in the focus groups. Although concerned participants not only criti-
cized SOSTs for their privacy implications, but also questioned their appropriateness and effectiveness 
in terms of security enhancement, their main concerns might have more to do with surveillance 
(being monitored) than with security (being protected). As a result, further studies are needed to cast 
light on the relationship between security and surveillance, assessing not only whether citizens react 
differently towards security technologies not involving surveillance but also whether their reactions 
against surveillance-oriented technologies are merely due to their privacy implications.

Second, we restricted our analysis to the security–privacy trade-off and its main social and 
political critiques. Other contested issues, such as the perceived health risks associated with the use 
of biometric technologies (McKinlay, 2008), have been left out not because they were irrelevant, 
but because they shared the same risk/benefit approach adopted by the trade-off model.

Third, from the Spanish case we could learn that even when citizens are accustomed to surveil-
lance devices, and generally hold a positive attitude towards new technologies, support for new 
SOSTs cannot be taken for granted. This insight calls for future research to investigate the wide 

TRUST
0.668*

CONCER

SECURITY

PRIVAC

-0,224*

-0,097

TRUST
0.668**

0.549**
CONCERN

SECURITY

PRIVACY

–0.224*

–0.097

** p < 0.001  * p < 0.05

Figure 1. Relationships among factors measured through partial correlation. 
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range of institutional, personal, technical and cultural factors that affect people’s attitudes towards 
SOSTs across different countries. Whilst this study cannot cast light on these differences, it demon-
strates at least the need of studying these technologies in context.

Finally, from a statistical viewpoint, running a structural equation model could have been more 
adequate in the analysis of the covariance structure. Owing to the limited sample size and to the 
exploratory character of our study, we preferred not to use it. In this study, we used 156 cases and 
always observed commonalities below 0.6, which made the sample size appropriate for running 
each factor analysis (MacCallum et al., 1999). The Kaiser-Meyer-Olkin measure of sampling ade-
quacy provides further evidence of the appropriateness of our choice. Indeed, we observed a mid-
dling result (0.736) in the TRUST–CONCERN case and a meritorious result (0.866) in the 
PRIVACY–SECURITY case.9 While the research design did not allow for a generalization it did, 
at least, support our hypotheses, suggesting the need for further research.

7. Conclusions

In general, participants agreed that additional security, related to some aspects of ordinary life, 
was necessary. Yet, some participants questioned the appropriateness of using new SOSTs to 
address security problems, whilst others suggested restricting the adoption of new SOSTs only to 
specific crimes, in specific contexts and always under specific legal and institutional guarantees. 
Their main concern was to avoid political abuses and a deterioration of the democratic frame-
work of law and rights. Other participants acknowledged that SOSTs may be useful against ter-
rorism, but expressed concern that an over-emphasis on terrorism may come at the expense of 
other security threats that they perceive as more imminent and familiar.

Many participants insisted that the use of these technologies for commercial and political pur-
poses was not acceptable. They were aware that fear could easily be exploited for both economic 
and political purposes; therefore they vividly expressed concern for potential political abuses, 
pointing at the difficulty of assessing when a behaviour or an attitude of citizens may be defined as 
suspicious. In this respect, there was general awareness that errors may spring not only from the 
limits of the technologies but also from the limits of the people who operate them.

Concerns about the professional and moral profile of the SOSTs’ operators led the participants to 
emphasize the importance of clear rules and reliable mechanisms of sanction in case of human errors. As 
someone suggested, a superficial or dishonest application of SOSTs might raise as many security concerns 
as the threats SOSTs were expected to address. In their view, therefore, the introduction of new SOSTs (a) 
should be gradual and transparent; (b) should occur always in a context of clear rules and widespread 
information; (c) should be focused on specific cases and places; (d) should be proportionate to the danger 
and the situation; and, finally, (e) should affect the private sphere of intimate life as little as possible.

From these results, we can draw two main conclusions. First, without denying the existence 
and relevance of technology-specific implications, the qualitative data suggest that context-spe-
cific implications did exist and were utterly relevant. Citizens’ concern about the introduction of 
SOSTs was often due more to their mistrust towards the institutions that were supposed to employ 
and regulate these technologies, than to their alleged lack of knowledge about science and tech-
nology. This outcome confirmed the validity of Brian Wynne’s (2006, 2008) emphasis on the 
importance of public participation in technology assessment, because the lay public assesses 
technologies not only on the basis of technical information, but also on the basis of other types of 
knowledge (institutional, legal, social, moral), which are not technical but are nonetheless abso-
lutely relevant when technologies jump from laboratory to policy and social domains. This 
complex, contextual form of assessment, therefore, is of great importance when policy decisions 



568  Public Understanding of Science 21(5)

have to be taken but is often neglected by current assessment exercises, which are based merely on 
decontextualized, technical expertise.

From a contextual approach, it is also easier to understand why citizens assessing the introduc-
tion of new SOSTs seldom approached the relationship between security and privacy according to 
the trade-off model. The latter assumes that citizens consider SOSTs as both privacy infringing and 
security enhancing. In contrast, the participants in this study tended to divide into two main 
groups, which considered new SOSTs either as infringing privacy without enhancing security or 
vice versa. In fact, a deeper line of demarcation seemed to exist, running along the dilemma between 
two broad political attitudes, trust and concern, of which the divide between privacy and security 
was only a by-product. Trusting citizens considered security the main issue, whilst concerned citi-
zens assigned priority to their privacy. The implications are decisive because the trade-off model 
generally frames privacy and security as exchangeable goods that could be traded. In contrast, trust 
and concern are political attitudes, which can change over time, depending on a number of personal 
and social factors, but cannot be “exchanged” or traded as if they were economic goods.

Our second conclusion, therefore, is that in the domain of public assessment of new SOSTs the adop-
tion of an economic trade-off model between security and privacy may be misleading. In a context of 
rising security concerns, expanding definitions of risk and growing governmental monitoring activities, 
these results shed some light on the persisting gap between the governmental and the lay public perception 
of the security agenda, as well as on the political implications of the new public discourse on security.
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Notes

1. As surveillance-oriented security technologies we refer to the following set of devices: biometrics (i.e. 
fingerprints and facial characteristics), biometric passport, closed circuit television (CCTV), automatic face 
recognition, automatic number plate recognition (ANPR), passenger scanning (i.e. naked machines), locat-
ing technology (i.e. GPS, eCall), data retention, total information awareness (TIA), eavesdropping. These 
technologies are elsewhere defined as surveillance technologies (Petersen, 2001), yet, in our definition, we 
prefer to emphasize the fact that these technologies are normally employed for security purposes.

2. PRISE stands for: “Privacy enhancing shaping of security research and technology – A participatory approach 
to develop acceptable and accepted principles for European Security Industries and Policies.” The project 
was financed by the EU Commission, under the PASR 2005 (Preparatory action for security research).

3. For more information about this method refer to the Danish Board of Technology’s website.
4. This type of methodology is meant to overcome some of the limits described by Haggerty and Gazso 

(2005) regarding omnibus survey research about surveillance and privacy.
5. We use the principal component extraction method (Hotelling, 1933) and retain factors with eigenvalues 

greater than one. All analyses are conducted using STATA 10.
6. We use the Promax routine and set the power equal to 2.
7. The internal consistency of our instrument results in a Cronbach’s Alpha of 0.89 which is considered well 

acceptable (Nunnally, 1978).
8. Reliability was ensured by a Cronbach’s Alpha of 0.73.
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9. “Stata 11 help for factor postestimation” (9 September 2009) provided by StataCorp LP, 4905 Lakeway 
Drive, College Station, TX 77845 USA.
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