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ABSTRACT: Perceived risk is an important construct in e-commerce research, but it has not
been approached in a manner sufficiently systematic, comprehensive, or detailed to be
understood along multiple dimensions instructive for information systems designers. This
paper fills the gap by proposing a model of perceived risk based on a well-established
marketing theory of risk. It identifies events that expose consumers to harm in e-commerce
transactions and measures the dimensions of perceived risk with rigorously developed
formative indicators that incorporate the almost unlimited range of unwanted events of
potential concern to consumers. This risk construct is placed in a nomological network
and tested through an on-line field study of 411 participants aggregated with structural
equation modeling. Test results show that the construct e-commerce transaction perceived
risk is an aggregate factor with three dimensions: risk of functionality inefficiency, risk of
information misuse, and risk of failure to gain product benefit.
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According to a U.S. Department of Commerce press release, business-to-
consumer (B2C) e-commerce in the United States has grown in recent years,
expanding at an annual rate of 8 percent from 2006 to 2009 [64]. However, this
growth predominantly mirrors the growth of the overall retail market, which
had an annual rate of 6 percent over the same period—from 2006 to 2009, the
proportion of Internet retail sales grew only slightly, from 3.4 percent to 3.9
percent [64]. The underachievement of the retail e-commerce sales channel has
prompted researchers in management information systems (MIS) and other
areas to investigate the factors that encourage consumers to buy on the Web
as well as the factors that may be preventing them from doing so.

Much research addressing these issues has focused on how to increase
consumer trust in order to influence willingness to transact using e-commerce
(e.g., [2, 22]), rather than on how to reduce the perceived risk that makes a
high level of trust necessary in the first place. One reason for the relative lack
of attention to perceived risk might be the difficulty of untangling its many
compounded aspects—the risks attendant upon the purchase of any product
or service are compounded with the risks of conducting an on-line transaction,
and of making the purchase through electronic means over a public network
[24]. However, it would be well worth the effort for information systems (IS)
researchers to untangle these complexities and understand consumers’ risk
beliefs because some perceived risks may be unique to or exacerbated by the
context of a B2C e-commerce transaction and highly influential to consumer
behavior. These risk beliefs may explain the reluctance of some consumers
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to buy on the Web and also offer an opportunity for the use of information
technology (IT) tools and other, non-IT interventions to reduce the perceived
risks [5, 6, 45].

This paper develops a risk framework that IS researchers can utilize to
conduct research on (1) the types of risks that concern prospective customers
and thus need to be alleviated in order for e-commerce to prosper and (2) what
IT tools need to be provided on the Web and how consumers can use them to
reduce their perceived B2C e-commerce transaction risks. Guided by strong
theory from seminal marketing research on perceived risk, the study applies a
detailed methodological and comprehensive approach to derive the full range
of risks in the e-commerce context [14].

The Case for a New Risk Model: Prior Research on
Perceived Risk

Perspectives on Perceived Risk

Both early marketing studies and current research on the nature of perceived
risk make a clear distinction between objective risk as it exists in the real world
and risk as it is subjectively understood by the consumer. Bauer differentiates
the two, defining perceived risk as an appropriate focus for consumer behavior
researchers because consumers can only respond to risks they perceive sub-
jectively. In contrast, while objective risk certainly exists for consumers, they
cannot respond to what they do not perceive [4].

Perceived risk is commonly regarded as a person’s perception of the un-
certain and adverse consequences of engaging in an activity [18, 27]. Other
researchers have described perceived risk in the e-commerce context as the
extent to which a user believes that using the Web is unsafe or may have nega-
tive consequences [25, 40]. Both conceptualizations echo Bauer’s definition
of perceived risk as a consumer’s expectation that purchasing actions could
have unwanted consequences [4]. However, the study of perceived risk in B2C
e-commerce differs from that in traditional marketing in that it also considers
concerns associated with the on-line channel and point of purchase, rather than
just the risks that arise from the product itself [28, 58]. Therefore, the present
research paraphrases Bauer by defining B2C e-commerce transaction perceived
risk as a consumer’s expectation that the actions entailed in purchasing a good
or a service from a B2C e-commerce site could have unwanted outcomes [4].
While there is some perceived risk in the purchase of a product at a physical
store, the risks may be exacerbated in an e-commerce situation. For example,
in an e-commerce transaction, the exchange occurs over a public network,
the consumer may not be able to test the product, and the range of products
available for purchase may be very large.

In order to make the case that researchers and practitioners will benefit from
anew model of e-commerce perceived risk, it is necessary to first examine the
existing models. Two fundamental methods of conceptualizing perceived risk
are commonly found in the e-commerce literature:
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1. The first method operationalizes perceived risk as a unidimensional
whole [22, 25,27, 31, 47, 49]. For example, Jarvenpaa, and Tractinsky devel-
oped and tested a model of the relationship of perceived risk, trust, attitude,
and willingness to buy [27]. Perceived risk, measured as a unidimensional
whole, was found to act as an antecedent of attitude and a mediator of the
effect of trust on willingness to buy. More recently, Kim, Ferrin, and Rao
included a unidimensional construct of perceived risk in their longitudinal
trust-satisfaction model [30].

Although the unidimensional conceptualization of perceived risk has been
shown to be meaningful in e-commerce and has demonstrated that perceived
risk and trust are separate (though related) constructs, it does not provide re-
searchers and practitioners with the finer granularity of information required
to design specifically IT-based and non-IT-based interventions. In order to
determine how researchers and practitioners can influence consumer perceived
risk to support e-commerce, it is necessary to examine the underlying structure
of perceived risk in more detail.

2. The second method operationalizes multiple dimensions (or attributes,
or facets) of perceived risk. Spiekermann and Paraschiv suggested a break-
down of overall perceived risk into the attributes of social/psychological
risk, functional risk, financial risk, and level of delivery risk [55]. The model
of perceived risk proposed by Park, Lee, and Ahn posited that it has two at-
tributes: perceived risk of the transaction, using items that reflect security,
privacy, and nonrepudiation (deniability of the transaction); and perceived risk
of the product/service, using items that reflect functional loss, financial loss,
time loss, opportunity loss, and overall perceived risk with product/service
[46]. Featherman and Pavlou found that performance risk (the risk that an
e-service system will not perform as expected) is an antecedent to perceived
risk and distinct from the types of harm that might occur (financial, privacy,
psychological, and time) [20]. Pavlou, Liang, and Xue applied agency theory
to study perceived uncertainty in e-commerce adoption, finding that fears of
seller opportunism and perceived information asymmetry form perceived
uncertainty, along with the additional constructs of information privacy
concerns and information security concerns [48]. Crespo, del Bosque, and
de los Salmones applied perceived risk using the dimensions of the types
of harm experienced by consumers (financial loss, time loss, psychological
harm, social harm, physical harm) to determine their effects on e-commerce
user intentions [15].

However, the various dimensions of risk already identified and researched
are not sufficient. To explain why this might be the case, past perceived risk
research in e-commerce was examined through the lens of a model of risk
that used a three-stage process to describe how a consumer could experience
harm from a transaction [63]: (1) some phenomenon or actor is the source of the
risk; (2) a consumer will only suffer harm from that phenomenon if an event
exposing the consumer to harm occurs; and (3) this event may result in one
or more types of harm to the consumer. Each stage of this process provides a
perspective for the investigation of perceived risk in e-commerce, resulting in
three perspectives, as shown in Figure 1. Existing e-commerce perceived risk



50 GLOVER AND BENBASAT

Sources of Risk Events Exposing Types of Harm
Consumer to Harm

Unknown
Third Party
Product
Manufacturer

Figure 1. Three Perspectives on Perceived Risk

research was analyzed using this lens. Appendix A summarizes the findings
from selected multidimensional studies, the dimensions of perceived risk
identified, and the perspectives taken.

The first perspective focuses on the source of the risk: the environment,
object, or actor responsible for an event that causes harm to the e-commerce
consumer. For example, Tung et al. suggest that risk in e-commerce may come
about from the choice of product or vendor, while Miyazaki and Fernandez
identified security risk as arising from either of two sources, the Web retailer
and third parties [42, 59]. Unfortunately, the identification of the source of a
perceived risk may not provide enough information regarding what precisely
the consumer fears from that source, and therefore such a conceptualization
of perceived risk may not help in designing relevant IT tools.

The second perspective focuses on the various types of harm the consumer
may experience: financial loss, time loss, psychological harm, social harm, and
physical harm. This perspective on consumer perceived risk is widely used
by marketing researchers and more recently has been adopted by e-commerce
researchers [15, 32, 41]. However, measuring each type of harm provides little
indication of how an IT tool might be used to change this risk or its perception
because it does not focus upon the source of harm or the event that exposed the
consumer to this type of harm. For example, knowing that a consumer fears
both financial loss and loss of time in a Web transaction does not inform the
practitioner of the steps to take or the IT tool to employ to reduce the per-
ceived risk.

The third perspective focuses on events in the course of an e-commerce
transaction that expose the consumer to harm. For example, Featherman and
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Pavlou found that the harm perceived by the user of e-services arose from
the event in which the service failed to perform as designed and advertised,
and failed to deliver the desired benefits (an event that causes harm) [20].
Miyazaki and Fernandez also adopted the event perspective (in combination
with the source perspective) to identify privacy risk and the inconveniences
of on-line shopping as events that may occur while shopping on-line [42].
Although this perspective on risk seems to offer the greatest potential for
IT-based interventions, the research to date has not methodically generated
the full range of events that consumers may perceive as causing them harm.
Further, perspectives regarding the dimensions of perceived risk are sometimes
considered in combination. For example, the types of harm perspective was
adapted to an e-services setting by Featherman and Pavlou, along with the
perspective of the events that could cause the harm [20]. Their research, find-
ing that performance risk (an event) was an antecedent to the types of harm
that could occur, provides support for the model in Figure 1.

Based on the preceding discussion, it is here argued that a focus on events
that expose a consumer to harm and an approach that accounts for the full
breadth and depth of possible detrimental events are the best way to inform
practitioners about how to design IT tools that will alleviate consumers’ per-
ceived risks. However, since the extraordinary range of events possible in an
e-commerce transaction is limited only by the creativity of wrongdoers and the
imagination of consumers, the goal here is to develop a model of e-commerce
perceived risk that is both comprehensive and usable.

Development of the Research Model
Dimensions of E-Commerce Transaction Perceived Risk

According to the theory of reasoned action (TRA), one’s behavior is influenced
by one’s attitude toward the behavior (along with one’s beliefs regarding the
subjective norm regarding the behavior) [1]. Attitude toward a behavior is
influenced by one’s beliefs regarding the events resulting from that behavior,
both negative and positive. The behavior that the present research seeks to
understand (and that practitioners seek to influence) is the behavior of buy-
ing on the Web. Thus this study on risk aims to understand a set of negative
beliefs that consumers might hold regarding events that could occur when
they buy on the Web. Since the range of such events is vast, however, the
researcher must categorize them in a set of dimensions that group together
those that harm consumers in similar ways. To do this, a theoretical framework
is needed that expresses the full range of ways consumers may experience
harm in a transaction.

Fortunately, marketing researchers studying perceived risk have provided
a theory-driven starting point for identifying the causes of e-commerce trans-
action perceived risk. In his foundational book on the structure of perceived
risk, Cox expressed risk from the perspective of the consumer in order to
identify the range of perceived risks that could harm consumers [13, p. 37].
The model Cox proposed is still cited today to explain consumer perceived



52 GLOVER AND BENBASAT

risk (e.g., [36]). Cox identified three overarching ways in which consumers
are exposed to harm in a transaction: (1) they may not gain the benefit they
are seeking, (2) they may have to pay a penalty for trying to make the gain,
and (3) they may lose the resources they hoped to gain. Writing in 1967, Cox
was obviously not considering risks that might occur as a result of transacting
over the Internet. Nevertheless, the general risk types he proposed may also
apply to Internet consumers.

In e-commerce, consumers attempt to purchase a product that best meets
their needs, with the least expenditure of time and effort, and avoiding harm.
Adapting Cox’s general risks to the context of an e-commerce transaction,
the general risk categories facing e-commerce consumers are: (1) the product
purchased on the Web might not deliver the expected product-related benefits
(benefits sought through the purchase are not gained); (2) the consumer will
face ancillary harm when buying on the Web, such as loss of privacy (paying
a penalty for trying to make the gain); and (3) the consumer will waste time,
money, or effort in making the purchase on the Web (losing the resources with
which the consumer hoped to make the gain).

The dimensions of perceived risk in prior research discussed above are
subsumed within the three general risk categories now proposed. First, con-
sumers are concerned that the product or service they buy on the Web might
not deliver the expected benefits [20]. This is true whether the problem results
from the product, the retailer, the transaction, or the fact that the product was
not delivered as expected [39, 46, 55, 59]. While the same risk also exists in a
purchase from a physical store, it is exacerbated in a purchase over the Web, and
this justifies its inclusion as a dimension of e-commerce transaction perceived
risk. This general risk is labeled as failure to gain product benefit risk.

Second, consumers fear that they may face ancillary harm by buying a
product on the Web. This might stem, for instance, from the need for the
consumer to provide personal and financial information over a public net-
work, often to a retailer whose use of the information cannot be predicted
or controlled. Privacy and information security have been identified as very
important concerns for e-commerce users [20, 35, 42, 48]. Malhotra, Kim, and
Agarwal found that Internet user information privacy concerns were related
to consumers’ perceived risk [37]. Similarly, Van Slyke et al. observed that
consumer concerns about information privacy were related to their perceived
risks [61]. This general risk is labeled as information misuse risk.

Third, consumers fear that they may lose the resources they hoped to gain.
Although the possible wastage of time, money, and effort is not limited to
transactions on the Internet, the risk is exacerbated in e-commerce transac-
tions [13]. While the functionality offered in an e-commerce Web site exists to
enhance or facilitate the identification, purchase, delivery, and maintenance of
a core product offering, the e-commerce transaction process is primarily a self-
serve process and therefore requires an investment of time, effort, know-how,
and (perhaps) money on the part of the consumer to make use of the function
[7]. This phenomenon is similar to the “minimizing time” fundamental objec-
tives identified by Keeney [28] and the “inconveniences of online shopping”
identified by Miyazaki and Fernandez [42]. For example, the use of an on-line
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product-recommendation agent in a purchase may require time and effort to
specify detailed preferences for a number of product attributes [66]. Using
this functionality may require more investment than the consumer cares to
make. The risk of wasting the time, effort, and money expended in making a
purchase transaction on the Web from which the consumer hoped to make a
gain is labeled as the functionality inefficiency risk.

The proposed e-commerce transaction perceived risk construct is modeled
as an aggregate factor of these three dimensions—information misuse, failure
to gain product benefit, and functionality inefficiency risks—consistent with
the work of Petter, Straub, and Rai [50] and of Diamantopolous and Winklhofer
[16] because the dimensions are viewed as causing, rather than being caused
by, the construct.

Development of the Formative Measures

Each of the three dimensions identified above is a complex construct in itself,
formed by a number of beliefs that consumers hold regarding specific events
that may cause harm. This meets the definition of a formative or aggregate
construct by Petter et al. (i.e., a composite of multiple measures) [50]. Therefore,
each dimension may best be assessed with formative measures that express
the range of events that concern consumers [50]. Edwards’s recommendation
for the measurement of an aggregate multidimensional construct suggests
that the dimensions of the aggregate construct be treated as latent variables
and their measures as manifest variables [19]. That is the approach adopted
in the present research.

Researchers developing formative measures for aggregate constructs need to
be concerned with two key issues prior to empirical validation of the measure:
content specification and indicator specification [16]. For content specifica-
tion, the range of events that may cause harm to consumers was identified
from Cox’s seminal theory. For indicator specification, a systematic process to
identify and summarize the events of concern to consumers was conducted.
The measures were developed using the following processes:

* A panel of e-commerce researchers and consumers elicited the events
that consumers perceive might result in unwanted outcomes, based
on the three perspectives recommended by Lewis, Templeton, and
Byrd [33].

® A procedure similar to Keeney’s [28] was used to group the elicited
events, which were then grouped in nine emergent measures of the
three general risk categories derived from Cox [13], based on the way
the events expose the consumer to harm.

¢ The nine measures were validated as representing the consensus of
the panel through g-sorts of the events using subgroups of the par-
ticipants in step 1.

* Semantically differential items were developed for each of the
measures.
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¢ The items were validated through another g-sort of the items using
subgroups of the participants in step 1 in different combinations than
step 3.

The members of the panel, which was made up of 10 e-commerce researchers
and graduate students at a public university, were surveyed individually to
elicit the unwanted events that could cause them harm as consumers during
an e-commerce transaction. In order to identify events resulting from as many
aspects of an e-commerce transaction as possible, three steps were used, as
recommended in the development of measures for IS research by Lewis et al.
[33]. Panel members were surveyed to elicit harmful events using perspectives
of the stages of the transaction as represented by the e-commerce Customer
Service Life Cycle (ECSLC) [7], the possible participants in the transaction,
and the characteristics of an e-commerce transaction.

As aresult of the above process, the panel identified 104 unique unwanted
e-commerce events. Keeney’s approach (grouping concerns about the Internet
according to their “bottom line consequences”) was then used to group the
events according to the way the event exposed the consumer to harm [28].
The three general risks discussed by Cox were used as a framework of the
ways the events expose consumers to harm, grouping the 104 unwanted
events under these three general risks [13]. The events were grouped into
nine emergent subdimensions under the general risks, thereby identifying the
formative measures of the three general risks. For example, a consumer may
express a concern regarding a particular event: “Someone may intercept my
personal information during an e-commerce transaction.” Another consumer
may be concerned with other events: “The Web site may not secure my personal
information well,” or “The Internet site may sell my personal information to
another company.” Each of these events causes harm to the consumer when
information is misused—specifically, when personal information is misused.
Thus, these statements can be categorized together by the way they expose
the consumer to harm: in this case, the misuse of personal information. As a
result, the misuse of personal information was identified as a subdimension
and a formative measure of the general risk of the misuse of information.

Consistent with Diamantopoulos and Winklhofer, the formative measures
should represent a census of the dimensions of the construct being measured
[16]. As a result, the next step was a test of whether the preliminary set of nine
proposed measures of the three general risks identified by the researchers rep-
resented all the ways a consumer might be exposed to harm in an e-commerce
transaction. If this were the case, each of the 104 events elicited from the panel
could be placed in one of the nine proposed measures. To verify this and refine
the measures, a card-sort exercise was conducted using the e-commerce panel
that had helped identify the potential events, following the approach of Moore
and Benbasat [43]. Because the process required multiple iterations, subsets of
four panel members were used for judging. The composition of the subset of
judges was changed for each iteration in order to reduce participant fatigue.
The panel members were given a spreadsheet listing the 104 elicited events
in a random order along with descriptions of the nine proposed measures for
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the events. Respondents were asked to identify: (1) the measure with which
a particular event was most associated, (2) whether the event was associated
equally well with more than one measure, or (3) whether the event was not
associated with any measure. This activity was conducted iteratively, with
the wording of the dimension descriptions or number dimensions changed
to overcome difficulties identified by the participants in each previous card-
sort. The refinement process of the categories was concluded when less than
5 percent of the events remained unassigned by more than one judge (or, put
another way, when 95% of the events were assigned by three of four judges),
providing an indication that the measures captured the full range of events
identified by the panel.

Based on this, the final nine risk measures (discussed below) were judged
torepresent a census of the events that could cause harm to the consumer and
were adopted as the formative indicators for the three general risks adapted
from Cox [13, 50]. The three risk dimensions and their associated nine mea-
sures are:

¢ Risk Dimension 1: Information Misuse Risk
— Measure 1: personal information revealed when buying from a
Web retailer will be misused.
— Measure 2: financial information revealed when buying from a
Web retailer will be misused.
¢ Risk Dimension 2: Failure to Gain Product Benefit Risk
— Measure 3: something bought from a Web retailer will not meet
the needs of the buyer.
— Measure 4: something bought from a Web retailer will arrive late
or not at all.
¢ Risk Dimension 3: Functionality Inefficiency Risk
— Measure 5: finding and choosing something to buy from a Web
retailer will be too difficult or time consuming.
— Measure 6: ordering and paying for something bought from a Web
retailer will be too difficult or time consuming.
— Measure 7: receiving something bought from a Web retailer will be
too difficult or time consuming.
— Measure 8: returning or exchanging something bought from a
Web retailer will be too difficult or time consuming.
— Measure 9: maintaining something bought from a Web retailer
will be too difficult or time consuming.

Appendix B lists the risk dimensions and measures, along with the events.
Items were then developed for the formative measures. Consistent with the
recommendations of Ajzen and Fishbein, semantic differential items were used
to measure the perceived likelihood and perceived severity of consequence
of each measure [1]. For each formative measure, three items of perceived
probability were cross-multiplied with three items of perceived consequence
(each on a 7-point semantic differential scale) to create nine indicators of
each measure. This multiplicative model of “probability times severity of
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consequences” was identified by Mitchell as the most common model in
component-based measures of perceived risk [41]. A summary of the items is
included in Appendix C.

Content validity of the measures was established through the process of
generating, categorizing, and validating the events; and by an electronic g-sort
of the items to test the convergent and discriminant validity of the measure-
ment items [43]. A subset of the panel of e-commerce researchers and consum-
ers described above was able to sort the items correctly into one of the nine
formative measures with 97 percent accuracy.

Development of the Nomological Network

To validate the operationalization of e-commerce transaction perceived risk as
proposed above, the construct must be placed in a research model that describes
its relationships with associated constructs [16]. The present research adapts
and paraphrases Bauer by defining e-commerce transaction perceived risk as
a consumer’s expectation that the actions entailed in purchasing a good or a
service from a B2C e-commerce site could have unwanted outcomes [4]. This
implies that consumers have a preexisting set of general beliefs regarding the
outcomes of the behavior of buying on the Web and consider these beliefs before
they make a purchase from a specific retailer. As a result, this research proposes
anomological network of relationships between e-commerce transaction per-
ceived risk and general constructs of buying on the Web: attitude toward buying
on the Web, trust in Web retailers, and intention to buy on the Web.

According to TRA, one’s behavior is influenced by one’s attitude toward
any given behavior (along with one’s beliefs regarding the subjective norm
regarding the behavior) [1]. One’s attitude toward the behavior is influenced
by one’s beliefs regarding the events resulting from that behavior, both nega-
tive and positive. The present study, as discussed above, identified a negative
subset of consumer beliefs regarding the events that result from the behavior
of buying from a Web retailer. This construct of negative beliefs regarding
buying on the Web (i.e., e-commerce transaction perceived risk) negatively
influences attitude toward buying on the Web, consistent with TRA. The set
of positive beliefs that would also influence attitude are not included because
the nomological network addresses only the relationship between e-commerce
transaction perceived risk and attitude, and is not attempting to explain the
maximum amount of the variance in attitude.

Nomological Relationship 1 (NR1): Higher e-commerce transaction per-
ceived risk will lead to a less favorable attitude toward buying on the Web.

Behavioral intention is influenced by a person’s attitude toward the behav-
ior, as specified in TRA[1]. Applied to the context of this research, intention to
buy on the Web is determined by attitude toward buying on the Web.

Nomological Relationship 2 (NR2): A more favorable attitude toward
buying on the Web will lead to greater intention to buy on the Web.
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Trust and perceived risk have been modeled together in a number of e-com-
merce studies, and both have been found to influence consumer attitudes. In
general, e-commerce research had modeled trust as influencing perceived risk,
rather than perceived risk as influencing trust. For example, in a cross-cultural
study of the effects of retailer reputation, Jarvenpaa and Tractinsky modeled
trust as an antecedent of perceived risk [27]. Kimery and McCord, studying
the effect of third-party seals on trust, included perceived risk as influenced
by trust [31]. Pavlou, examining the integration of trust and perceived risk
in the context of the Technology Acceptance Model (TAM), modeled trust as
influencing perceived risk [49]. Pavlou and Gefen, in their research on trust
and risk in the context of a community of sellers, modeled trust as preceding
perceived risk [47]. So did Nicolaou and McKnight in examining the effects
of information quality as did Van der Heijden et al. in examining trust and
on-line purchasing [44, 60]. Recent fMRI brain research on trust has provided
some neurological support for this view, finding that untrustworthy stimulus
activates the insular cortex, which has uncertainty and risk-signaling functions
[52]. As aresult, in the proposed nomological network, it is hypothesized that
trust in Web retailers influences perceived risk.

For purposes of the present study, trust in Web retailers in general, rather
than trust in a specific Web retailer, was chosen as the trust target most con-
sistent with the general constructs of perceived risk of buying on the Web and
attitude toward buying on the Web. Therefore, the risk construct represents the
consumer’s belief in the competence, integrity, and reliability of Web retailers
in general. A consumer who has a positive belief in the competence, integrity,
and benevolence of Web retailers in general (resulting in a high level of trust
in Web retailers) is likely to perceive a lower risk of unwanted events from
buying on the Web. Rather than acting on the latent construct of e-commerce
transaction perceived risk directly, however, trust in Web retailers will influ-
ence each of the dimensions of the risk construct differently. For example,
some aspects of perceived information misuse risk and perceived failure to gain
product benefits risk are under the control of the Web retailer, while others are
not, leading to a different relationship between trust and those dimensions
than between trust and the dimension of perceived functionality inefficiency risk.
As a result, the nomological associations describe the relationship of trust in
Web retailers with each of the three dimensions of e-commerce transaction
perceived risk. Petter et al. discuss a similar “decomposition” approach to
the modeling of formative constructs and warn of a risk to the parsimony
of the model [50]. However, the theoretically differential relationship of the
dimensions of risk to trust in the nomological network supports the decom-
position in this case.

Most aspects of an e-commerce transaction that may lead to a misuse of
information are under the control of the Web retailer: for example, whether per-
sonal information is captured; how it is transmitted, stored, and safeguarded;
whether transaction information is used to market additional products or sold
to other organizations. As a result:

Nomological Relationship 3a (NR3a): Higher trust in Web retailers will
lead to reduced perceived information misuse risk.
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Web retailers do not control all aspects of an e-commerce transaction that
could lead to a failure to deliver product benefits. For example, the consumer
may simply not choose the appropriate product, or a courier company may
fail to deliver the product. However, the consumer will regard the Web retailer
as playing the most important role in this dimension of e-commerce transac-
tion perceived risk because the retailer chooses the products and the brands
to offer, provides the consumer with information and assistance, and selects
companies to provide ancillary services such as delivery. As a result:

Nomological Relationship 3b (NR3b): Higher trust in Web retailers will
lead to a perceived reduction of failure to gain product benefit risk.

Because Web retailers control the functions available on the retail Web site,
they will be regarded as responsible for most of the aspects of an e-commerce
transaction that may make buying something on the Web difficult or time
consuming. As a result:

Nomological Relationship 3¢ (NR3c): Higher trust in Web retailers will
lead to a perceived reduction of functionality inefficiency risk.

The resulting measurement model and its nomological network are shown
in Figure 2.

Control Variables

Additional variables were identified to control for other antecedents of con-
sumer attitude toward buying on the Web. Perceived ease of use and perceived
usefulness have been identified as important positive antecedents of attitude
and intent in many studies utilizing the TAM in e-commerce [23, 49, 62, 65]. As
aresult, they were included as control variables, consistent with their treatment
by Pavlou et al. [48]. Number of Web purchases in the past year, dollar amount of Web
purchases in the past year, average Web purchase, Web experience, and level of Web
usage were included as controls because these variables might explain variations
in the levels of attitude toward buying on the Web [27]. Propensity to trust was
included because it has been cited as an antecedent to trust and perceived risk.
Age was included because differences in age among participants may result in
differing comfort levels with the technology of the Web and therefore attitudes
toward it. Because the field survey was designed to measure the perceived risk
of buying on the Web in general, rather than the perceived risk of purchasing a
specific product or product class on the Web, control variables of product class,
specific Web retailer, or a specific transaction were not included.

Test of the Research Model
Description of the Field Study

The measurement model was tested with a field study conducted using an
on-line questionnaire completed by participants contacted through an Internet
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Figure 2. E-=Commerce Transaction Perceived Risk Measurement Model
and Nomological Network

marketing research firm. The marketing firm sent an e-mail invitation to 2,700
randomly selected North American members of an e-commerce panel main-
tained for market research purposes. Of these 2,700 invitations, Web site log
statistics indicate that 671 unique visits were made to the Web site described
in the invitation. Of these visitors, 564 elected to participate, creating an ef-
fective participation rate of 21 percent (564 /2,700).

The demographic profile of the sample reflected the way the participants
were obtained. Participation in the research company’s e-commerce panel
requires that the respondents become aware of the opportunity and opt in
to receive surveys through the marketing firm. This implies that the panel is
made up of more experienced Internet users than the general U.S. Internet
user population. The average age of the participants was 46 (compared to
the average age of U.S. Internet users of 37 in analysis of 2007 U.S. Census
Bureau data [10]), and 57 percent of the participants were female (compared
to the proportion of 51% female American Internet users reported in U.S.
Census Bureau 2007 data). A total of 80 percent of the participants reported
having used the Internet for more than five years (compared to 73% in the
Pew Internet & American Life Project [11]), 90 percent of the participants had
used e-commerce to make a purchase in the past 12 months (compared to 67%
of all Internet users in Pew), and 33 percent had made 10 or more purchases
over the past 12 months. Because experienced Internet and e-commerce users
are more likely to perceive less risk in buying on the Web than inexperienced
users, the sample represents a conservative test of the model.
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Since contaminated data are a greater problem in on-line surveys than in
traditional pencil-and-paper surveys, the complete set of responses was exam-
ined prior to analysis [12, 26, 38]. This examination eliminated 153 data records
(i.e., 27% of the 564 participants) as unusable, a percentage of problematic data
that is common in on-line surveys [12, 54]. This resulted in a final sample size
of 411 participants. To verify that the exclusion of the problematic data did
not bias the results, the structural model was also analyzed post-testing using
data that included all responses. The signs and significance of all relationships
were unchanged.

Validation of the Measurement Model

Prior research suggested that each of the dimensions of an aggregate con-
struct should be treated as a latent variable and its measures treated as a
manifest variable [19]. Therefore, each of the formative dimensions for the
e-commerce transaction perceived risk model shown in Figure 3 was measured
using the multiple reflective items provided in Appendix C [50]. As a result,
the procedures used to validate the reflective items were appropriate even
though the items were combined as a formative measure [9]. Individual item
reliability, item internal consistency, and item discriminant validity were all
examined [3].

The loading of the individual items on their respective constructs indicated
that all the loadings of the measures were above the threshold of 0.707 sug-
gested by Barclay, Higgins, and Thompson [3]. All items loaded with a p-value
of < 0.01, satisfying the criteria suggested by Gefen and Straub for convergent
validity [21]. Internal consistencies for each of the formative measures were
well above 0.70, supporting the reliability of the measures. Discriminant valid-
ity is supported when the square root of the average value extracted (AVE) for
each measure is larger than its correlations with other measures: All measures
satisfied this requirement. Although a high correlation was present between
financial information misuse and personal information misuse (0.83, variance infla-
tion factor [VIF] = 3.2), between finding and choosing functionality inefficiency risk
and ordering and paying functionality inefficiency risk (0.80, VIF = 2.8), between
receiving functionality inefficiency risk and finding and choosing functionality inef-
ficiency risk (0.74, VIF = 2.2), and between receiving functionality inefficiency risk
and ordering and paying functionality inefficiency risk (0.76, VIF = 2.3), these VIF
measures were well below the common threshold of 10 and below the threshold
of 3.3 suggested for formative measures, indicating that multicollinearity of
the measures was not a problem for testing the model [16, 50].

Finally, the cross-loading of items on other constructs supported the find-
ings of previous tests. Gefen and Straub suggest that the loading of each of
the indicators on its latent construct should be above a threshold of 0.60 and
at least 0.10 greater than its loading on any other construct [21]. The examina-
tion of cross-loading showed that each of the indicators satisfied these criteria
for discriminant validity. Taken in total, the tests of the measurement model
supported the validity and reliability of the measures developed for this study
as well as the validities and reliabilities of the measures adapted from prior
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research. The validity and reliability of the adapted measures were also sup-
ported by the validity and reliability tests conducted in earlier research (see
the references cited in Appendix C).

Due to the cross-loadings of some items and the high correlations of some
latent constructs, two procedures were used to test for the presence of com-
mon method bias. First, Harman’s single-factor test was employed, using
exploratory factor analysis to test whether a single common factor accounted
for the majority of the variance in all the factors. Harman’s test showed that
the first factor accounted for 27 percent of the variance of the measures, with
12 factors having an eigenvalue greater than 1.0, which suggests that common
method bias was not present in the data. However, Djurkovic, McCormack, and
Casimir caution that the absence of a single factor accounting for the majority
of variance does not necessarily eliminate the possibility of common method
bias [17]. As a result, the procedure for identifying the method factor loadings
discussed by Podsakoff et al. as controlling for the effects of an unmeasured
latent methods factor was adapted for PLS, as suggested by Liang et al. [34, 51].
In this procedure, two additional types of constructs are included in the model:
individual constructs for each of the indicators in the model, and a single con-
struct representing the common method factor for the model, reflected by all
the indicators used in the model. Each individual indicator construct is then
modeled reflecting both its intended construct and the common method factor
construct. The square of the path weight from the common method factor to
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each single-indicator construct is interpreted as the variance in the indicator
explained by common method variance, while the square of the path weight
from the intended construct to the single-indicator construct is interpreted as
the variance in the indicator explained by the intended construct. Using this
procedure, only eight of the 111 method factor loadings on the single indica-
tor constructs were significant. The average square of the path weight from
the common method factor to the single-item indicator for all the paths was
0.005, as compared to 0.92 for the square of the path weight from the intended
construct to the indicator. Taken in total, these findings indicate that common
method bias is very unlikely to be a problem in this study.

Structural Model Assessment

The data were randomly split into two data sets using the random data
selection function of SPSS 15.0. One data set (n = 206) was used for model-
building purposes, while the second data set (1 = 205) was retained for model
testing.

Model Building

The first data set was used to test the structure of the e-commerce transaction
perceived risk model in Figure 3. Components-based structural equation mod-
eling (SEM) has been supported as an appropriate technique for the analysis
of formative constructs [50]. As a result, analysis of the model was conducted
using partial least squares (PLS) SEM as implemented in the program SmartPLS
[53]. Since PLS does not assess the overall fit of a proposed model, the validity
of the model was assessed by examining R? of the endogenous variables, the
size and significance of the structural paths among the constructs as with a
multiple-regression model, and by the adequacy coefficient (R,?) used in canoni-
cal correlation analysis to assess the relationship between a set of variables and
their associated canonical variates [3, 19, 50, 57]. The model was tested accord-
ing to the procedures recommended by Chin, and consistent with Edwards,
using all the indicators of the first-order dimensions to create indicators for the
second-order factor [8, 19]. The validity of this model can be assessed from the
relative size and significance of the loadings of the first-order constructs on the
second-order factor and from the strength and significance of the paths from
the second-order factor to the constructs it was proposed to influence.

Using the model-building data, the path weights of all the risk categories
to e-commerce transaction perceived risk were significant: information misuse risk
(B =0.24, t = 12.2); failure to gain benefits of product risk (§ = 0.22, t = 13.9); and
functionality inefficiency risk (B = 0.71, t = 27.2). The path weights of e-commerce
transaction perceived risk to attitude toward buying on the Web were significant
(B=-0.46, t =7.7). Using this model (without control variables) and the model-
building data, e-commerce transaction perceived risk explained 21 percent of the
variance of attitude toward buying on the Web, supporting the structure of the
model.
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However, Chin and Gopal caution that the PLS method for modeling fac-
tors works best when the number of indicators is equal for all the constructs
[9]. In the research model, functionality inefficiency risk has five formative
indicators, while information misuse risk and failure to gain product benefit
risk each have two indicators. To test whether the difference in path weights
among the general risks was an artifact of the number of indicators, the model
was run using all 10 combinations of two of the five formative indicators for
functionality inefficiency risk. In all 10 cases, the path weight for functionality
inefficiency risk remained almost double the path weights of the other general
risks, ranging from 0.51 to 0.58, averaging 0.55, while the sign and significance
of all other paths in the model remained unchanged throughout, indicating
that the difference in path weights among the general risks was not an artifact
of model construction.

As an alternative to examining the R? of the endogenous variables to test
the model, Edwards suggests the use of canonical correlation analysis and
the adequacy coefficient (R,?) to test the relationship of an aggregate construct
with its dimensions [19]. This coefficient is the average of the squared struc-
ture correlations of the dimensions with e-commerce transaction perceived risk
in canonical analysis. While no hard rules are available for acceptable levels
of R,?, Edwards suggests that an R,? of more than 0.30 represents a commonly
accepted threshold for adequacy, while an R.> of more than 0.50 represents
a more conservative threshold. For the model-building portion of the data,
canonical correlation analysis conducted with SPSS provided support for
the model with an adequacy coefficient well above the levels suggested by
Edwards (R, = 0.69).

Model Testing

The model was tested again in its full nomological network along with the
control variables, using the portion of the data retained for model-testing
(n = 205). Statistical significance was assessed using a bootstrap procedure
and 100 resamples. In this case, the adequacy coefficient was again above
the standards suggested by Edwards (R,? = 0.61). The results of the structural
model assessment of the model test data are provided in Figure 3.

The analysis places e-commerce transaction perceived risk within its nomo-
logical network. All control variables were tested to determine their importance
to the model in the presence of the independent variables. Perceived ease of
use of buying on the Web (PEOU), perceived usefulness of buying on the Web (PU),
and Web purchase history were determined to have a statistically significant
effect on attitude toward buying on the Web and intention to buy on the Web in the
presence of the modeled independent variables. The control variables for age,
gender, average Web purchase, experience with the Web, level of use of the Web, and
propensity to trust Web retailers were not found to have a significant effect in
the presence of the independent variables of the model and were eliminated
from additional analysis.

In the presence of the control variables identified as significant (PU, PEOU,
and Web purchase history), the aggregate factor of e-commerce transaction
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perceived risk was found to be significantly related to attitude toward buying on the
Web (B =-0.22, t = 3.6), supporting Nomological Relationship 1 and explaining
57 percent of the variance along with the control variables. Attitude toward buy-
ing on the Web was significantly related to intention to buy on the Web (3 = 0.41,
t =5.6), explaining 69 percent of the variance of intention to buy on the Web along
with the control variables (R? = 0.69), providing support for NR2.

Trust in Web retailers was found to be negatively related to information misuse
riskatp <0.01 (3 =-0.21, t = 3.4), supporting NR3a; negatively related to failure
to gain product benefit risk at p < 0.01 (B =-0.20, t = 3.6), supporting NR3b; and
negatively related to functionality inefficiency risk at p <0.01 (B =-0.19, t =2.9),
supporting NR3c.

Discussion
Limitations

One limitation of the research presented in this article results from the general
nature of the question under study. While the survey collected information
about the general behavior of buying on the Web, questionnaire responses may
have been influenced by whatever specific products, product classes, retail-
ers, or e-commerce sites the respondents may have had in mind. However,
the model was designed to overcome this limitation by defining formative
measures that represented a comprehensive census of risk events.

The research also attempted to minimize alternative influences by the use
of control variables, such as number of Web purchases in the past year and dollar
amount of Web purchases during the past year. Although number of Web purchases
was found to be significant when included as a control for attitude toward buying
on the Web and intention to buy on the Web, dollar amount of Web purchases was
not. Further, when these two indicators were combined to impute an average
purchase amount for Web purchases, the result was not found to be significant.
Since it is likely that respondents considered a range of product classes and
types when completing the survey, the lack of significance of the purchase
amount in the past 12 months and the imputed average purchase amount
suggest the generalizability of the results across a range of levels of Internet
purchase. However, since the actual context of the participants’ responses was
not a subject of the survey, the generalizability to specific products or product
classes, or to a specific retailer or type of e-commerce site, may be a limitation
of the research, and should be addressed by future studies.

It is likely that some respondents considered expensive e-commerce pur-
chases when completing the survey, while others considered low-cost items.
Clearly, these two cases have the possibility of creating two different levels of
one of the general risks (failure to gain product benefits risk), but the other two
general risks (information misuse risk and functionality inefficiency risk) may
not vary greatly between the two cases. However, the intent of this research
was to propose and test a model of e-commerce transaction perceived risk that
might be usefully and equally applied to e-commerce purchases of both high
and low involvement. Therefore, the difference in the contexts considered by
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the two hypothetical respondents would serve to provide a variance in the risk
levels measured and the resulting attitude toward shopping on the Web. To
further address this limitation, the phrasing of the items measuring the sever-
ity of the consequences was self-referential, measuring whether the potential
harm was significant to the respondent. This phrasing was intended to deal
with differences in the individual tolerance for harm among the respondents,
as well as to place the harm in the context of the purchase considered by the
respondent.

The sample frame consisted of people currently using the Internet who had
volunteered to participate in an e-commerce panel with a marketing research
firm, and therefore it is likely to be representative of experienced Internet us-
ers and e-commerce users. Since the sample did not include people who were
not Internet users, however, the results cannot be generalized to a group of
potential customers that might be of interest to e-commerce practitioners. While
this limits the generalizability of the research, the usefulness of the findings
remains because increasing the purchasing of existing users is likely to be of
interest to Internet marketers even in the absence of generalization to people
who do not use the Internet at all.

A further limitation is the potentially unlimited number of events stemming
from the behavior of buying on the Web. While it is impossible to be certain
that all meaningful events were elicited, the procedure followed provides
some assurance that at least the most salient of the potential events and their
summary beliefs were captured.

Hence, it may be stated that despite certain limitations, this research pro-
vides a useful starting point for further investigation of the interesting and use-
ful construct of e-commerce perceived risk and the factors that comprise it.

Conclusions

The research summarized in this article offers a well-developed and tested
multidimensional model of e-commerce transaction perceived risk that is
much needed. It makes a theoretical contribution by adopting and interpret-
ing seminal marketing theory in the context of e-commerce. It also validates
the comprehensiveness of the theory through the identification and classifica-
tion of the ways consumers are exposed to harm as a result of an e-commerce
transaction.

The model guides the development of formative measures for the dimen-
sions of perceived risk with strict attention to content validity. This com-
prehensive approach to the identification of the dimensions of e-commerce
transaction perceived risk made it possible to capture and validate all the
relevant perceived risks for the e-commerce consumer in a single study in a
way that informs the development of IT tools to reduce perceived risk. The
model was tested in an on-line survey, and the dimensions of risk identified
in the model were found to form and support the construct of e-commerce
transaction perceived risk. The hypothesized relationships of the constructs of
e-commerce transaction perceived risk with other constructs in its nomological
network were also supported by the survey.
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Atthelevel of identifying useful dimensions of perceived risk, this research
provides a novel contribution by using comprehensive and multiple dimen-
sions of perceived risk that allow researchers and practitioners to isolate the
specific effects of IT tools designed to reduce the perceived risks of consum-
ers. The resulting model of e-commerce transaction perceived risk, focused
on events grouped according to the ways they expose consumers to harm,
will be useful to the e-commerce researcher and practitioner, particularly in
the development of related IT tools. For example, to place an on-line order
for the delivery of a product, a customer needs to enter delivery information,
contact information, and billing information, very likely including a credit
card number and expiry date. The entry of this information could be tedious
or troublesome to a customer, especially if the customer does not have the
relevant credit card information immediately at hand. Software to simplify
the ordering procedure functions by saving the customer’s information on the
retailer’s systems. The customer, having entered the information previously
at a convenient time, can apply this information to a subsequent order with a
“single click.” Measurement of perceived risk using a unidimensional construct
might suggest that such a tool has limited effect on the perceived risk of the
consumer. However, examination of the effect of the tool along the dimensions
of perceived risk proposed by this research might reveal two different effects.
On the one hand, the tool might do what it is ostensibly intended to do by
reducing consumers’ perceived risk that ordering and paying for something on
the Web might be too difficult or time consuming. On the other hand, because
such an IT tool requires that financial information, delivery information, and
personal-contact information be stored and ready for use, the IT tool might
very well increase the consumer’s perceived risk that the information may
be misused. So while the net effect of the IT tool on perceived risk may be
small, it is important for researchers and practitioners to know the impact on
each risk dimension in order to fully understand the situation and thereby
encourage positive on-line purchase experiences.

In conclusion, the driving contribution of this research is its identifica-
tion of the dimensions along which consumers are harmed by e-commerce
transaction risks so that the risks can be addressed directly through IT tools
or non-IT risk-reducing interventions in future research. The development of
formative indicators of these dimensions also provides a necessary basis for
future research. By making use of the novel theoretical, methodological, and
applied contributions of this study, future research can seek to understand
and improve the ways consumers can be helped to overcome their perceived
risks of e-commerce transactions.

REFERENCES

1. Ajzen, 1., and Fishbein, M. Understanding Attitudes and Predicting Social
Behavior. Englewood Cliffs, NJ: Prentice Hall, 1980.

2.Ba, S.L., and Pavlou, P.A. Evidence of the effect of trust building technol-
ogy in electronic markets: Price premiums and buyer behavior. MIS Quar-
terly, 26, 3 (September 2002), 243-268.



INTERNATIONAL JOURNAL OF ELECTRONIC COMMERCE 67

3. Barclay, D.; Higgins, C.; and Thompson, R. The partial least squares
(PLS) approach to causal modeling: Personal computer adoption and use as
an illustration. Technology Studies, 2, 2 (1995), 285-309.

4. Bauer, R. Consumer behavior as risk taking. In D. Cox (ed.), Risk Taking
and Information Handling in Consumer Behavior. Boston: Harvard Business
School Press, 1967, pp. 23-33.

5. Benbasat, I., and Barki, H. Quo vadis, TAM? Journal of the Association for
Information Systems, 8, 4 (April 2007), 211-218.

6. Benbasat, 1., and Zmud, R. The identity crisis within the IS discipline:
Defining and communicating the discipline’s core properties. MIS Quarterly,
27,2 (June 2003), 183-194.

7. Cenfetelli, R.; Benbasat, I.; and Al-Natour, S. Addressing the what and
how of online services: Positioning supporting-services functionality and
service quality for business to consumer success. Information Systems Re-
search, 19, 2 (June 2008), 161-181.

8. Chin, W. Tutorial—Partial least squares for researchers: An overview and
presentation of recent advances using the PLS approach. In Proceedings of the
21st International Conference on Information Systems. Bribane, Australia: AIS,
2000 (available at http:/ /disc-nt.cba.uh.edu/chin/icis96.pdf).

9. Chin, W,, and Gopal, A. Adoption intention in GSS: The relative impor-
tance of beliefs. Data Base Advances, 26, 2/3 (May/August 1995), 42-64.

10. Computer and Internet use in the United States: October 2007. U.S. Cen-
sus Bureau, Washington, DC, 2007 (available at www.census.gov/popula-
tion/www /socdemo/computer/2007.html).

11. Consumer choice. Pew Internet and American Life Project, Washington,
DC, September 2007 (available at www.pewinternet.org/Shared-Content/
Data-Sets /2007 / September-2007--Consumer-Choice.aspx).

12. Couper, M. Web surveys: A review of issues and approaches. Public
Opinion Quarterly, 64, 4 (2000), 464-494.

13. Cox, D. Risk handling in consumer behavior. In D. Cox (ed.), Risk Taking
and Information Handling in Consumer Behavior. Boston: Harvard Business
School Press, 1967, pp. 34-81.

14. Cox, D. (ed.). Risk Taking and Information Handling in Consumer Behavior.
Boston: Harvard Business School Press, 1967.

15. Crespo, A.H.; del Bosque, L.R.; and de los Salmones, M.M.G. The influ-
ence of perceived risk on Internet shopping behavior: A multidimensional
perspective. Journal of Risk Research, 12, 2 (2009), 259-277.

16. Diamantopoulos, A., and Winklhofer, H.M. Index construction with for-
mative indicators: An alternative to scale development. Journal of Marketing
Research, 38, 2 (May 2001), 269-277.

17. Djurkovic, N.; McCormack, D.; and Casimir, G. Neuroticism and the
psychosomatic model of workplace bullying. Journal of Managerial Psychol-
ogy, 21, 1 (2006), 73-88.

18. Dowling, G., and Staelin, R. A model of perceived risk and intended risk-
handling activity. Journal of Consumer Research, 21, 1 (June 1994), 119-135.
19. Edwards, J.R. Multidimensional constructs in organizational behavior
research: An integrative analytical framework. Organizational Research Meth-
ods, 4, 2 (April 2001), 144-192.



68 GLOVER AND BENBASAT

20. Featherman, M.S., and Pavlou, P.A. Predicting e-services adoption: A
perceived risk facets perspective. International Journal of Human-Computer
Studies, 59, 4 (October 2003), 451-474.

21. Gefen, D., and Straub, D.W. A practical guide to factorial validity using
PLS-Graph: Tutorial and annotated example. Communication of the AIS, 16, 5
(July 2005), 91-109.

22. Gefen, D.; Karahanna, E.; and Straub, D.W. Inexperience and experience
with online stores: The importance of TAM and trust. IEEE Transactions on
Engineering Management, 50, 3 (August 2003), 307-321.

23. Gefen, D.; Karahanna, E.; and Straub, D.W. Trust and TAM in online
shopping: An integrated model. MIS Quarterly, 27, 1 (March 2003), 51-90.
24. Gefen, D.; Rao, S.V.; and Tractinsky, N. The conceptualization of trust,
risk and their relationship in electronic commerce: The need for clarifica-
tions. In R.H. Sprague (ed.), Proceedings of the 36th Annual Hawaii Inter-
national Conference on System Sciences. Los Alamitos, CA: IEEE Computer
Society Press, 2003 (available at www.computer.org/portal/web/csdl/
doi/10.1109/HICSS.2003.1174442 /).

25. Grazioli, S., and Jarvenpaa, S. Perils of Internet fraud: An empirical
investigation of deception and trust with experienced Internet consum-

ers. IEEE Transactions on Systems, Man, and Cybernetics—Part A: Systems and
Humans, 30, 4 (July 2000), 395-410.

26. llieva, J.; Baron, S.; and Healey, N. Online surveys in marketing research:
Pros and cons. International Journal of Market Research, 44, 3 (2002), 361-382.
27. Jarvenpaa, S., and Tractinsky, N. Consumer trust in an Internet store.
Journal of Computer Mediated Communication, 5, 2 (1999), 45-71.

28. Keeney, R. The value of Internet commerce to the customer. Management
Science, 45, 4 (April 1999), 533-542.

29. Kim, D., and Benbasat, I. Trust-related arguments in Internet stores: A
framework for evaluation. Journal of Electronic Commerce Research, 4, 2 (May
2003), 49-64.

30. Kim, D.J.; Ferrin, D.L.; and Rao, H.R. Trust and satisfaction, two step-
ping stones for successful e-commerce relationships: A longitudinal explo-
ration. Information Systems Research, 20, 2 (June 2009), 237-257.

31. Kimery, K., and McCord, M. Third-party assurances: Mapping the road
to trust in e-retailing. Journal of Information Technology Theory and Application,
4,2 (2002), 63-83.

32. Lee, M.C. Factors influencing the adoption of Internet banking: An inte-
gration of TAM and TPB with perceived risk and perceived benefit. Elec-
tronic Commerce Research and Applications, 8, 3 (May/June 2009), 130-141.

33. Lewis, B.R.; Templeton, G.F,; and Byrd, T.A. A methodology for con-
struct development in MIS research. European Journal of Information Systems,
14, 4 (December 2005), 388—400.

34. Liang, H.; Saraf, N.; Hu, Q.; and Xue, Y. Assimilation of enterprise
systems: The effect of institutional pressures and the mediating role of top
management. MIS Quarterly, 31, 1 (March 2007), 59-87.

35. Liebermann, Y., and Stashevsky, S. Perceived risks as barriers to Internet
and e-commerce usage. Qualitative Market Research, 5, 4 (2002), 291-301.



INTERNATIONAL JOURNAL OF ELECTRONIC COMMERCE 69

36. Lin, W.B. Investigation on the model of consumers’ perceived risk—
Integrated viewpoint. Expert Systems with Applications, 34, 2 (February 2008),
977-988.

37. Malhotra, N.K,; Kim, S.S.; and Agarwal, J. Internet users’ information
privacy concerns (IUIPC): The construct, the scale, and a causal model.
Information Systems Research, 15, 4 (December 2004).

38. Manfreda, K.; Batagelj, Z.; and Vehovar, V. Design of Web survey
questionnaires: Three basic experiments. Journal of Computer-Mediated
Communication, 7, 3 (2002) (available at http://onlinelibrary.wiley.com/
doi/10.1111/j.1083-6101.2002.tb00149.x/ full /).

39. Mauldin, E., and Arunachalam, V. An experimental examination of
alternative forms of Web assurance for business-to-consumer e-commerce.
Journal of Information Systems, 16, 1 (Supplement 2002), 33-54.

40. McKnight, D.; Choudhury, V.; and Kacmar, C. Developing and validat-
ing trust measures for e-commerce: An integrative typology. Information
Systems Research, 13, 3 (September 2002), 334-359.

41. Mitchell, V.-W. Consumer perceived risk: Conceptualisations and mod-
els. European Journal of Marketing, 33, 1-2 (1999), 163-195.

42. Miyazaki, A., and Fernandez, A. Consumer perceptions of privacy and
security risks for online shopping. Journal of Consumer Affairs, 35, 1 (March
2001), 27-45.

43. Moore, G.C., and Benbasat, I. Development of an instrument to measure
the perceptions of adopting an information technology innovation. Informa-
tion Systems Research, 2, 3 (September 1991), 192-222.

44. Nicolaou, AL, and McKnight, D.H. Perceived information quality in
data exchanges: Effects on risk, trust, and intention to use. Information Sys-
tems Research, 17, 4 (December 2006), 332-351.

45. Orlikowski, W.J., and Iacono, C.S. Research commentary: Desperately
seeking the “IT” in IT research—A call to theorizing the IT artifact. Informa-
tion Systems Research, 12, 2 (June 2001), 121-134.

46. Park, J.; Lee, D.; and Ahn, J. Risk-focused e-commerce adoption model:
A cross-country study. Journal of Global Information Technology Management,
7, 2 (April 2004), 6-30.

47. Pavlou, P., and Gefen, D. Building effective online marketplaces with
institution-based trust. Information Systems Research, 15, 1 (March 2004),
37-59.

48. Pavlou, P; Liang, H.; and Xue, Y. Understanding and mitigating uncer-
tainty in online environments: An agency theory perspective. MIS Quarterly,
31, 1 (March 2007), 105-137.

49. Pavlou, P.A. Consumer acceptance of electronic commerce: Integrating
trust and risk with the Technology Acceptance Model. International Journal
of Electronic Commerce, 7, 3 (spring 2003), 101-134.

50. Petter, S.; Straub, D.; and Rai, A. Specifying formative constructs in in-
formation systems research. MIS Quarterly, 31, 4 (December 2007), 623-656.
51. Podsakoff, PM.; MacKenzie, S.B.; Lee, ].Y.; and Podsakoff, N.P. Common
method biases in behavioral research: A critical review of the literature and
recommended remedies. Journal of Applied Psychology, 88, 5 (2003), 879-903.



70  GLOVER AND BENBASAT

52. Riedl, R.; Hubert, M.; and Kenning, P. Are there neural gender differenc-
es in online trust? An fMRI study on the perceived trustworthiness of eBay
offers. MIS Quarterly, 34, 2 (June 2010), 397-428.

53. Ringle, C.M.; Wende, S.; and Will, A. SmartPLS, 2.0 (beta). University of
Hamburg, 2005 (available at www.smartpls.de).

54. Roster, C.A.; Rogers, R.D.; Albaum, G.; and Klein, D. A comparison of
response characteristics from Web and telephone surveys. International Jour-
nal of Market Research, 46, 3 (2004), 359-373.

55. Spiekermann, S., and Paraschiv, C. Motivating human-agent interaction:
Transferring insights from behavioral marketing to interface design. Elec-
tronic Commerce Research, 2, 3 (July 2002), 255-285.

56. Stewart, K. Trust transfer on the World Wide Web. Organization Science,
14,1 (January/February 2003), 5-17.

57. Thompson, B. Canonical Correlation Analysis Uses and Interpretation. New-
bury Park, CA: Sage, 1984.

58. Torkzadeh, G., and Dhillon, G. Measuring factors that influence the suc-
cess of Internet commerce. Information Systems Research, 13, 2 (June 2002),
187-204.

59. Tung, L.; Tan, P,; Chia, P,; Koh, Y.; and Yeo, H. An empirical investigation
of virtual communities and trust. In V.C. Storey, S. Sarkar, and ].I. DeGross
(eds.), Proceedings of the 22nd International Conference on Information Systems.
New Orleans: AIS, 2001, pp. 307-320.

60. Van der Heijden, H.; Verhagen, T.; and Creemers, M. Understanding on-
line purchase intentions: Contributions from technology and trust perspec-
tives. European Journal of Information Systems, 12, 1 (March 2003), 41-48.

61. Van Slyke, C.; Shim, J.T; Johnson, R.; and Jiang, J. Concern for informa-
tion privacy and online consumer purchasing. Journal of the Association for
Information Systems, 7, 6 (June 2006), 415-442.

62. Venkatesh, V.; Morris, M.; Davis, G.; and Davis, F. Use acceptance of
information technology: Toward a unified view. MIS Quarterly, 27, 3 (Sep-
tember 2003), 425-478.

63. Webler, T.; Rakel, H.; Renn, O.; and Johnson, B. Eliciting and classifying
concerns: A methodological critique. Risk Analysis, 15, 3 (1995), 421-436.

64. Winters, T.; Detlefsen, R.; and Davie, W. Quarterly retail e-commerce
sales: 1st quarter 2010. U.S. Census Bureau, Washington, DC, 2010 (avail-
able at www.census.gov/retail/mrts/www/data/html/10Q1.html).

65. Wixom, B., and Todd, P. A theoretical integration of user satisfaction
and technology acceptance. Information Systems Research, 16, 1 (March 2005),
85-102.

66. Xiao, B., and Benbasat, I. Consumer decision support systems for
e-commerce: Design and adoption of product recommendation agents. MIS
Quarterly, 31, 1 (2007), 317-209.



71

(senuyuoo)

"JaWNsU0d Joj winy ajpieusb Aow
DY} S{USAS B1D YSL BINSOISIP PUD “YsH AJLINDDS st AODAL S UOHODSUDY
puD sl 18|1bja1 /12npoid S1D YsU JO $3DINOG :UOHDJUSLIO JUSAS,/32IN0G
“JoWNSU0d
10§ Wiy Ul §|nsas ADW JoY} SJUSAS 91D sUISDUOD AdDAL PUD 9OUSIUSAUODUL
!(49]10401 10 Apind paiyy) yjsi Jo 821n0s Aq payyuspl 1auINsUOd Joj
WIDY Ul §|nsal ADW JOY} SJUSAS DID SUISOUOD AJLINDSG (UOHDJUSLIO JUSAS/921N0G

ys1 paAiadiad ||p1aAC Jo [epow dojeAsp Of Pasn 810 WIDY 9SNDD JOY4 S{USAS
pup Jawnsuod Aq pedualiedxe wioy jo sadA| :uoypjusiio jusas /wipy jo 8dA|
"19]|95 UDY} 19YJO SOLIUS JO IOIADY] IO JXBJUOD SUI[-UO JO SINJDU B}
SD YoNs ‘$821n0s Jayjo woly 821n0s siy4 saysinBuysip A|poyoads yoiosesal ayy
‘Ajjoouidwa paulwpbxe SDM 3si JO 821n0s 8uO Ajuo YBnoy}|o :uoyDjuSLIO 821n0G
“JopuaA pup yonpoud jo
$9210y0 wouy Buynsal so pazipnideduod aip sysu paAisalad :uoypjusLIo 821008

ys1 2nsodsig

ysu Ajunoag

st ASDALI

sl uoyoDsUDI |

sl J3|IDJa1 /PPNpoly

Buiddoys sui-uo jo sedusiusauoou|
({o1ADYaq jus|NpNDIy I3|IDJRI SUIUO) A}INDSG
(+o1apyaq yus|npnoiy Apnd-paiyy) Apnoeg
SUIOU0D ADDALY

sk AoDALY

ysu [p2160joydAsq

1 own|

s [PI2Og

sl @dupWIoIag

3jsu |oIoUDULY

$19]|95 JO AHUNWIWOD Ul 3SL PaAI@dIag
jsH JopuaA Jo 8210y)
s jonpoud jo so104D

[6€] wpjpyopUNIY pud UIP|NDW

[z¥] zepupuley pup pyozRAIN

[G1] ‘o 4o odsai

[£¥] usppo pup nojang

[6G] |0 40 Buny

aAIpadsiad

Jsi paAlediad jo suoisuswiq

Apnjs

*JjSIY PAAISIIAd Jo suoupzijpnidaduo) [puoisUSWIPH|NW Pa4I3]3S Y Xipuaddy



72

‘wiDy 9§IaUSB [|IM Joy} N0 P|Nod
1Py Buiyewos Jo Ja1jaq o st st ADDALY ‘@dusLadxe ADW JaWNSUOD {DY4 WIDY
jo sadA} aup ysui |po1BojoyAsd pup “ysi swl s1 [PIDUDULY INDD0 O} WDy

jo sadA} s8SNDJ JOY} JUBAS S| S BOUDWIOLIS] UOKDJUBLIO WIDY 4O 8dA}/juarg

s [po1BojoyoAsd /|p1oos pup ysi [ploupuy aio paduatiadxe
wipy jo sadA| “Jewnsuod wipy Abw joy4 uoyopsupI} woly Bulindoo
SJUSAS 21D sl AISAI|SP PUD S [DUOHDUNY (UOKDJUSLIO WIDY JO 8dA}/juarg

‘(uoypipndaiuou ‘Aopand ‘Apindes ‘sso| [puoyouny) wiby sypisush

ADW DY} $}USAS SD [[oM SD (SSO| WY ‘SSO| [DIDUDUY) 82IN0S YODS WOl

1n220 yybBiw ypyy wipy jo adAy poajyas swayl {paspydind ed1a18s Jo ponpoud ayj
PUD UOHODSUDI} 8y} 10 Ys1I JO S3DINOG [UOHDJUBLIO WY JO 8dA}/jusrs /aoinog

“JaWNSU0d

WIDY P|NOD DY} SJUSAS JO (JOUIDIXS IO J3|10ja1) $921n0s [pluajod ysinBunsip

SUI9DUOD AJLINDSS UOKDWLIOJUI PUD SUISOUOD ADDALI UOYDULIOJU| “JOWNSUOD O}
3[s14 JO $92INOS SD PAYHUSP! D10 YsH JO SUOISUBWI(] ‘UOHDJUSLIO JUSAS,/92INOG

3jsu ASDALI]
ysu [p2160joYdAsq
st own|
s [o1ouDULY
ysl @dupPWIoIag
PEIRSENIEY
sl |o1ouDUlY
Jsu jouoyouny
st |o21BojoyoAsd /|poog
9o1A18s /Ppnpoud Yim ysu
paalediad ||piaAo pup ‘sso| Ajunjioddo ‘sso| swy ‘sso| [ploupuy
‘sso| [puoyouny Buipnjoul ‘ed1a19s /pnpoud Jo ysii paAedIay
uoypipndaiuou
‘Aopaud ‘Ayunoss Buipn|oul ‘UoKODSUDIY JO YSU PaAISdIS]
$SUI9OUOD AJLIND3S UoHDULIOJU]
SU182U02 AopALd UoyDWIOJU|
wsiunpioddo 1ajjes Jo sioay
AljpwwAsD uoybWIOJUI PaAIdIa]

[0Z] nojApg pup upwiByLay

[GG] Alyospipyg pup uubwieyeldg

[97] '[P 4o 3y1nd

[87] P 42 nojADg

aAlpadsaagd

Jsii paAladiad jo suoisuawiq

Apnig

‘panuiuo) °y xipuaddy



73

(senuyuoo)

1
sjyeuaq jonpoud uipB o} ainjioy

YS14 @SNSIW UoHDULIOJU|

YSH @SNSIW UOYPWIOU|

.mT®®C
Aw 1y Jou JyBiu gapp dys uo
Anq | Bulyjewog spasu jowun

"pasnsiw aq jyBiw qopp
8y} uo Buiyjewos Ang | usym
|D9AS | UOHDULIOJUI [DUOSIS]
:9$NSIW UOHDUWIOJU| [OUOSISg

‘pesnsiw aq yyBiw qepp
ay4 uo Buiyjewos Anq | usym
[DoASI | uoyDWIOUI [DIDUDULY
19SNSIW UOKDWIOJU| [DIDUDULY

suoypjoadxa Aw yim ydpow jou jyBiw jusbo uoypbpuswwodal sy} Jo UoYPpUSWIWODSL By |
spnpoud Jajjy o} wyjoB|o |njiemod o 8AbY jou Abw jusbo uoyppuswwodal ay|

pnpoud sy} 1oy sjuebBo uoyppuswiwodal s|qoindai /a|qoljal aq jou jyBiw siay|

onpoud ayj jnogp a|qpabpajmous Aj|ny aq jou Abw Js|ipjel 8y |

aje|dwod aq jou yybiw jusbo uoyppuswwodal syt Aq pasn jsi| pnpoid ay|

$}|Ns1 940INdODUI SAIB 10 [|am iom jou Abw jusbp ay|

jo3iow ay} uo Jonpoud §saq aYy} JO UOHDUIWLISIEP S} Ul ADSY48 aq jou JyBiw juabBo uoyopuswwosal ay|
spaau Aw pupjsispunsiw jybiw jusbp uoyopuswwodal ay|

sfonpoud Jo sainypay sy} Ay10ads of ajqo aq jou ybiw |

onpoid ayj uo uoyowIOUI 8110 By} [P sw dAIB jou Abw jusBo uoyppuswWodal By |
oHuaYIND 9q Jou Abw ajis GIAA Y4 Ul Buimoys sjepow 1o sainjpay 8y |

921ApD paspiq aw aAIB Abw jusBo uoyopuswwodal ay|

aje|dwooul aq Abw sulj-UO UoKDWIOUI PPNPOIY

pasnsiw pup A4iod paiyy o Aq pajdediajul aq ybiw uoypuiiojul jpuosiad Ay

uoissiwiad Aw Jnoyjim sw of S|IDW-8 PUSs pup uoyoWIoul AW sn JyBiw BILP I|IDjRI BY |
uoypuiiojur [puosiad Aw |jes jyBiw ayis qopp 8y |

s19yopY wouy uoypuwioul [puosiad Aw posjoid of 1oy jyBiw ss|ipjel By |

sasoyoind Aw uo pasoq aw o ajyoid b pjing ybiw sayis ay|

juom | jonpoud sy} job o uoypuiiojur puosiad spiroid o} pedioj aq JyBiw |

pasnsiw pup A4iod paiyy o Aq pedediajul aq jyBiw uoypuiiojur [P UDUY Ay
Aja4os palo}s jou aq Abw uoyDWIOJuUI PIRD §ipaid AW
uoypuwioul [P UDUY AW asnsiw jyBiw Is|ipjel 8y |
0} 9216p | upy} a1ow [PdApd/pipd jipaid Aw aBioyo jyBiw ays ay|
19|1Dja1 AYjIomisnij D 8s00Yd 0} uolpwIojul yBnous sAbY jou jyBiw |
wouly pnpoud sy} Anq
o} juom AjjpuiBuio | yoiym wouy Aundwod sjgopadsal b jo jusbp up so Jjaswiy juasaidal Ajes|py yBiw Isjjes ay|
jubyDIaW D31 D 39 jou JyBiw J3|Ivjal By |

uolsuawip sy

(94nspaw daAlDWIOY)
wJny jo asnp)

SJUDAD pajubmun pajni|g

*SJUSA] pPa4dI|3 jJo uoynziiobayn) g xipuaddy



74

1
sjyeuaq jonpoud uipB o} ainjiog

aAl| | a1aym o} diys jou Apw Jsjipjel 8y |
Buiysewos pasoyoind aAby | Jayp ssauisnq Jo no ob Abw Jajiojel oy
paddiys jonpoud sy} wouy jusiapip oq yybiw yonpoid payse) ay|

||P 1o jou 1o 8jp| {isupyy ul yso| aq JyBiw way 8y
004 3ALID 4yBiw gepp 8y uo onpoud b poojumop o} 8|qp aq jou jyBiw |
Anq | Bulyjowog :|oALID 8jD7] paispio | Joym aq jou JyBiw paaiesal pnpoid ay|

onpoud paoudiaro up puswwodsas jyBiw juabo uoypbpuswwodal ay|

jonpoud s|gpijaiun ub puswwodal jybiw jusbo uoyopuswwodal ay|

suoysanb yso o} 8|qp a4 jou JyBiw |

1D3|> a4 Jou JyBiw jonpoud sy} uo suoydnysu|

Buoim aq ybiw pepiroid uoyouiiojur asn pnpoid sy|

yBnous ps|injep aq jou yybiw yonpoid sy asn o) Moy uo uoypULIOUI BY |

Buysay ejdwps Buninp eoppns jou jyBiw yoyj pnpoid sy} of sepisumop wisp-Buo| aip aisy|
Buippajsiw aq jybiw eousiadxs jonpoid [onpiia 8y

Ajiwpy pup spusiiy jo [paoiddo ayj aatedal jou jyBiw onpoud sy

j1espyoind | a1ojeq jonpoud sy} sulwpxe pup ‘eousLadxd ‘YoNo} ‘aisby ‘|[aWs O} B|qD 9] },UOM |
seoualeyeld passaidxe Aw siy j1 yBnoyy o pnpoid ayi yim paysyps aq jou ybiw |

pnpouid Buoim ayy espyoind yybiw |

onpoud ji 0 J19}18)un0d D juds aq Jybiw |

11 8A18031 | uUByMm pabowpp aq ybiw wey sy

patopino aq jyBiw usAlb wo | uoypuwioul 8y |

3jso 0} pasu | suoysanb ayy |0 3so o) 9|qo a9 jou JyBiw |

PUDJSISPUN },UDD | §OY} UOHDWIOJUI [0D1UYDD} AQ Pasiw o JyBiw |

ayis 8y} Jo suoypoydads ay4 o} Buip1odoD sjuswalinbal Aw a4o|ndiID o} 9|qp 8q jou ybiw |
sjuswalinbas Aw pupjsispun o} ajqo aq jou yBiw Ja|i0RI Y|

asn |pau jo aAypjussaidal jou | jpyy edusiadxae |pniA jonpoid spiroid jyBiw eys sy

oyuayinD aq jou JyBiw smalrel pup sjuswwod sieddoys 1Yo

93j1] Jo paau A||pai pjnom | Buiyiewos jou pup ||as o} sjuom Ji jonpoid awos o} sw poa| Abw Ja|ibjel ay|

uoisusawip sty

(94nspaw aAlDW.IOY) SJUSAD pajupMun pajdI|g
wipy jo asnn)

*panuiuo) °g xipuaddy



75

(senuyuoo)

“Buiwinsuod swiy 004 10 ‘}noYyIp
00} ‘aAisuadxe 0o} aq jyBiw
g9 @Y} uo Anq | Buiyjewos
104 BuiAod pup Bunepio
:Aousidyeur jouoyouny

yjsu Aouaioyeur Aypuoyouny BuiAod pup Buuspio

‘Buiwnsuod awyy

00} 10 ‘}ndYjIp 00} ‘aAIsuadxa
00} aq 4ybiw gepp ay4 uo Anq
o} Buiyjewos Buisooyd pup
Buipuly :Aousipyjaur [puonouny

ysu Adusioyjaul Ayjpuoyouny Buisooyo pup Buipury

Paipo0| 51 13||as aY} asaym paBioyd Jou aip saxp} usym soxo} aw aBioyd jybiw 19jjas ay|

yoiow jou jyBiw pind eoud pup wey uo soud sy

way Buoim ayy 104 pabipyd job jybiw |

Buoim aq jybiw umoys sejos aBupyoxe ay]

1apJo Aw Jo UOHPWILYUOD D 8AI8d8l jou JyBiw |

upBo pup uIPBO UoyDWIOUI SWDS 19jus Of P9I} aq HyBiw |

inogp mouy jou Aow | yaiym ‘pnpoud ayy jo |ipjep ybnous spiroid | 41 sepio Aw jdeoop Ajuo Apw ayis qepp 8y |

uoisioap asoyaind o expw o} uoypwIoul yBnous sAbY jou JyBiw |

asn o} 4|noYyIp o4 JyBiw ayis qapA BY ]

pupjsiepun },uod | uoysanb yso JyBiw JueBo uoyopusWWOdaI BY|

suolsenb Aiosseosuun Aupw ooj sw yso jybiw jusbo uoypbpuswwodal 8y

$|00} 541 10 Bjis Y4 SN A[9ADS4§S Of MOY MmOy Jou JyBiw |

som jou jyBiw ais gepp 8y

Aunbur Aw ssedoud of swiy Buo| o 9oy ybiw juebo uoypbpuswwodal 8y |

uBisap a4is qop JusIdYBUI UD SADY JyBIW B)Is GIAA Y

$92104d AUDW 0O} SDY JaUISIU| BY} 9SNDDS] J9|IDJ3I §$3] BY} BSO0YD O} gD 9 Jou JyBiw |
9500 0} $821n0S AUDW 00} WOI§ UOYDWLIOJUI YoNW 00} aq JyBiw 818y ]

sjnsal p1joA ypm dn Buiwod Ajjonop jnoypum ABisus pup swiy Aw sjsom jybiw jusbo uoyppuswwodal ay|

jou st nq 3o04s Ul aq o} spaddo jyBiw pnpoid sy

11 9A19291 | uaym paBowop aq yBiw way ay|

41 peau Jo joadxe | usym jonpoud ey} 46 Jou ybiw |

paApjep aq jybiw Aiaaljep ay|

awy uo diys jou Aow jonpoud ay|

ajop Alenijep/Buiddiys pspoadxe syy mouy jou jybiw |

10U 10 3004s Ul SI Wajl Jayjaym mouy jou jyBiw |

juawidiys ayj 3001} O} JAQWINU D 9A19D3 Jou JyBiw |

auou s1 19y} UM AJijIqo|IoAD 3jpdIpul JyBiw ayis ay|

P04s ul jou si pnpoud usym Bunispio Joy moj|o yyBiw ayis ay|



76

yjsu Aousioyeur Ayipuoyouny

ysu Aouaioyeur Aypuoyouny

yjsu Aousioyeur Ayipuoyouny

‘Buiwnsuod awiy

00} 10 ‘)| noLyIp 00} ‘aAIsuadxe
00} JyBiw gapp @y uo Anq |
Buiyjewos Bujuibjuipyy :Aousid
-yjeur [puoyduny Buuipjuipyy

‘Buiwnsuod awiy

00} 10 ‘)| noLIp 00} ‘aAIsuadxa
00} aq jybiw gepp 8y uo
Anq | Bulyjewos Buiuinjas

10 BuiBubyox3 :Aousidyeur
|ouonouny aBupyoxy

“Buiwinsuod swiy 0oy 10 ‘jnoyyip
00} ‘aAisuadxe 00} aq yybiw
g9 @Y} uo Anq | Buiyjewos
Buiaieoay :Aousioyjul
[ouonouny Buialeday

@oupusjuipw pup ssyupupm BulpipBai uoypuliojul as|py apiaocid yyBiw isjes ay|
uopoo| 8d1Al8s By} of jonpoud ey} puss of Asuow 4o jo| o puads o} 8AbY Abw |
SP@au 82uDUBjUIDW NOGD SW wouIsiw JyBiw ayis ay|
901A195 J8WO}sNd 10 ysap djay D $s9200 O} 9|qD 99 jou Abw |
Ajupuipm Jepun usae palipdal pnpoid sy 8ADY Of W 10§ |ndyip a4 JyBiw 4|
sjonpoud 210Mm40s 10} B|qP|IDAD 8q jou JyBiw saydjod pup sepoibdn

(sseppo
|Iow-8 10 ssa1ppp Aw pabupyd |) soubusjuipw spasu jonpoid ayj usym sw puy o} 3|qo a4 jou jybiw Jopusa ay|
9oupuBjuIDW SPadU fonpoid By} UBYM JOpUSA By} puy o} 9|qp 3] jou JyBiuw |
asoyoind ayy 1oyyp pup ‘Bulinp ‘81042q Yiim 3|0} O} BUO OU BADY |
suoHONIsUl Y} puUDsIspuN jou JybBiw |
pabowop aq upd jonpoid sy} Yoiym ui sAom o sBuluiom ou aq Aow asay|

1940| 41 UINJoI PUD 810MJOs 4O 9231d D 458} §,UDD |

projumop b sbm ji i fonpoud  uingal of Apm ou aq jybiw aiay|

|ouy s1 uoyopsuDL} 8y} 8duo pulw Aw 8Bupyd o} 8|qp aq jou jyBiw |
Buiwnsuod awiy puo ‘snoipay ‘jusbBuus aq JyBiw seinpasoud uinjas sy
jonpoud ayj eopjdal 1o uinjes of Buikly usym sjs00 Jnoul o aADY JyBiw |
onpoud ayj uinjes o} a1aym uo uoypuwiiojul Buipos|siw spiroid jyBiw ays sy

uingel Aw jdeoop o} Bul|jim s8104s [DDO| OU BID B18Y |

auj-uo sysixe 1oBuoj ou Js|Ibjal By} 9snDOaq ‘Ponpoud Byj uinjal 0} B[P 8q jou Abw |

saBipyo swojsnd pup ‘xpy sajos ‘Buiddiys pajoedxaun sw aBioyo yybiw ssjivjel 8y |
AJis0o aq Aow Buiddiyg

AI1aAl|op 8y} 8A18081 O} sWOY ADjs O} SPaSU SUOBWOG

onpoud sy 9A19091 Of SWOJSND YiIM [0S Of pasu Abw |

uolisuauwiip sy

(94nspaw dAlDW.IOY)
wipy jo asnn)

SJUSAD pajuPMUN PINIF

*panuiuo) °g xipuaddy



INTERNATIONAL JOURNAL OF ELECTRONIC COMMERCE

Appendix C. Survey Items.

Sources of Adapted Variables
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Variable Adapted from

Trust in Web retailers Pavlou et al. [48]

Attitude toward buying on the Web Stewart [56]

PEQOU; PU Wixom and Todd [65], Gefen et al. [22]
Internet experience; Internet use Kim and Benbasat [29]

Intention to buy on the Web Developed for this research

ltems Used in Field Survey

Attitude toward buying on Web (ATBW): Disagree -Agree, 5-point Likert scale

ATBWI1 | like buying on the World Wide Web.
ATBW2 My experiences buying on the World Wide Web have generally been positive.
ATBW3 | do not enjoy buying on the World Wide Web.

Trust in Web retailers (TWR): Disagree-Agree, 7-point Likert scale
TWR1 Promises made by e-commerce Web sites are likely to be reliable.
TWR2 | do not doubt the honesty of e-commerce Web sites.
TWR3 | expect that e-commerce Web sites will keep the promises they make.
TWR4 | expect that e-commerce Web sites have good intentions toward me.
TWRS5 | expect that the intentions of e-commerce Web sites are benevolent.
TWRé | expect that e-commerce Web sites are well meaning.
TWR7 | expect that e-commerce Web sites are competent.

Intention to buy on Web (IBW)

IBW1 | intend to buy on the Web. Disagree -Agree, 7-point Likert scale

IBW2 | predict | will buy on the Web. Disagree-Agree, 7-point Likert scale

IBW3 | plan to buy on the Web. Disagree-Agree, 7-point Likert scale

IBWA4 When do you intend to buy on the Web next? Categorical: Within 1 month; 1 to 3

months; 3 to 6 months; 6 to 12 months; not within 12 months

Perceived ease of use of buying on Web (PEOU): Disagree -Agree, 7-point Likert scale

PEQOUI Buying on the Web is easy to do.
PEOU2 It is easy to become skillful at buying on the Web.
PEOU3 Learning to buy on the Web is easy.
PEOU4 Buying on the Web is clear and understandable.
PEOU5 When | buy on the Web, it is easy to do what | want to do.

Perceived usefulness of buying on Web (PU): Disagree -Agree, 7-point Likert scale
PU1 Buying on the Web improves my ability to make good purchase decisions.
PU2 Buying on the Web allows me to get my shopping done more quickly.
PU3 Buying on the Web allows me to enhance my purchasing effectiveness.
PU4 When | buy on the Web, my performance in purchasing is improved.

Probability of exposure to harm: Semantic differential, each item measured with Improbable -Probable;
Unlikelylikely; Rare-Frequent, on 7-point scales

FinProb1-3 “Financial information | reveal when | buy something on the Web might be misused.”
This outcome is:

PersProb1-3 “Personal information | reveal when | buy something on the Web might be misused.”
This outcome is:

NeedProb1-3 “Something | buy on the Web might not meet my needs.” This outcome is:

LateProb1-3 “Something | buy on the Web might be delivered too late, or not at all.” This
outcome is:

SrchProb1-3 “Finding and choosing something to buy on the Web might be too expensive, too

difficult, or too time consuming.” This outcome is:

(continues)
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PayProb1-3 “Ordering and paying for something | buy on the Web might be too expensive, too
difficult, or too time consuming.” This outcome is:

GetProb1-3 “Receiving something | buy on the Web might be too expensive, too difficult, or too
time consuming.” This outcome is:

ExchProb1-3 “Exchanging or returning something | buy on the Web might be too expensive, too
difficult, or too time consuming.” This outcome is:
FixProb1-3 “Maintaining something | buy on the Web might be too expensive, too difficult, or too

time consuming.” This outcome is:

Consequence of exposures to harm: Semantic differential, each item measured with Meaningless to me-
Meaningful to me; Unimportant to medmportant to me; Insignificant to me -Significant to me, on 7-point scales

FinCons1-3 “Financial information | reveal when | buy something on the Web might be misused.”
If this happens, the negative consequences | will experience are . ..
PersCons1-3 “Personal information | reveal when | buy something on the Web might be misused.”

If this happens, the negative consequences | will experience are . . .
NeedCons1-3 “Something | buy on the Web might not fit my needs.” If this happens, the negative
consequences | will experience are . ..

LateCons1-3 “Something | buy on the Web might be delivered too late, or not at all.” If this
happens, the negative consequences | will experience are . . .
SrchCons1-3 “Finding and choosing something to buy on the Web might be too expensive, too

difficult, or too time consuming.” If this happens, the negative consequences | will
experience are . . .

PayCons1-3 “Ordering and paying for something | buy on the Web might be too expensive, too
difficult, or too time consuming.” If this happens, the negative consequences | will
experience are . . .

GetCons1-3 “Receiving something | buy on the Web might be too expensive, too difficult, or too
time consuming.” If this happens, the negative consequences | will experience
are...

ExchCons1-3 “Exchanging or returning something | buy on the Web might be too expensive, too

difficult, or too time consuming.” If this happens, the negative consequences | will
experience are . . .

FixCons1-3 “Maintaining something | buy on the Web might be too expensive, too difficult, or
too time consuming.” If this happens, the negative consequences | will experience
are. ..
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