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Blogging, social networking, and other Web 2.0 practices have sparked widespread debate about the
status and future of privacy. This paper examines an explicitly geographical aspect of Web 2.0 with
respect to these debates: the geospatial web, or ‘geoweb’. As part of fundamental shifts in the kinds of
geographic information available, its circulation, and representative forms it assumes, the geoweb
implies new objects of privacy concern and subsequent privacy-related negotiations over the aggregate

geyworgis: of its component information, technologies, and data praxes. Thus we argue that privacy must not only be
cowe . ) revisited, but indeed re-conceptualized. Whereas prior research on privacy vis-a-vis geographic informa-

Volunteered geographic information . . R . o . .

Web 2.0 tion technologies has tended to question what privacy ‘is’, we focus instead on the constitutive outcomes

Privacy of societal struggles over privacy. We examine how privacy is being negotiated around two geoweb ser-

vices - Google Street View and the Twitter GeoAPI - to illustrate that these contestations produce privacy
as a social object in particular ways. We show that public discourse around actual or anticipated privacy
harms stemming from geoweb services and their uses, as well as the preventatives and remedies pro-
posed or implemented to address such harms, reconstitute the objects and practices of privacy concern,
and alter the roles and relationships of state, civil and corporate actors in the construction of privacy.
Finally we suggest that the geoweb raises new privacy concerns because some of its representational
forms - namely geo-tagged images and self-authored texts - facilitate identification and disclosure with

Google Street View
Twitter GeoAPI

more immediacy and less abstraction.

© 2010 Elsevier Ltd. All rights reserved.

1. Introduction

In Wired magazine’s 2009 Smart List of ideas for ‘changing the
world,” one item urged readers to forget privacy, arguing that the
social contract over the protection of personal data should be aban-
doned. Removing the unnecessary obstacle of privacy would, the
author argued, enable gains in the speed, precision, and quality
of healthcare delivery in the US by facilitating unbounded access
to medical information over the Internet (Koerner, 2009). The
Wired piece is not only a story about healthcare. It is part of a re-
newed and very public conversation about privacy - its salience,
sustainability and desirability - in the age of Web 2.0.! Some critics
decry the erosion of privacy rights implicated in the posting of inti-
mate details about personal lives online, arguing that this blurring of
the ‘public’ and ‘private’ compromises the privacy rights of all (Klein-
man, 2010; Solove, 2006). Others argue that the loss of privacy is not
only inevitable but desirable (Koerner, 2009; West, 2009). These
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! “Web 2.0’ refers to the broad series of initiatives and constituent technologies that
have redefined the Web away from an assemblage of data repositories (Web 1.0) to a
collaborative platform of embedded applications and services of which social
networking is a primary example (O'Reilly, 2005).
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concerns are part of a much larger debate over the role of Inter-
net-based technologies in daily life, and the impact of practices such
as blogging and social networking upon social norms, including the
protection of privacy.

Here, we focus on an explicitly geographical object of contem-
porary battles over privacy: the geospatial web, or ‘geoweb’ (Scharl
and Tochtermann, 2007). The ‘geoweb’ refers to the merging of
geographic information with web-based content, often with an im-
plied emphasis on Web 2.0 - based frameworks and services, espe-
cially those that emphasize user interactivity and user generation
of content. A central practice associated with the geoweb is the
‘geotagging’ of online content, or the assignation of place names,
latitude/longitude coordinates, or any other locational information
to text, images, videos, or other Web content.? The geoweb consists
of hardware (mobile devices), software objects, (applications and
services) and programming techniques (such as ‘mashing up’
content) that include virtual globes, interactive mapping platforms,
spatial application programming interfaces (APIs), and technical
standards (such as GPX) that guide its curation, aggregation, and
dissemination. We use ‘the geoweb’ here to refer to the constitutive

2 Geotags may be manually ascribed (user-curated) or automatically generated on-
the-fly by applications that run on mobile devices (such as smartphones, WiFi
enabled digital cameras, and GPS handhelds).
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technologies, data, and practices associated with the recent phenom-
enon of the merging of web content with locational referents.

Geographers’ research on the geoweb has coalesced under
several additional neologisms, including ‘neogeography’ (Turner,
2006), ‘volunteered geographic information’ (Goodchild, 2007),
and ‘new spatial media’ (Crampton, 2009b). An expansive range
of issues is considered by this emerging research community,
including GIScience questions about digital data handling, data
integration and ontologies (Crampton, 2009a; Leszczynski, 2009);
methodological questions about techniques for verifying and ana-
lyzing the new forms of geographic information that are part of the
geoweb (Bishr and Mantelas, 2003; Mummidi and Krumm, 2008);
and critical-theoretic approaches to societal impacts of the geoweb
upon participation, power, knowledge politics, and privacy (Dodge
and Perkins, 2009; Elwood, 2009, 2010; Flanagin and Metzger,
2008; Tulloch, 2008).

Early discussions of the social and political implications of the
geoweb suggest that it is part of fundamental shifts in the kinds
of geographic information available, the ways that they circulate,
and the representative forms they assume. The geoweb is a vector
for much broader dissemination of, and access to, locational data,
and these shifts are receiving intense societal scrutiny articulated
in terms of ‘privacy’. In this context, as we will show, actors such
as the state and corporations remain central, but the public nature
of the geoweb means that new actors and associated data practices
are now part of the privacy equation, and that individuals and
institutions have new roles and relationships vis-a-vis the produc-
tion and disclosure of information and identities. Furthermore,
whereas past discussions of privacy and geographic information
focused for the most part on numerical and text-based tabular
data, the geoweb is associated with a tremendous diversification
in the modes of representation that we think of as geographic
information, including geo-referenced photos, images, videos, nar-
ratives, and other artifacts. With all this in mind, privacy must be
not only revisited, but re-conceptualized.

It is critical to theorize the privacy implications of the geoweb
as more than technologically-driven shifts in access to and dissem-
ination of digital information about individuals, and more than
simply the next stage in a progressive trajectory of diminishing
control over the release and circulation of information. Of course
the representational or communicative capabilities of the geoweb
affect privacy, but so too do societal struggles over this new assem-
blage of socio-technological practices. Thus we begin not from the
question of what privacy ‘is’, but rather, how struggles with re-
gards to spatial information technologies produce privacy as a so-
cial object in particular ways. Public discourse around actual or
anticipated privacy harms stemming from geoweb services and
their uses, as well as the preventatives and remedies being pro-
posed or implemented to address such harms, reconstitute the ob-
jects and practices of privacy concern, and in so doing alter the
roles and relationships of state, civil and corporate actors in the
construction of privacy. Throughout, we also demonstrate that
while the reconfiguration of the notion of privacy is global in scope
and in reach, the privacy apparatus - the extant legal frameworks,
alliances between government and corporations, and their interac-
tions with civil society — operates in diverse ways depending upon
institutional and cultural contexts.

These arguments emerge from our analysis of contestations of
privacy in relation to two geoweb services: Google Street View
and the Twitter GeoAPl. Both services have engendered debates
about privacy and surveillance, in the media, courts, and legislative
bodies around the world. They involve mass spatial data through-
put and provisioning constituted through the geoweb, and as such
they shed light on what is ‘new’ about the social constitution of
privacy in this context. Google Street View provides highly realistic
visual images of places (buildings, cars, people, sidewalks, gardens,

and public gathering places), whereas the Twitter GeoAPI produces
geo-tagged snippets of text that can be searched and sorted based
on location, or compiled for display on a map. We will argue here
that these new forms of representation identify and reveal ‘virtual
selves’ in ways that are more immediate and less abstract than
other representations, and their visual nature lends them signifi-
cant discursive authority.

These cases facilitate several important lines of analysis. Both
services are provided by corporations with international reach
and are available to users around the world, allowing insight into
the ways in which re-negotiations of privacy may occur differently
within distinct state and legal structures, as well as the changing
role of the private sector in these negotiations. The forms of geo-
graphic information circulating through Google Street View and
the Twitter GeoAPI rely upon different media, enabling us to con-
sider whether and how privacy is being negotiated differently in
relation to the diverse modes of representation that are part of
the geoweb. Our discussion of these debates and their implications
for the social (re)construction of privacy is based on an analysis of
traditional print and online news sources, blogs that host user
commentary on new geospatial technologies, and other commen-
tary emerging from lawsuits and new legislation related to these
two services.

2. Debating the privacy implications of (spatial) information
technologies

Recent studies of the social and political implications of perva-
sive computing with geo-enabled devices, and of the availability of
online high-resolution satellite imagery, hint at the need to con-
sider privacy in light of the geoweb. This literature notes that the
technologies, data primitives, and forms of representation that
comprise these new phenomena are implicated in fundamental
changes to the nature of surveillance, or, more broadly, of seeing:
who watches and who is watched, what is seen or revealed, the
mechanisms through which this watching occurs, and who has ac-
cess to the data (Aday and Livingston, 2009; Dave, 2007; Dodge
and Perkins, 2009; Perkins and Dodge, 2009). Harris (2006) refers
to this transformation as a technologically-enhanced ‘occularcent-
rism’, and like Parks (2009), focuses on the ability of geospatial
technologies to ‘see’ where human eyes cannot. Perkins and Dodge
(2009) and Aday and Livingstone (2009) emphasize that the geo-
web makes it difficult for individuals and institutions to exclu-
sively control geographic information, and suggest a concomitant
transformation in the nature of ‘secrecy’ and strategies used to se-
cure or disrupt it. This perspective builds upon Dodge and Kitchin’s
(2007) earlier argument that the Internet alters the temporality of
concealment and revelation because digital data are accessible be-
yond the duration of human memory, long after the individuals or
conditions may have changed.

These early accounts of the societal implications of the geoweb
have largely focused on changes engendered through its constitu-
ent technologies and data, such as shifts in how information may
be represented, circulated, withheld, or accessed, and by whom;
and have then asked what these shifts mean for social and political
practice. Such changes in information practices and relationships
are intimately related to debates about privacy, yet privacy has
been largely unexamined.

But prior research has examined how information technologies
(spatial or otherwise) are implicated in privacy and surveillance.
Geographers’ work in this arena largely emerged from the ‘GIS
and Society’ critiques of the mid-1990s which attended to the pri-
vacy implications of: (i) geo-demographic analysis techniques that
use inferential statistics to ascribe social characteristics to very
small areas based on highly granular data (Crampton, 1995; Curry,
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1995a; Goss, 1995a,b), and (ii) very large spatial databases that
assemble information about individuals, often without their
knowledge or explicit permission, by government actors and pri-
vate corporations (Curry, 1998; Pickles, 1991).

These authors noted a progressive expansion since the 1970s of
both the size and presence of such databases, and a parallel increase
in computing power to manipulate these data. They argued that
GIS-based spatial databases raise similar threats to privacy as other
very large databases (VLDBs) in which individual identifiers such as
postal records, IRS records, or credit reports are stored. Spatial dat-
abases are especially concerning because data associated with ad-
dress, latitude/longitude or other geographic information may be
assembled to reveal a great deal about people who live at a partic-
ular place. Technological advances enable these linkages to be made
at unprecedented scales and speeds, with relatively little oversight
or regulation. Curry and others further argue that the ability to cre-
ate linkages across databases on the basis of locational information,
first evident in the 1980s, erodes traditional protections of privacy
because it effectively reduces individuals to their places of resi-
dence (‘you are where you live’; Phillips and Curry, 2003).

In these debates, privacy was conceptualized as an individual’s
ability to control the collection or dissemination of information
about him or herself, a boundary that Curry (1998) emphasizes to
be historically and geographically contingent. While Curry directly
addresses questions of privacy in terms of the erosion of the tradi-
tional separation between ‘public’ and ‘private’ through geodemo-
graphic profiling, most other GIS and Society research did not
engage ‘privacy’ per se. Instead, this literature focused largely upon
problematic practices, such as surveillance, understood to be en-
abled by these technologies (Crampton, 1995; Curry, 1995b; Harris
and Weiner, 1996; Pickles, 1991, 1995; Sheppard, 1995). Thus the
concern was less with the loss of individuals’ ability to control
information about themselves (privacy), and more with the pri-
vacy-eroding practices made possible through geospatial technolo-
gies, such as tracking individuals in, through, and from space.

While discussion of the privacy implications and spatial infor-
mation technologies effectively drops out of postmillennial critical
GIS, it persists in urban geography and sociology research. Here,
the debate about privacy again emphasizes surveillance, though
with a focus on other technologies such as closed-circuit television
(CCTV) monitoring (Graham, 1999, 2002, 2005; Graham and Wood,
2003; Norris, 2003; Phillips and Curry, 2003), and practices such as
‘dataveillance,” the monitoring of individuals’ behavior through
mass processing of personal information across institutional and
corporate databases (Lyon, 2003; Pleace, 2007; Wood et al,
2007). Like geographers’ critiques of GIS and geodemographic pro-
filing, this literature decries the panoptic effects of surveillant tech-
nologies and raises concerns about the abstraction of individuals
into VLDBs.

The dominant concern of urban geographers and sociologists is
the potential consequences of these abstractions, namely the
implications of institutions’ abilities to construct data assemblages
spanning multiple sources. These assemblages are understood to
be ‘surveillant’ in that they facilitate classifying, tracking and mon-
itoring people through databases, and can subsequently structure
individual opportunities and life chances (Graham, 2005; Graham
and Wood, 2003; Lyon, 2003; Norris, 2003; Phillips and Curry,
2003; Pleace, 2007). Such demographic classifications also produce
spaces that reflect the social stratifications inherent in the classifi-
cations themselves (Uprichard et al., 2009). The ‘social sorting’
(Lyon, 2003) that reproduces patterns - and geographies - of social
inequality (Graham, 2005). Urban geographers writing on CCTV
monitoring focus on the structural selectivity of surveillant prac-
tices such as automated facial recognition, rather than documented
harms accruing from these practices (e.g. Graham 2005). For exam-
ple, Graham and Wood (2003) show that automated facial recogni-

tion, which involves the real-time matching of persons of interest
to their abstraction (in digital photos or video feeds), effectively
automates exclusion by targeting already marginalized groups,
with consequent reproduction of social inequalities.

These two literatures have identified a host of problematic so-
cio-technological practices related to digital representation, analy-
sis, and dissemination of information. They are invaluable to the
theorization of (spatial) information technologies as socially con-
structed, and have detailed multiple social and political practices
in which these technologies are implicated. Yet with respect to
theorizing privacy, they are limited in several ways. First, privacy
tends to be primarily an entry point, quickly elided to focus on
other practices that may result from its erosion or loss: surveil-
lance, structural selectivity, etc. In many of these accounts, what
privacy ‘is’ drops out of view almost immediately, even while
remaining central to societal debates at large. Second, a broader
examination of privacy is called for because new spatial applica-
tions and services associated with the geoweb are more than just
surveillant technologies. Surveillance - particularly as conceived
in Foucauldian notions of panopticism - implies a unidirectional
power relationship between viewers and viewed. Those who own
the technology have the ability to track and exert control over
the surveilled. As we will show here, the very public nature and
unprecedented accessibility of services such as Street View and
their digital products complicate this formulation. The geoweb
more represents an ‘omnopticon’ - the ‘many surveilling the many’
(Rose-Redwood, 2006) - as examples offered by Perkins and Dodge
(2009) and Kingsbury and Jones (2009) suggest. Finally, focusing
only upon problematic practices that result from a loss or violation
of privacy implicitly frames privacy as an end state to be achieved
or protected, without examining how the nature of privacy itself is
constituted, or may be transformed, through these practices.

If privacy is constituted through social relations as Curry (1998)
and others maintain, then resistance or acquiescence to new tech-
nology-mediated practices of disclosure, representation, or con-
cealment stand to transform the nature and meaning of privacy
itself. This proposition centers our discussion of the privacy impli-
cations of the geoweb, and makes broader contributions to theoriz-
ing privacy in relation to other information technologies and
practices. The question of what privacy ‘is’, we argue, must be tack-
led by examining the constitutive effects of social negotiations
around privacy.

To illustrate how privacy is being renegotiated vis-a-vis geoweb
objects, we examine two popular services — Google’s Street View,
and Twitter’s GeoAPI. These are but two of countless geoweb ser-
vices, but they have received significant attention with respect to
privacy, and thus constitute objects through which we may begin
to trace the social (re)construction of privacy through societal re-
sponses to the geoweb. We examine what these services do and
describe the public debates that have ensued, drawing out the ac-
tual and anticipated privacy harms that have been articulated or
claimed, and the interventions and remedies proposed and imple-
mented. Subsequently, we show how these debates and interven-
tions are linked to changes in the roles and responsibilities
afforded to state, civil, and corporate actors with regard to privacy.
This serves to illustrate how changes are being wrought in concep-
tualizations of what privacy is; the nature and functions of the ‘pri-
vacy apparatus’ of state, citizens, and the private sector; and the
solutions sought and proposed for handling privacy in this new
environment.

3. The worldwide woes of Google, Twitter, and others

Google Street View and Twitter’s GeoAPI are two widely-used
geoweb services. Google Street View, released in the US in 2007,
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consists of high-resolution digital images captured by cameras
mounted to a vehicle that scans images of cities (and to a lesser ex-
tent, rural areas) at street level as it drives along their road net-
works. Because these scans are taken at ground-level, they
capture individuals and vehicles in the scene. Persons walking
down the street when the Google vehicle passes by inadvertently
become part the ‘street view’ that is disseminated via the Google
Maps or Google Earth platforms. In these platforms, a user can
zoom from an overhead air photo or planimetric map view to
Street View (if it is available), where individual bodies and objects
such as cars, houses, and gardens are clearly identifiable.

Initially Street View imagery was released in its ‘raw’ form, but
today the imagery is subjected to a series of algorithms that auto-
matically blur - or pixilate - faces and auto number tags (Paul,
2009a; Shankland, 2008; Siddique 2009). The results of this blur-
ring are demonstrably unreliable, returning ‘false positives’ such
as a Canadian case where Colonel Sanders’ visage on a KFC restau-
rant sign was pixilated, while the faces of actual passers-by re-
mained clearly visible (Schmidt, 2009a, 2009b). Other incidents
are less comical, including Street View images depicting persons
engaged in private activities that transgress social taboos, such as
a highly publicized Swiss case of a politician falsely accused of hav-
ing an affair when he was ‘caught’ in a Street View scene walking
with a woman later revealed to be his secretary (Klapper, 2009;
Rodrigues, 2009).

Twitter’s GeoAPI also raises privacy concerns, although these
are different in nature. This service allows users of Twitter’s
microblog service to automatically attach their location to posts,
or ‘tweets’ (Cohen, 2009; Crowe, 2009; Fee, 2009; Letham, 2009;
Paul, 2009b; Sarver, 2009; Schutzberg, 2009). Through such geo-
tagged tweets, the user’s location is revealed to others, and can
be geovisualized in a map. Interestingly, Google’s mapping plat-
forms are often used for such mashups. Because Twitter’s micro-
blogging service is premised upon systematic user updates
throughout the day, the new GeoAPI allows individuals to be iden-
tified at their precise locations at any point in time, apprising other
users of changes in their status on-the-fly.?

The Twitter GeoAPI and Street View both potentially reveal
individual or personal information, but they differ in the temporal-
ity and visual form of their representations. Street View images are
not released live, and may be assembled from multiple images col-
lected at different times. Twitter’s service is not only ‘real time’, but
enables collection of location-stamped points comprised by the
aggregate of a user’s tweets over time, a rich data source from
which to reconstruct spatial histories and mobilities. With respect
to their visualization capabilities, Street View releases photo-
graphic images, a sort of ‘primary’ visual data, whereas geo-tagged
snippets of text from Twitter that appear in a map mashup are a
sort of ‘secondary’ visual representation — they are not visual med-
ia in the original form in which they were collected. The services
differ in other ways that we will discuss below, such as their ap-
proaches for regulating the collection and release of personal
information.

A variety of concerns have been raised about the consequences
of these geoweb services, related to what is represented in the
information released, problematic uses of it, and oversight of infor-
mation practices. The photographic nature of Street View images
enable reproduction and dissemination of evidence (or assump-
tions) of stigmatized or potentially embarrassing behavior, as in
the Swiss case and others (CNN, 2009; Rodrigues, 2009; Weaver,
2009). The uncurated nature of user-generated geographic content
is also a source of concern, given that users may identify other indi-

3 A number of other geo-social networking services, such as Loopt or Four Square,
provide similar services.

viduals and make harassing or disparaging remarks about them,
true or not. A prime example is the now-defunct RottenNeigh-
bor.com, a Google Maps mashup in which users ranted about the
poor behavior of neighbors, often attaching blatantly discrimina-
tory or stereotypical comments to the purported offenders’ home
locations. The release of this kind of individual information with
a geographic component can introduce new socio-spatial vulnera-
bilities, as argued by the creators of a recently-released web ser-
vice, PleaseRobMe.com, which aggregates the tweets of users
who broadcast their real-time locations. They contend that users
who indicate that they are away from home unintentionally notify
potential burglars of this fact (The Economist, 2010). Such risks
may seem far-fetched, but the aggregation of geo-tagged tweets
does raises other problematic possibilities, such as the ability to
identify a person’s regular pattern of movement and use such
reconstructed spatial histories for stalking or harrassment.

Societal concerns about geoweb services have been articulated
largely in terms of privacy. Google Street View has been at the cen-
ter of the storm. The saga of privacy challenges to Street View be-
gins in the United States, where Google first introduced this service
in 2007 (Paul, 2009a; Siddique, 2009). In a civil law suit (Boring vs.
Google), a Pennsylvania couple claimed invasion of privacy when
Google trespassed onto their property to image their home and
the road leading to it (Kiss, 2009; Perez, 2009; The Smoking Gun,
2008a). The plaintiffs sought damages associated with lowered
property value, claiming privacy was intrinsic to the value of their
home, because of its seclusion on a private road. This virtual
revealing of their property, they argued, made their house ‘accessi-
ble,’ thus diminishing its latent value (Raphael, 2009; The Smoking
Gun, 2008a). The judge dismissed the case on the basis that the
plaintiffs failed to ask Google to remove the photographs, and that
they had released the address of their property to the public by fil-
ing suit. In the latter act, the judge reasoned, the Borings effectively
violated their own privacy, preventing them from holding another
party to a separate higher standard (Kiss, 2009; Perez, 2009).

In the US, there is no state body charged with privacy or data
protection, so such contestations tend to originate from civil soci-
ety and occur within the legal system (Solove, 2006). The Boring vs.
Google suit is by no means the sole subject of legal actions over
locational privacy currently before US courts?, yet it is a telling indi-
cation of the ill-preparedness of existing legal frameworks to grapple
with the new modes of representation that are part of the geoweb.
Pomfret (2010) has argued more broadly that Google’s information
practices are being regulated in an environment of anachronistic
and outdated legislation scripted before the rise of the Internet.’
Countless recent cases evidence this situation, including recent con-
cern about the collection of passwords, emails, video and audio from
unsecured wireless networks, as Street View vehicles drove through
cities around the world (BBC, 2010a,b,c; Reuters, 2010; Shiels,
2010a). While such practices do not violate individuals’ privacy by
systematically recording their location in a public place (Blumberg
and Eckersley, 2009), personal information was clearly gathered
without notification or permission. This practice may violate the pri-

4 For example, in 2009, the American Civil Liberties Union (ACLU) and Electronic
Frontier Foundation (EFF) challenged the FBI's warrantless use of GPS to track the
movement of individuals in narcotics cases (see US v. Jones, also Electronic Frontier
Foundation, 2009; Goodin, 2009; Scarcella, 2009). Such warrantless GPS tracking has
been ruled unconstitutional in New York and Massachusetts (Frank, 2009).

5 For example, the US Electronic Communications Privacy Act was passed in 1986
and as such does not cover new (spatial) media artifacts such as emails, text
messages, or GPS pings. The ‘Digital Due Process Coalition’, which includes companies
such as Google and eBay, is campaigning for updates to the Act (Shiels, 2010b).
Further, at the time of writing, a draft Internet privacy bill introduced by Congress-
men Boucher and Stearns calls for advance notification when individuals’ information
is beings collected and/or disseminated to third parties, such that they may opt in or
opt out.
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vacy laws of upward of 30 countries, and has sparked several civil
lawsuits and a multi-jurisdictional investigation in the US (BBC,
2010Db,c; Reuters, 2010).

Institutions in multiple jurisdictions have already deemed that
Street View - the Wi-Fi scandal notwithstanding - does violate pri-
vacy in location-specific ways. These challenges have primarily
centered upon the ability to identify individuals through facial
characteristics or license plate information. Japan's Ministry of
Internal Affairs and Communication conducted a probe after citi-
zen complaints about malicious secondary uses of Street View
images to harass individuals (Williams, 2009; Zafra, 2009). Can-
ada’s Office of the Privacy Commissioner and Parliamentary Stand-
ing Committee on Ethics, Privacy and Access to Information
undertook a lengthy assessment of Street View’s legality on the
grounds that imaging occurred without prior individual knowledge
or explicit consent (as required under Canadian law), delaying the
release of Street View by up to two years (Schmidt, 2009a; Wong,
2009). Street View's entry into the UK was also postponed as the
Information Commissioner assessed potential impacts under the
Data Protection Act (Cross, 2009; Harris, 2009a; Paul, 2009a; Wea-
ver, 2009). The Hellenic Data Protection Authority completely cen-
sured Street View in Greece while it sought more information and
privacy assurances (CNN, 2009; Haines, 2009a; Paul, 2009a; Rodri-
gues, 2009; Smith, 2009; Siddique, 2009). In these European cases,
Street View has also been subject to data handling guidelines set
by the EU.

While many of these disputes are in progress at the time of
writing, diverse outcomes and responses are already evident. Japan
stipulated that Google re-image the entire country using altered
techniques for capturing the images, along with a requirement to
notify residents in advance (Haines, 2009b; Paul, 2009a; Williams,
2009; Zafra, 2009). The UK Information Commissioners Office re-
ceived hundreds of individual complaints in the aftermath of Street
View’s roll-out, yet continues to deem it legal, citing the a priori
presence of other privacy-eroding technologies (Cross, 2009; Wea-
ver, 2009). This logic is similar to the justification provided in Bor-
ing vs. Google, but the state is taking a very different role in the
constitution of privacy in each context. In the UK, the state (in
the form of an agency charged with the oversight and protection
of digital data) retains a presence in the negotiation of privacy
through it own established (spatial) data governance regimes. In
the US, the state (in the form of the court system) reaffirms the no-
tion of privacy as a relationship between individuals and informa-
tion collectors such as Google, and tacitly refuses to take a
regulatory role. The geographic contingency of the privacy appara-
tus is also evident in Google’s varying response to demands from
state actors. When the Swiss Federal Data Protection and Informa-
tion Commissioner demanded a re-imaging of its streets, as was
done in Japan, their request was refused (BBC, 2009; Capper,
2009; Haines, 2009b; Kirk, 2009; Klapper, 2009).

These debates about Street View have centered in part on Goo-
gle’s information-handling approaches, especially with respect to
gaining consent, preventing pernicious uses of released informa-
tion, and stipulating the form or content of the information that
is released. In some instances, these preventions and remedies
stem from corporate actors’ own practices or policies initiated in
response to privacy concerns, and in others, from the accommoda-
tions requested or imposed by civil and state actors. These prac-
tices are thus part of a reconstitution of privacy rendered
through social struggles over the privacy implications of new tech-
nologies and their modes of representation, communication and
analysis.

At present, two principle kinds of solutions or approaches to
privacy concerns on the geoweb are in play - agent-centered and
technology-centered remedies. Agent-centered solutions are ap-
proaches in which the onus is on an individual (usually civil) actor

to take some action related to the release or withholding of infor-
mation. Street View and Twitter both include agent-centered ap-
proaches, albeit in different ways. Individuals who do not wish to
be included as part of a Street View image frame must request im-
age removal through Google’s ‘Report a problem’ widget - an ‘opt-
out’ approach. In contrast, Twitter’s geotagging functionality is dis-
abled by default. Users must ‘opt-in’ to the service by intentionally
modifying their account settings to allow the annotation of blog
entries with spatial referents (Crowe, 2009; Krikonian, 2009; Paul,
2009b; Sarver, 2009; Trapani, 2009). Both approaches are premised
on the intentional actions of agents, yet one requires users’ know-
ing enrollment in a service that discloses their spatial position,
while the other is based on intentional self-exclusion from a ser-
vice that has already disclosed information. Twitter’s direct solici-
ation of users’ consent to broadcast their locations over the
geoweb, we suggest, is one reason why it has not generated the
same resistance as Street View. An opt-in approach obviates the
potential for lawuits like Boring vs. Google, since an individual
who knowingly enabled a feature disclosing his or her location
has little ground to claim infringement upon his/her right to
privacy.

The other common agent-centered approach has been foisted
upon geoweb service providers by national states. In several coun-
tries, including Japan and Canada, Google is now required to make
public notification to residents prior to imagining (Schmidt, 2009a;
Wong, 2009; Zafra, 2009). More broadly, the Street View website
itself discloses where its vehicles are collecting imagery.® Efforts
to announce the collection of imagery are an agent-centered ap-
proach to information handling at two levels. First, they require geo-
web service providers to take some action to help prevent privacy
harms. But further, these approaches also put the onus on individuals
to take action based upon such public announcements. Providing
information to the public about what areas will be imaged and when
is presumably done so that individuals can absent themselves, or ob-
scure objects and refrain from activities they do not wish included in
Street View imagery.

In contrast to the above approaches, a number of technology-cen-
tered approaches intervene at the level of technology to alter the
nature or availability of information that becomes part of the geo-
web. One approach involves scalar shifts or spatial offsets, such as
lower camera heights. The Japanese government stipulated that
the entire country be rescanned with camera heights lowered from
2.45 to 2.05 meters, on the basis that the original position could
capture more than was visible to the human eye, thus ‘seeing’ past
physical privacy barriers such as garden walls (Brandley, 2009;
Haines, 2009b; Paul, 2009a; Rodrigues, 2009; Williams, 2009; Zafra,
2009). Scalar granularity and aggregation techniques include prac-
tices that dither or decrease the resolution of data, such as the blur-
ring or ‘fuzzing’ of sensitive objects, as in Street View’s blurring of
faces. These techniques are also applied to places. For example,
the US, South Korea, and China have called for obfuscation of mili-
tary or other sites of national security concern on satellite imagery
disseminated through Google applications, either by manipulating
the resolution of parts of an image or replacing high-resolution
imagery with lower-quality data (Blamont, 2008; Crampton,
2008; Nourbakhsh et al., 2006; Zook and Graham, 2007). Lastly,
we find time-sensitive data handling describes approaches directed
at privacy violations that could accrue from the indefinite retention
of data. Twitter, for instance, automatically strips geographical
location from all posts after 14 days, permanently deleting spatial
information from its own databases.” Time-sensitive data handling

5 http://maps.google.com/help/maps/streetview/where-is-street-view.html.

7 Some commentators suggest this action is motivated not by an overwhelming
interest in protecting privacy, but in preempting lawsuits over subpoenas for users’
locations (Trapani, 2009).
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has also been imposed, as in a recent EU mandate that Google delete
raw Street View imagery from its central data repositories after six
months (White, 2009). Canada makes a similar requirement, on the
grounds that the indefinite retention of personally identifying infor-
mation by corporations may violate privacy (Meller, 2008; out-law.-
com, 2009; Schmidt, 2009a; Wong 2009).

This plethora of government-initiated privacy investigations of
geoweb services, and the copious coverage in traditional and new
media sources may beg the question of how concerned individual
citizens are about potential shifts in privacy, and whether the cur-
rent uproar is simply being perpetuated for media gain. To these
points, we note that most of the government challenges discussed
above were initiated in response to citizen complaints. Further, the
blogosphere is rife with individuals expressing a newfound con-
cern over spatial privacy specifically (for example, see commentary
from Madden (2009) and Hyde (2010)). Other direct forms of resis-
tance by citizens are evidence, as in the British village of Brough-
ton, where residents blockaded streets to prevent Street View
vehicle from entering the village, expressing fears that imaging of
citizen property would aid burglaries (CNN, 2009).

But more broadly, we argue that struggles over privacy are con-
stitutive regardless of the volume of challenges or whether they
emerge from media, government, or citizen action. We see today
a variety of concerns raised about privacy with respect to the geo-
web, and regulations and proferred remedies emerging from the
negotiations of civil, state, and corporate actors over the geoweb
and its new information and practices. Yet five years after the
ascendence of the geoweb, what is new or different about privacy,
as a result of these machinations? In the next section, we turn to
this question.

4. Reconstituting privacy over the geoweb

The negotiations of state, corporate and civil actors about the
geoweb are actively transforming privacy with respect to informa-
tion: its meanings, socially-constituted understandings of reason-
able expectations for it, and practices used to foster or protect it.
To the elusive question of what privacy ‘is’, we submit that in this
context, privacy is socially-mediated expectations about accept-
able practices with respect to access to geographically-indexed
information, its disclosure, and its content and medium of its repre-
sentation when released. What privacy is remains important; it
certainly matters whether (and where) privacy is understood as a
social contract, or a legal entity, and what its substance or bound-
aries are understood to be. But the more interesting question for
social scientists is not what privacy is, but rather, what societal
negotiations over privacy do to rework the objects of privacy con-
cern and the roles and relationships of actors involved in informa-
tion production and disclosure. Struggles over privacy and the
geoweb are transformative in both realms - they constitute new
objects of privacy concern, and reconstitute the roles and relation-
ships of civil, state, and corporate actors in the creation, release,
and withholding of information.

4.1. New objects of privacy concern

The furor over privacy with respect to Google Street View, Twit-
ter’s GeoAPI, and other geoweb services bring to the fore new ob-
jects of concern. In the harms claimed or projected, and the
ameliorative measures taken or proposed, the objects of concern
are geo-located media that may reveal the presence or activities
of individuals at specific places. In the case of Street View, these
media are photograph-like digital images, and on Twitter, they
are self-authored texts that carry spatial and temporal attributes.
A central focus in these privacy debates is the nature of identifica-

tion and representation within these geo-located media, and these
debates reveal that something different is at stake in the geoweb
than in prior privacy debates over very large databases, GIS, or geo-
demographic systems.

The nature of identification refers to the ways that identity is
incorporated or produced. For instance, credit scores provide an
abstracted measurement of a person’s actual borrowing and pay-
ment behavior. In contrast, an image in Street View may provide
a visual reproduction of a person’s presence and perhaps his or
her behaviors at a given location. Inextricably wrapped up with
the nature of identification is the nature of the representation -
the media through which this identifying information is imparted.
The identifying information may be disclosed in the form of a vi-
sual representation (such as a photograph or a map), a textual ac-
count such as a Twitter post, or tabular attributes, as in the case of
the information found in a credit agency’s database or a GIS-based
attribute table.

Different modes of identification and representation raise vary-
ing concerns with respect to privacy for two reasons: they carry
differing discursive authority and they operate at different levels
of immediacy and abstraction. To the first point, visual forms of
information are more likely to be accepted as ‘true’ or ‘accurate’
than others. Many of the concerns leveled at Street View stem from
situations where its photograph-like images were treated as defin-
itive evidence of an individual’s involvement in particular activi-
ties. The visual nature of these pseudorelistic images, as well as
the fine scale and resolution of the imagery itself, lead to them
being taken as ‘truth’, consistent with longstanding Western philo-
sophical traditions that equate seeing with knowing, and visual
epistemologies with objectivity (Crang, 2003; Daston and Galison,
2007; Rose, 2007; Ryan, 2003; Sui, 2000; Tuan, 1979).

The degree of abstraction or immediacy with which this know-
ing may occur is a further concern, particularly the greater imme-
diacy of the geoweb when compared to prior spatial information
technologies. Representations exist at differing levels of abstrac-
tion or immanence, requiring different degrees of intervention in
order to discern who is doing what, where, and when. For example,
re-associating information with individuals based on spatial iden-
tifiers, a key object of concern in privacy debates about very large
databases and GIS, requires significant further processing of infor-
mation abstracted from the individual. In contrast, the ability to
identify individuals with imagery from Street View is imminent
to the representational form itself, rather than based on the possi-
bility of geographical association through spatial linkages across
databases or reverse geocoding. The ability to geovisualize a per-
son’s presence in or movements through space from text geo-
tagged with Twitter's GeoAPI is not immanent to the representa-
tion itself, but rather would require additional steps, such as ren-
dering the tweets as points on a map mashup.

We submit that contemporary privacy debates about the geo-
web are spurred by the immediacy and directness of its identifica-
tion and representation of virtual selves. In Google Street View, this
virtual self exists visually, present in the form of bodies captured in
Street View images, or artifacts assumed to stand in for the pres-
ence of the person - houses or vehicles. In geo-tagged tweets, this
virtual self is embodied in spatially- and temporally-situated text
released by the individual. The concerns raised about these modes
of identification and representation center upon the immediacy
with which they may be used to draw conclusions about individu-
als and their activities, as well as the likelihood that they will be
taken as definitively ‘true’. These concerns stand in contrast to ear-
lier debates about privacy and information technologies. In the fur-
or over very large databases, the object of concern was attributes
disclosing the purported characteristics of individuals, and in GIS
and geo-demographic analysis, the central concern about privacy
was focused upon the inference of characteristics to individuals
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based on their location. With the geoweb, identity is disclosed at
many fewer levels of abstraction - the digital person no longer
needs to be reconstituted from an assemblage of characteristics,
but is rather reproduced digitally as their virtual self, in the form
of their visual likeness in a place at a certain moment in time, or
in terms of their trackable real-time movements in space. There
concern is no longer that things about individuals may be revealed,
but rather that individuals - as their virtual selves - are disclosed,
identifiable, and monitorable in space.

4.2. New roles and relationships for privacy actors

The furor over Street View, and Twitter’s attempt to preempt
similar concerns over GeoAP], signal profound changes to the roles
and relationships of corporate, state, and civil actors in the negoti-
ation of privacy. In the discourses of privacy being advanced by
these actors, and the interventions they advance and promote,
the social contract around privacy as pertains to geographic infor-
mation is being remade.

An important element of these transformations is the phenom-
enon of user-generated content, a core element of the geoweb. In
this context, individuals are no longer only or primarily the sub-
jects or claimants of privacy invasion, as they have been in earlier
regimes of information provision, but rather are also information
producers. As such, civil actors may play a constitutive role in
altering their own privacy, the privacy of others, and even the very
nature of the social contract around privacy. Take, for example, the
phenomenon of ‘oversharing’, in which individuals reveal highly
intimate personal details online (The Economist, 2010). These
information-divulging actions of individuals in aggregate compro-
mise the privacy rights of all because they shift the socially-medi-
ated boundary between what is public versus what is private
(Kleinman, 2010). Twitter’s GeoAPI can be seen as a sort of geo-
graphic oversharing, potentially normalizing the distribution of
information about one’s everyday movements to anyone who
wishes to follow them online.

This ‘responsibilization’ of civil actors in the negotiation of pri-
vacy is also advanced through approaches used to engineer con-
sent for gathering and disseminating personal information. Street
View presumes that all persons present in an imaging frame are
‘fair game’, and the onus falls on individuals to opt out by request-
ing removal. Notably, this action can only be taken if the image has
already been publicly distributed and an individual has discovered
its presence. In the US, the ruling in Boring vs. Google affirms this
expectation of civil actors. While stipulations that Google an-
nounce image collection to the public (Japan, Canada), or respond
to image removal requests within a specified time frame (Canada,
UK) are more regulatory than the stance taken by the US courts,
they are nonetheless predicated on and affirm the idea that civil
actors are responsible for their own privacy.

In the geoweb, corporate actors play a different role with re-
spect to information and, thus, the constitution of privacy, than
they do with digital information practices that have been at the
center of prior debates about privacy. In the case of geo-demo-
graphic analysis or credit ratings, corporate actors profit from their
own direct analysis and use of information, or from the sale of data
or analysis to paying clients. In the geoweb, corporate actors such
as Google profit from advertising that accompanies the informa-
tion and information services they make available, and as such,
the clients to whom they are primarily responsible are the pur-
chasers of advertisements. The users of information or information
services are secondary.

Secondary uses and users of information have proved difficult
for geoweb service providers to anticipate, monitor, regulate, or
even know about, and struggles over these uses and users are
thrusting these corporate actors into new roles in negotiating pri-

vacy. In the case of Twitter, anyone with Internet access can cache
geo-tagged tweets and use this information to his or her own ends.
This secondary use may violate the information producer’s privacy
in any number of ways, but it is impossible for Twitter to be aware
of, let alone prevent. Solutions that emphasize the mechanics of
information storage or dissemination, such as Twitter’s time-sensi-
tive data handling, are not sufficient to grapple with these new
relationships because ‘third parties’ are outside the control of the
data provider. In grappling with the challenges of these secondary
use relationships, some geoweb providers are taking on new
responsibilities. In response to malicious secondary uses of Street
View imagery in Japan, Google established a formal system for
handling such problems. If the third party refuses to remove offen-
sive or identifying imagery that originated from Street View, Goo-
gle Japan has stated that it will sue the second-party host directly
(Zafra 2009). Here, Google takes on the role of the plaintiff and as-
sumes a quasi-regulatory role in information dissemination and
use that has been heretofore the domain of the state.

These different responses of Google vis-a-vis privacy concerns
raised in Japan and the US further illustrate the contradictory roles
of corporate actors in constituting privacy through the geoweb. At
the simplest level, Google stands to be a plaintiff in Japan and was a
defendant in the US in Boring vs. Google. Yet the contradictions are
more profound. Providers of geoweb services have invested in the
very technologies that others are using for privacy-altering prac-
tices, and as such, have a clear motivation to defend against
charges of privacy harm, in an effort to ensure that these platforms
remain in use. For example, Google itself is partly responsible for
the popular dissemination of high-resolution satellite imagery
(via its Earth and Maps platoforms) that it then cited in Boring vs.
Google as part of its defense that in today’s technology-laden
world, “... complete privacy does not exist” (Google, from its US
District Court motion for dismissal of Boring vs. Google, available
in The Smoking Gun, 2008b, np.). This tautological stance justifies
an ‘inevitable’ loss of privacy based on the presence of imaging
technologies that are central to Google’s own services (and, is
interestingly contradictory to the company’s stance in Japan with
respect to pursuing malicious secondary data users).

Finally, with respect to the shifting role of state actors, other re-
search suggests that the geoweb is associated with a decline in the
presence of national states as information providers (Goodchild,
2007; Haklay et al., 2008) and rising presence of the private sector
in this role (Leszczynski, 2010). It is impossible to generalize about
what this shift means for states’ efforts to negotiate privacy, given
the demonstrable diversity of national state responses to geoweb
services like Street View. Yet multiple and transformed roles are
emerging. In some case, state actors act as mediators or regulators
of privacy practices around the geoweb, and in others, as petition-
ers or plaintiffs. We see the latter in cases where national states
have made information modification requests of Google’s geoweb
services, as in the Japanese and Swiss governments’ requests for
re-scanning Street View imagery at a lowered camera height, or re-
quests from US, India, China, Pakistan, and South Korea to blur or
coarsen the resolution of Google’s satellite imagery around military
sites.

But as states mandate or petition for various accommodations
around privacy around the geoweb, the response of corporate ac-
tors clearly varies greatly, as evident in the different accommoda-
tions, refusals, and privacy practices that have emerged from
governmental requests around Street View imagery. On one hand,
we can look to different institutional and state structures to ex-
plain this variability. Canada, Switzerland, the UK, and Greece,

8 Scholars such as Wood et al. (2007) and Lyon (2003) have traced longstanding
Anglo-American discourses that reify such losses of privacy as the inevitable
outcomes of autonomous technological change.
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for example, all have designated branches of the state charged with
the protection of privacy, and their mandate extends to the preven-
tion of privacy harms in data capture, retention, or disclosure. In
the case of the United States, no similar authority exists and pri-
vacy is mediated through the courts, by way of civil actors’ claims
of privacy harm or loss.

There is clearly much more to learn about how and why these
encounters between corporate and state-based regimes of geo-
graphic information governance play out differently. Why for in-
stance, has Google blurred imagery at military and other
installations deemed sensitive by the US, India, China, and Paki-
stan, but ignored similar requests made by South Korea (Blamont,
2008; Crampton, 2008; Nourbakhsh et al., 2006; Zook and Graham,
2007)? With respect to privacy accommodations around Street
View, why did the company re-image Japan but not Switzerland?
Google’s explanation references the built environment, noting that
because ‘streets are narrow’, it was necessary to re-image Japan as
a matter of information quality (Kirk, 2009). Yet arguably this deci-
sion could be motivated by the desire to maintain a significant
presence in a country where the population (and potential market
base) is far larger than Switzerland, and where Google is fiercely
competing with rival Yahoo (Tabuchi, 2009). Varying responses
to efforts to regulate Street View around the world further speak
to the arbitrary nature of corporate regimes of spatial data gover-
nance that, because they are not contained within the boundaries
of any one nation-state or institutional jurisdiction, are not defini-
tively accountable to their consumers nor to the governments of
countries within which they operate (Leszczynksi, 2010). Our evi-
dence does not enable us to tease out the interplay of corporate
profit motives, vernacular landscapes, and cultural variation in so-
cial contracts around privacy and the role of the state. But two
things are clear: a fuller political economic analysis of the geoweb
is needed (Leszczynski 2010); and the balance of powers between
the various state and corporate actors in the privacy apparatus is
shifting.

Here, we have examined the traces left by struggles over pri-
vacy as they are articulated around a particular set of socio-techno-
logical practices - the geoweb. Examining these negotiations
illuminates shifts in civil, institutional, and corporate understand-
ings of ‘privacy’ around geospatial technologies, as well as to al-
tered expectations of the kinds of things that are considered
private and where and when we may anticipate that our privacy
is ‘protected.” All of this - from discourses both public and corpo-
rate, to the approaches for its protection - constitutes a fundamen-
tal change in the meanings and practices of privacy.

5. Conclusion

In the age of Web 2.0, privacy has gone spatial. New modes of
collecting, representing, and disseminating spatial information
are at the center of contemporary societal struggles over privacy.
Geoweb services have sparked heated struggles in mainstream
and citizen media, courts, and legislative bodies over actual and
anticipated privacy harms. These public struggles transform
privacy. They constitute and reconstitute privacy through their
articulation of actual and anticipated harms, proposed and imple-
mented remedies for these supposed harms, and resistance or
acquiescence to the assertions advanced by other actors around
these things. In the process, we also see a reworking of the roles
and responsibilities of key players in the privacy apparatus.

The furor over Street View and Twitter's GeoAPI also more
clearly define some of what is ‘new’ with respect to the represen-
tational practices of the geoweb, as compared to prior spatial infor-
mation technologies. Specifically, geo-tagged images and snippets
of self-authored text reveal the supposed presence of individual

bodies or objects, rather than only their attributes. Further, identi-
fication and disclosure are more immediate, and less abstracted
than in, say, a numerical database. In the case of digital images,
whatever is revealed is underwritten by the primacy or ‘truth
power’ afforded to visual artifacts.

More broadly, a shift in the nature and scale of privacy as a so-
cial relation is underway. In prior accounts, the notion of privacy as
a social contract has often referenced implied understanding be-
tween subjects (be they consumers or citizens) and a secondary
party (the state or corporation) who cede a certain degree of auton-
omy or give up certain freedoms in exchange for the right to pri-
vacy, which the second party is expected to ensure and enforce
(Allen, 1987). Ensuring the privacy rights of individuals increas-
ingly involves negotiating shifts in the meaning and constitution
of privacy that are located beyond the person, as well as beyond
simple first party/second party relationships. The challenges pre-
sented by secondary data users or national government requests
to blur state secrets, among other developments, attest to the need
to negotiate new dimensions of ‘privacy’ that are constituted
through the geoweb and its attendant practices.

Against this backdrop, it is clear that we need new modes of
theorizing geographic information technologies that allow us to
begin to grapple with, rather than elide, what is ‘new’ about new
spatial media. We have begun to show here how the geoweb intro-
duces new data primitives that emphasize new forms of, and met-
aphors for, representation that exceed extant categories and
frameworks. For example, the geoweb forces us to think beyond
a singular technology (GIS) and its primary representational out-
put, the map, even while socio-political research on the geoweb
is bound to be informed to some degree by propositions emerging
from critical GIS research.

Struggles over the geoweb are implicated in a much broader
public debate over the social, political and technical transforma-
tion of privacy in a Web 2.0 world. The demonstrably spatial
dimensions of privacy bring to the fore new considerations that
must be taken into account as privacy’s desirability and sustain-
ability are being publically negotiated. Actors with a vested inter-
est in circumventing existing privacy protections may claim that
there is no such thing as privacy in an age of freely available
high-resolution satellite imagery (as in Boring vs. Google), suggest
that privacy should just be ‘done away with'’ to eliminate obstacles
to efficiency (as per Wired), or suggest that Web 2.0 practices such
as blogging and social networking normalize an erosion of privacy
among the next generation (West, 2009). Yet the cases we have ex-
plored here suggest that privacy - despite being actively renegoti-
ated - remains highly contested. These contestations matter
because they have consequences for how we interact with others,
and the kinds of protections we expect and interventions we allow,
with overlapping and competing stakes for the actors involved.
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