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The notion of ubiquitous computing (ubicomp) has important implications for health care.
Ubicomp scenarios involving the rapid communication of information between interested par-
ties assume that health consumers will be willing to place their trust in agents rather than
physicians, but are these assumptions reasonable? This article discusses what is known about
the role of trust in health care and ways in which the trust relationship has changed with the
impact of new technologies. Differences between the current, predominantly web-based envi-
ronment and that of ubicomp are highlighted in relation to health care. A key point to note is
the move away from consumers making their own trust judgments toward a scenario in which
these decisions become the domain of intelligent agents.
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Health and Ubiquitous Computing (Ubicomp)

The vision of ubicomp embraces always-on communication and seamless access to
information. But what does this mean for health care? Presumably, systems that act not
simply to store health information but to continuously monitor and communicate health sta-
tus, coupled with intelligent environments that can respond immediately to this informa-
tion: Restaurants that can screen the food on offer, homes that adjust temperature and
lighting in accordance with known conditions, hospitals that are primed with up-to-date
information the moment the patient arrives. Such near-future scenarios have been used by
a number of researchers to explore the health implications of new technologies, and these
typically illustrate the interaction of handheld or implanted devices with intelligent net-
works and buildings (Hartog, Schmidt, & Vries, 2006; Little, Marsh, & Briggs, 2007).

In one such scenario (Little et al., 2007), Bob uses his personal digital assistant (PDA)
to communicate with colleagues working at a different location. Built into his PDA are a
number of personalized agents that can pass information seamlessly to relevant recipients.
As Bob is epileptic, his health agent monitors his health and can alert people if he needs
help. While out at lunchtime, Bob trips over a broken paving slab and falls to the ground.
When he fails to respond to his PDA alert, the health agent takes over and contacts the
emergency services. The paramedics are able to assess Bob and upload all his medical
information direct to the hospital via their handheld devices. Hospital staff are then well
prepared for Bob’s arrival and can deal with his injuries immediately. Meanwhile, other
agents built into Bob’s PDA take control of his diary, cancelling appointments and inform-
ing his parents of the situation.
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Clearly, one aspect of ubicomp allows for the rapid communication of health status and
health history between interested parties—presumably by drawing on agent technologies.
However, exchanging health information in this way raises important legal and ethical impli-
cations, and inappropriate disclosure of health data would constitute a major privacy viola-
tion (Stanford, 2002). Many of these scenarios assume that health consumers will be willing
to place their trust in agents rather than physicians, but are these assumptions reasonable?
To assess this, we need to understand more about the role of trust in health care and the ways
in which the trust relationship has changed with the impact of new technologies.

Trust and Health Care

Trust is a key construct for the doctor–patient relationship. We know that trust is usually
based on assumptions about the competence and honesty of the physician, his or her respect
for confidentiality, and his or her willingness to act in the best interests of the patient (Hall
et al., 2002). In fact, the majority of patients do trust their physicians, and this trust directly
influences their willingness to seek help, discuss sensitive matters, and adhere to treatment
regimes (e.g., Safran et al., 1998).

Physicians, however, are not the only sources of information regarding health. Friends
and family provide additional support, and increasingly, patients are turning to the Internet
so as to be better informed and better prepared when meeting the doctor or are searching for
support, alternative answers, or reassurance (Rozmovits & Ziebland, 2004). More than
70,000 health-related sites can now be found on the Internet (Pagliari & Gregor, 2004), and
more than three quarters of all Internet users have searched online for health-related infor-
mation (Sillence, Briggs, Harris, & Fishwick, 2007). These figures suggest that the Internet
is a success story as far as e-health is concerned. However, when issues of patient trust are
considered, the picture is more complex. Less than half of the medical information available
online has been reviewed by doctors (Pew Research Center, 2000), and few sites provide suf-
ficient information to support patient decision making, with many also heavily jargon laden
and difficult to read (Smart & Burling, 2001). There is a large body of research assessing the
quality of information available on the Internet (Jadad & Gagliardi, 1998; Wyatt, 1997),
embracing diverse topics such as Viagra, rheumatoid arthritis, and diabetes. A systematic
meta-analysis of health Web site evaluations noted that 70% of the studies reviewed con-
cluded that quality is a problem on the Internet (Eysenbach, Powell, Kuss, & Sa, 2002).

Despite the fact that the Internet is an unregulated and often unreliable source of med-
ical information, it is rapidly becoming a new “object of trust” (Hall et al., 2002). Surveys
of Internet users suggest that trust is an important issue in the health domain (Williams,
Huntington, & Nicholas, 2003). Many people searching online for health advice trust the
information and advice they find there—believing that it will enable them to better deal
with their health and will convey health benefits (Mead, Varnam, Rogers, & Roland, 2003).
Time constraints in the consulting room have also led to an increase in online searching. In
this short period of time, both the doctor and the patient find it difficult to explain and dis-
cuss all their issues. Patients often think doctors do not give them enough information to
make sensible choices about how they want to be treated (Carvel, 2005), and they often find
it difficult to recall the specifics of their discussions with the doctor after the consultation
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(Kalet, Roberts, & Fletcher, 1994). Williams et al. (2003) found that the Internet is used
both as a way of enhancing the doctor–patient relationship and as a counterbalance to infor-
mation (or the lack of it) provided by the doctor.

The Internet allows people to communicate and interact with a far greater variety of peo-
ple across all walks of life. It provides up-to-date information as well as increased social
support (see Eysenbach, Powell, Englesakis, Rizo, & Stern, 2004, for a review). Online
social support can reduce feelings of isolation and can provide information and emotional
support (Preece, 1999). There are online social support groups for a range of health condi-
tions, including sports injuries (Preece, 1999), irritable bowel syndrome, and breast cancer
(Coulson, 2005a, 2005b), and groups specifically designed to provide support for friends,
family, and other caregivers (White & Dorman, 2000). The Internet enables information to
be shared in the form of text and images and can put people in touch with the most up-to-
date information from some of the most eminent sources in the medical profession. The
Internet can offer people second and even third opinions and in short can provide people
with information and advice that they simply cannot find anywhere else.

Some studies have indicated that information gained from an online search helps the
majority of users to understand more about an illness or injury, and in some of these cases,
the information is sufficient for patients to act on to improve their health (Nicholas,
Huntington, Gunter, Russell, & Withey, 2003). A review of the literature concerning online
cancer support suggested that participation in such groups helped people cope more effec-
tively with the disease (Klemm, Bunnell, Cullen, Soneji, Gibbons, & Holecek, 2003).
However, other studies have indicated that although the Internet can increase patients’
knowledge about their health conditions, they can be left feeling too overwhelmed by the
information available online to be able to make an informed decision about their own health
care (Hart, Henwood, & Wyatt, 2004). Reviews of quantitative web-based intervention
studies have generally indicated beneficial effects of the Internet on health outcomes,
although issues concerning the methodological quality of such studies remain (Bessell et
al., 2002). A more recent meta-analysis by Wantland, Portillo, Holzemer, Slaughter, and
McGhee (2004) concluded that in the majority of studies, knowledge and/or behavioral out-
comes improved for participants using web-based health interventions.

Not only are 75% of Internet users searching online for health advice, but they trust the
advice they find and are prepared to act on it (Sillence et al., 2007). A large-scale ques-
tionnaire study indicated that three of the most important trust markers for online health
advice sites are (a) easy-to-use site, (b) advice from a knowledgeable source, and (c) advice
that is independent and impartial. In the past 5 years, health consumers have been increas-
ingly turning away from more regulated sites (i.e., those run by government bodies) and
toward more personalized sites, often maintained by interested individuals. More personal-
ized, interactive sites raise issues concerning information disclosure and control of personal
data, issues that are all the more pertinent in a ubicomp society.

Trust and Ubicomp

The examples given above illustrate some of the dynamics of trust in a health care envi-
ronment. However, these examples do not fully capture the most pressing trust issues for
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ubicomp, largely because they depict a situation in which individuals act to select or filter
out information they believe to be more or less trustworthy. In other words, they capture
what happens when people make their own trust judgments. In the ubicomp context,
“mutual trust is crucial for ubiquitous devices, which must share information and work
together to present an unobtrusive interface to their users” (Shand, Dimmock, & Bacon,
2004)—in other words, people will not be able to make their own individual trust judg-
ments but will need to pass these decisions on to intelligent agents. This is simply because
they would otherwise find it impossible to cope with the sheer volume of information
exchanged and the consequent need for moment-to-moment trust decisions.

Roussos and Moussouri (2004) have explored trust in a ubiquitous e-commerce envi-
ronment and point out that the users are more comfortable with systems where they know
that they can shut down the exchange of information if necessary and where they can inter-
act with systems in such a way that their identity is not revealed. Such elements allow the
user to feel in control of what is essentially a very complex data exchange process. Other
studies (e.g., Lederer, Hong, Dey, & Landay, 2004) have explored the possibility that the
user can set rules to control information exchange by filtering out the identity of the
enquirer, the situation at the time of enquiry, or the accuracy of the personal information
disclosed:

• The fair use of personal data—that is, data that are used within a known context and not
exploited elsewhere;

• personal control over the system—including the capacity for an individual to shut down
the flow of information at any time;

• anonymity—allowing interactions with the system where identity is not revealed; and
finally

• branding and reputation—whereby users had more trust in the capacity of “known” brands
to develop robust technology.

Various articles have addressed the issue of how intelligent agents might come to make
trust judgments. Some trust models are static, requiring the agent to adhere to a particular pol-
icy (often in respect of privacy or security issues), whereas some are dynamic, reflecting, for
example, the processes found in recommender systems whereby some kind of collaborative
filtering plays a role in profiling those organizations or agents that are well regarded by oth-
ers (e.g., Abdul-Rahman & Hailes, 2000; Shand et al., 2004). Some models also recognize
that trust judgments will move away from a binary trust/mistrust judgment in recognition that
an intelligent agent will not simply need to decide whether to trust another agent but instead
will need to make a judgment about how much information should be shared with other
agents in a range of different contexts (e.g., Patrick, Briggs, & Marsh, 2006).

Relatively rare are the dynamic approaches that consider the evolution of trust through-
out time. This is perhaps understandable when we consider that a trigger for much of the
research on trust was an e-commerce scenario in which a potential consumer is faced with
a decision of whether to buy from a vendor he or she has encountered on the web. Under
such circumstances, the initial decision of whether to trust is paramount, but in an ubicomp
context, we are exploring richer issues in relation to the transfer of trust over a network of
agents and the evolution of that network. The evolution of trust throughout time is in itself
a very interesting issue. One of the earliest studies of trust in automated systems (Lee &
Moray, 1992) demonstrated that trust is easily lost but is hard to win, and a number of
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researchers, considering this asymmetry, conclude that the underlying processes involved
in making or breaking trust are different (e.g., McKnight & Chervany, 2001).

Briggs and Marsh (2006) have explored a model of trust that elucidates the dynamics of
trust both across networks of individuals and across time—building on Marsh’s (1994)
widely cited computational model of trust. They argue that such a model requires a more
sophisticated understanding of those mechanisms that drive overall levels of trust up or
down within a temporal/social network of exchange, and they highlight the importance of
constructs such as forgiveness and regret in the dynamic framework.

Trust and Ubicomp in the Health Care Context

The ubicomp health care agenda is relatively new, and although a small number of
groups are focusing on the technical aspects of ubiquitous health care applications (e.g.,
Chakravorty, 2006; Dulay et al., 2005), it is not surprising to find that only a few
researchers have explicitly considered the trust issues that are likely to be crucial in this
domain. On the basis of the existing literature on both trust and privacy, Van de Garde-
Perik, Markopoulos and De Ruyter (2006) have drawn up a set of empirically based guide-
lines for the designers of ubicomp health care systems. In keeping with the scenario-based
research we described earlier, they described a futuristic health system to a number of
researchers, asking them to consider the importance of various privacy guidelines (devel-
oped by the Organization of Economic Co-Operation and Development). In keeping with
the work of Roussos and Moussouri (2004) above, the guidelines explored issues in respect
of the relevance, type, and purpose of the data collected; the security aspects of data stor-
age; and users own access to their data. As the authors predicted, people were more con-
cerned about controlling the collection and release of data for specific purposes than they
were about the quality of the data, although the authors did identify individual differences
in the preferences expressed. Most intriguing, on the issue of trust, age differences applied,
whereby younger adults are more concerned about controlling the flow of data than their
older counterparts. It is possible that such differences are directly related to risk percep-
tions—with older adults considering the cost/benefit ratio falling on the side of protecting
health irrespective of the risk to privacy. Understanding such judgments is vital if we are to
be able to move toward an appropriate and seamless exchange of information that does not
violate an individuals civil rights.

These findings illustrate the very beginnings of a new research literature in which we can
model individual preferences in respect of releasing sensitive health information to a net-
work of trusted agents. Preferences may vary according to age, gender, ethnicity, disability,
educational attainment, and technical stance, and current work by Little and Briggs (in
press) seeks to contribute to this picture, by establishing individual preference profiles for
the release of health information based on the variables listed earlier—but the task of cat-
egorizing both information and recipient is not trivial. The ongoing research by Little et al.
seems to indicate a complex pattern of disclosure relationships whereby people engage with
different trusted agents (e.g., physician, partner, friend, employer), potentially disclosing
sensitive health information. Individuals may feel comfortable disclosing information to a
certain recipient or alternatively may disclose information only under duress. In other situ-
ations, individuals are happy to disclose information to a trusted agent yet currently are not
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required or expected to do so. This approach to modeling preferences can only add to our
understanding of the issues surrounding trust and ubicomp in a health care context.
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