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This study investigated the association between trust in individuals, social institutions and online trust
on the disclosure of personal identifiable information online. Using the Internet attributes approach that
argues that some structural characteristics of the Internet such as lack of social cues and controllability
are conducive to a disinhibitive behavior it was expected that face to face trust and online trust will not
be associated. In addition, it was expected that from the three components of trust, online trust only will
be associated with the disclosure of identifiable personal information online. A secondary analysis of the
2009 Pew and American Life of Internet users (n = 1698) survey was conducted. In contrast with the
Internet attribute approach the effect of trust in individuals and institutions was indirectly associated
with the disclosure of identifiable information online. Trust in individuals and institutions were found
to be associated with online trust. However, online trust only, was found to be associated with the dis-
closure of personal identifiable information. While trust online encourages the disclosure of identifiable
information, perception of privacy risks predicted refraining from posting identifiable information online.
The results show a complex picture of the association of offline and online characteristics on online
behavior.

� 2012 Elsevier Ltd. All rights reserved.
1. Introduction

The concept of privacy is variously defined, but consensus exists
that privacy is about personal information, its control, and its dis-
closure (Altman, 1977; Joinson & Paine, 2007; Tufecki, 2008). Thus,
with the increase in the use of the Internet, interest has also in-
creased in the notion of self-disclosure, a dimension of privacy
and a key area affected by Internet use (Bargh, McKenna, & Fitzim-
mons, 2002; Joinson, Reips, Buchanan, & Paine, 2010; Nosko, Wood,
& Molema, 2009; Qian & Scott, 2007). Disclosure in the online envi-
ronment has been defined as having two elements: the information
unknown to others that the user decides to make common knowl-
edge (Joinson & Paine, 2007) and the degree of user identifiability,
that is, the ability of others to identify the virtual user as the real-
world person (Gandy, 2000). A user’s identifiability level is deter-
mined by a combination of his/her own decision to disclose details
connecting his/her virtual identity with his/her real one.

Disclosing identifiable information is linked to the concept of
trust. Trust refers to a ‘‘general expectancy held by an individual
that the word, promise oral or written statement of another indi-
vidual or group can be relied upon’’ (Rotter, 1980). In other words,
it is a belief that in general, individuals and groups can be trusted
(Smith, 2010). Trust ameliorates the perceived risks of disclosing
ll rights reserved.
identifiable information (Krasnova, Spiekerman, Koroleva, & Hilde-
brand, 2010).

Online trust (e.g., trust in web sites, online news, social net-
working site providers) has been extensively studied (Corritore,
Kracher, & Weidenbeck, 2003; Joinson et al., 2010; Krasnova
et al., 2010; Paine et al., 2008). From these studies we learned that
the formation of online trust is a difficult process, but when it is
created, it serves to mitigate the perceptions of risk, uncertainty
and vulnerability that are associated with the disclosure of per-
sonal and identifiable information. However, one important limita-
tion of these studies is that to date none of them has compared
online trust and the trust established through face-to-face (FtF)
communication. In other words, we do not know if there is a differ-
ential effect of trust in individuals, trust in social institutions and
online trust on the disclosure of identifiable information. The pur-
pose of this study is to fill this gap in the literature and to investi-
gate the factors associated with the disclosure of identifiable
information. To do so, we examined the association between vari-
ous forms of trust, perceptions of risk and the disclosure of identi-
fiable information.
2. Literature review

In this section findings of public concerns over lack of privacy
in online environments are presented. Next, the concept and
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dimensions of identifiable information and trust are defined.
Finally, two theoretical models explaining the association of online
and offline trust on disclosure of identifiable information are
discussed.

Studies investigating Internet users’ privacy concerns report
that a sizeable percentage is concerned with the consequences of
disclosing personal identifiable information online. In a study of
a representative sample of the US population using a 5-point scale
to measure the fear of disclosing personal information online, the
average score was 3.75 (Turow & Hennessy, 2007). Another study
based on a large online survey found that the major concerns of
Internet users were identity theft and access to and distribution
of their personal information (Paine, Reips, Stieger, Joinson, & Bu-
chanan, 2007). A more recent study that investigated the extent
of privacy concerns in a representative US sample found that 55%
of the respondents were more concerned with Internet privacy is-
sues than 5 years ago and 38% were concerned at the same level
(Hoofnagle, King, Li, & Turow, 2010). The results of these studies
indicate a raising public concern over the disclosure of personal
information online.

The concept of disclosure of identifiable information is closely
associated with anonymity, e.g., a state where a person is not iden-
tifiable (Marx, 1999). Anonymity can be either discursive or visual
(Scott, 2004). Discursive anonymity refers to the condition where
textual communication cannot be attributed to a particular source.
In an online environment people usually feel identifiable when
their personal information (name, email, gender, location, etc.) is
disclosed. Visual anonymity refers to the lack of any visual repre-
sentation of a person, such as pictures or video clips. Conceptually,
identifiable information is not dichotomous—it varies in degrees.
Certain identity knowledge, for example, can be used to identify
a person uniquely (e.g., a legal name and an address), while some
other identity knowledge may not be as effectively used to trace a
message source (e.g., information about social categorization or a
pseudonym). By the same token, a picture, typically coupled with
some other identity knowledge, may be enough for complete iden-
tification, whereas a photo with a blurred face may provide limited
information about the subject. A personal name is less ambiguous
information. In this study we focus on the discursive dimension
and study the disclosure of identifiable information using a per-
sonal name.

A central motivation for posting identifiable information is
trust. Trust can be defined as the willingness to accept a vulnerable
situation based on a positive expectation regarding the actions of
others (Bos, Olson, Gergle, Olson, & Wright, 2002). From trust de-
rives an expectation that the actions of others, the use of our iden-
tifiable information, will be conducted according to our
expectations (Holmes & Rempel, 1989). Three different dimensions
relevant to this study can be identified from the discussion about
the concept of trust: trust in individuals, trust in institutions and
online trust. Trust in individuals is conceived as a characteristic
of the person, encompassing his or her past and present experi-
ences. The main sources of trust in individuals are early and later
life experiences, mainly in interpersonal relationships (Erikson,
1964; Uslander, 2002). In that sense, trust in individuals is seen
as a trait or disposition that is based on real past experiences.

Trust in institutions refers to the faith that people have in col-
lective entities. Having trust in an institution means that individu-
als believe that the entity, on the whole, is competent, able to fulfill
its obligations toward customers and acts in responsible ways
(Devosk, Spini, & Schwartz, 2002). Trust in institutions is very dif-
ferent from trust in individuals (Giddens, 1990). Trust in institu-
tions is impersonal in nature, a characteristic that makes the
creation of this type of trust so difficult. Trust in institutions is of-
ten based on some public knowledge about the entity’s reputation
and performance.

Online trust is a difficult task to accomplish because it requires
the establishment of trusting relationships in the online world. The
Internet itself is an object of trust with uncertain conditions just
because it is not based on dyadic or group relations alone (Wang
& Emurian, 2005). Internet users perceive the online world as
one in which they are uncertain about risks and the results of their
online transactions. For this reason, the online environment is
viewed as insecure (Friedman, Kahn, & Howe, 2000). Studies of on-
line self-disclosure have shown a direct relationship between trust
in online providers and self-disclosure. Users tend to adjust how
much information they disclose based on a consideration of
perceived risks and trust (Joinson et al., 2010; Krasnova et al.,
2010).

As to the association between online and offline trust and its
effect on the disclosure of personal information, the Internet
attribute approach implicitly implies that the attributes of the
Internet (relative anonymity, lack of sufficient cues and control-
lability) generate online behavior that is independent of offline
behavior (Mesch & Becker, 2010; Schouten, Valkenburg, & Peter,
2007; Tidwell & Walther, 2002). According to this approach,
structural attributes of the Internet encourage interactants to en-
gage in more intimate exchanges in online settings than in face-
to-face settings. The first attribute is reduced nonverbal cues.
Computer mediated communication (CMC) is typically character-
ized by reduced visual, auditory, and context cues, such as social
status cues. The second structural attribute assumed to enhance
online self-disclosure is the controllability of CMC. The controlla-
bility of CMC allows users the time to review and edit their mes-
sages and to consider responses (Schouten et al., 2007; Walther,
1996). Fewer non-verbal cues and greater controllability reduce
people’s inhibitions when interacting online, perhaps leading to
the rapid development of online trust that in turn may lead to
increased online self-disclosure. According to the Internet attri-
bution approach, the Internet, through its disinhibiting effect,
will be positively associated both with the development of online
trust and the disclosure of identifiable information. It is impor-
tant to note, that according to this approach, online trust is not
associated with trust in individuals or trust in institutions,
but develops as a result of the attributes of the online
environment.

Supporting this view, a recent study that investigated the differ-
ential effect of offline and online norms of personal information
disclosure found that the correlation between online and offline
norms of disclosure of personal information was very low, and on-
line norms alone predicted the disclosure of personal information
(Mesch & Becker, 2010).

In the following section the specific hypotheses (H1–H6) to be
tested are described. These hypotheses are influenced by aspects
of the reflective approach and the Internet attributes approach
and prior research on disclosure of identifiable information in
online environments. Below, we explain each hypothesis in more
detail and provide references to influencing prior research.

The reflective view assumes that offline trust (e.g., trust in
individuals and trust in institutions) affects online interactions.
For example, people who are more trusting in general, are more
trusting on the Internet as well (Katz & Rice, 2002). Further-
more, it appears that individuals who are less trusting are more
likely to perceive the Internet as threatening (Uslander, 2000).
Supporting this argument, a study in the UK reported that Inter-
net users in Britain trust the Internet more, simply because they
are more trusting of social institutions (Dutton & Shepherd,
2006).
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Following the reflective approach, I expected to find.

H1. A positive association between trust in individuals, trust in
institutions and online trust.

The Internet attribution approach implies that the structural
characteristics of the Internet produce a disinhibitive effect (Bargh
et al., 2002; Suler, 2004). This effect is conducive to the rapid dis-
closure of personal and intimate information, much more intimate
and rapid than in face-to-face interactions. Following this argu-
ment, we expect that:

H2. Online trust will be positively associated with the disclosure of
identifiable personal information.

The Internet attribute approach implicitly implies that the
intensity of exposure to the Internet is associated with a dissocia-
tion between the norms of online and offline disclosure of informa-
tion. Individuals need to become immersed in the online
communication task. The higher the use of the Internet, the more
likely is the user to perceive others according to internal conscious-
ness factors, including biased impressions that lead to disclosure of
online information. It is very likely that the intensity of Internet
use partially underlies this process (Suler, 2004; Walther, 1996).
Weisband and Kiesler (1996) postulate that a lack of technological
expertise may lead users to underestimate the risk factors of expo-
sure associated with CMC. Supporting this argument, a recent
study found that adolescents who perceived reduced non-verbal
cues as more relevant, were more likely to feel uninhibited online.
The lower the perceived inhibition the higher the disclosure of per-
sonal information (Schouten et al., 2007). A UK study that analyzed
results from the Oxford Internet Survey found that frequency of
use of the Internet is positively associated with confidence in the
Internet and negatively associated with perceptions of Internet risk
(Dutton & Shepherd, 2006). Furthermore, respondents with stron-
ger online skills have fewer fears about disclosing information,
probably because they believe that their knowledge helps them
avoid organizations that harvest personal information from web
users (Turow & Hennessy, 2007).

Following this argument, in this study we expect that:

H3. There will be a positive relationship between the intensity of
Internet use and the disclosure of personal identifiable
information.

Studies have reported a link between privacy concerns and per-
ceived risk (Dinev & Hart, 2006). In other words, there is concern
that the use or misuse of information provided online might repre-
sent a risk for the individual. These concerns may reduce the will-
ingness of individuals to disclose their personal information. A
study investigated beliefs about surveillance and their effects on
behavioral intentions to provide personal information online. The
study used two measures to assess Internet privacy concerns,
one related to the finding of that information and the other related
to the abuse of that information. In other words, the assumption of
the study was that while using the Internet, individuals may be
concerned that their personal information may be found by third
parties without necessarily being used maliciously. In this case
the concern is based on the fact that the information is available
and can be easily found. The other type of privacy concern is infor-
mation abuse, that not only can the information be found, but that
it can also be used for identity theft or harassment. The study
found that both measures of Internet privacy concerns were nega-
tively associated with the willingness to provide personal informa-
tion online (Dinev, Hart, & Mullen, 2008). A study on motivations
for the disclosure of personal information online found that per-
ceived privacy risks are strongly and negatively associated with
self-disclosure. Thus, users adjust how much information to dis-
close based on perceived threats to (Krasnova et al., 2010). Given
the findings in these studies, we expect that:

H4. There will be a negative association between perceptions of
online risks and the disclosure of identifiable information. The
higher the perception of online risks, the lower the likelihood of
posting identifiable comments and information.

Age is also an important variable to consider. During adulthood,
social involvement increases, accompanied by a tendency to dis-
close personal information. (Buhrmester & Prager, 1995). Subrah-
manyam, Garcia, Harsona, Li, and Lipana (2009) studied the
weblogs of 201 young adults. Accepting the thesis that the online
and offline worlds are related, they predicted young blog authors
would self-disclose about important concerns, including sexual
identity, peers and romantic relationships. They found that blog
authors used usernames, age and location to provide basic identity
information about themselves. Younger bloggers were more likely
to provide pictures than older bloggers. A study on the disclosure
of identifiable information on social networking sites found a neg-
ative association between age and the disclosure of phone number
and home address. The younger the person, the greater the likeli-
hood of disclosure of this information online (Tufecki, 2008). In
addition, a cohort effect may be present as well. Younger adults
were the early Internet adopters and have experience with and
developed skills to deal with Internet risks. In contrast, older users
may still be wary of Internet risks and unsure about how to avoid
them. Thus, in this study we expect that:

H5. Disclosure of identifiable personal information will be associ-
ated with age, so the younger the user, the more he/she will
disclose identifiable information online.

Gender is another important variable associated with self-dis-
closure. Among adults, several studies point to a higher disclosure
rate among women than men (e.g., Hinson & Swanson, 1993; Mur-
stein & Adler, 1995; Papini, Farmer, Clark, & Micka, 1990; Sprecher
& Hendrick, 2004). In studies that compared self-disclosure in face-
to-face and online communication, adolescent females were re-
ported to be more inclined than males to self-disclose (e.g., Cama-
rena, Sarigiani, & Petersen, 1990). Specifically, while women
disclosed the same amount of personal information online and in
FtF communication, males were more likely to disclose more per-
sonal information in FtF communication than in an online environ-
ment (Cho, 2007). The explanation for gender differences in self-
disclosure is attributed to variations in gender socialization. While
men are traditionally taught to exercise restraint in sharing their
feelings, women are expected to be more expressive and open in
their communication. In this case, women place more importance
on the reduction of uncertainty and the formation of online trust
than males, and for this reason, disclose more (Cho, 2007; Dindia
& Allen, 1992). Given this argument, in this study we expect that:

H6. Disclosure of online information will be dependent on gender,
so women will disclose more online identifiable information than
men.
3. Method

3.1. Data source and sample

This study is based on a secondary analysis of the Pew and
American Life Survey (September 2009 tracking survey). Data is
available at http://www.pewinternet.org/Reports/2010/Reputa-
tion-Management.aspx.

http://www.pewinternet.org/Reports/2010/Reputation-Management.aspx
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Table 1
T-test for differences in the characteristics of individuals posting identifiable
information online.

No Yes

Age 50.40 42.0**

Education 4.72 4.97**

Frequency of Internet use 5.00 5.88**

Trust in individuals .40 .46**

Trust in institutions 4.67 4.78
Online trust 3.45 3.78**

Bothered 3.48 3.03**

Worried .31 .35*

* p < .05.
** p < .01.

1 M refers to mean and SD, means standard deviation from the mean.
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Data was gathered from telephone interviews conducted by
Princeton Survey Research Associates International between Au-
gust 18, 2009 and September 14, 2009 among a sample of 2253
adults, age 18 and older. Interviews were conducted in both Eng-
lish and Spanish. In the sample there were 1698 individuals who
were Internet users and this sub-sample of the original sample
was used for the purposes of the analysis. At least seven attempts
were made to complete an interview via the telephone number
indicated by the participants.

3.2. Variable descriptions and measurements

The dependent variables of the study were:

3.2.1. Posting identifiable information online
In order to measure this concept three items from the survey

were used. Each item denotes a different amount of identifiable
information. Respondents were asked to indicate whether they
have ever posted comments, queries or information on the Internet
using their real name. A ‘‘yes’’ response was coded as 1 and a ‘‘no’’
response was coded as 0.

3.2.2. Posting information using a username
Respondents were asked to indicate if they have ever posted

comments, queries or information on the Internet using a user-
name or screen name that people associated with them. A ‘‘yes’’ re-
sponse was coded as 1 and a ‘‘no’’ response was coded as 0.

3.2.3. Posting anonymously
Finally, respondents were asked to indicate if they ever posted

comments, queries or information on the Internet anonymously.
A ‘‘yes’’ response was coded as 1 and a ‘‘no’’ response was coded
0. Given that the three dependent variables of the study are dichot-
omous, we conducted a series of three logistic regressions in the
multivariate analysis.

The independent variables in the study were:

3.2.4. Trust
In order to measure this concept three measures were used.

Trust in individuals was measured with an item that asked the
respondents, ‘‘Generally speaking, would you say that most people
can be trusted or that you can’t be too carefully in dealing with
people?’’ A response that indicated that ‘‘most people can be
trusted’’ was coded as 1 and a response indicating that ‘‘you can’t
be too careful’’ was coded as 0. Trust in institutions was measured
with three items. Respondents were asked to indicate to what de-
gree they felt they could trust large corporations, newspapers and
television and financial companies such as banks, insurance com-
panies and stock brokers. Responses were made on a 4-point Likert
scale that ranged from ‘‘never’’ to ‘‘just about always’’ and were re-
verse coded, with higher values indicating a greater frequency of
trust. Online trust was measured using three items that asked the
respondents to indicate the degree to which they felt they could
trust news web sites, social networking sites and web sites that
provide health information. Responses were made on a 4-point Lik-
ert scale that ranged from ‘‘never’’ to ‘‘most of the time.’’ Responses
were combined into a single scale by summing the responses to the
items.

3.2.5. Concerns about the disclosure of personal information
Concerns about the disclosure of personal information was

measured using two items. Respondents were asked to indicate
the extent to which they agreed with the statement, ‘‘It bothers
me that people think it’s normal to search for information about
others online.’’ Responses were made on a 4-point Likert scale with
higher values indicting more agreement. The second item asked
respondents to indicate whether they ever worried about how
much information was available about them on the Internet. Re-
sponses expressing concern were coded as 1 and responses indicat-
ing no concern as 0. Both items were introduced in the analysis as
single variables.
3.2.6. Socio-demographic variables
Age was measured in years, marital status was coded 1 for mar-

ried and 0 for any other family status, gender was coded as 1 for
women and 0 for men, and race was coded 1 for Caucasian and 0
for other. Education was measured using an item that asked the
respondents to indicate the highest level of education they had
completed. The variable had eight categories and was introduced
as a continuous variable in the analysis. With regard to frequency
of Internet use, respondents were asked to indicate about how of-
ten they used the Internet on a 7-point Likert scale, ranging from
several times a day to never. Responses were reversed coded with
higher values indicating more frequent use.
4. Results

4.1. Participant characteristics

While 2253 respondents participated in the survey, we used the
subset of 1698 who indicated they were Internet users. On average
the respondents were 51.49 years old (SD = 18.37)1 and 58% were
women and 42% men. In terms of family status, 52% were married
and 48% reported being currently single. As to education, 37.4%
had a partial or completed high school education, 27% had com-
pleted a technical degree, 24% had completed college and 12% grad-
uate school.

In terms of posting comments and information online, 27.7%
had posted comments and information online using their real
names, 31.4% had posted online using a screen name that others
could identify and 11.3% had posted comments online anony-
mously. Regarding trust, 39% of the sample expressed a positive re-
sponse on the item that measured generalized trust. The average
trust in social institutions was higher (M = 4.66, SD = 1.60) than
trust online (M = 3.47, SD = 1.57), both of which were measured
on a scale of 1 to 10.

As to attitudes toward online privacy, 24.6% of the sample ex-
pressed concern over the amount of information that was available
about them online and 53% agreed with the statement that they
were concerned that people think is normal to search for informa-
tion about others online.

As Table 1 illustrates, there were differences in attitudes about
posting identifiable information based on trust and perceived risk.
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Some interesting differences emerge when comparing individu-
als who posted information using their real names and those who
did not use their real names when posting information. The aver-
age age of those posting identifiable information was lower than
the average age of those who did not post (42 years old vs.
50.4 years old). Level of education was also statistically significant.
Those posting identifiable information tend to be more educated
than the ones who post information that cannot be traced to their
real names. Differences in the frequency of Internet use are statis-
tically significant as well, with heavier Internet users being more
likely to post identifiable information online. The results regarding
trust provide preliminary support for the Internet attribute ap-
proach. Internet users who report posting identifiable information
report, on average, higher levels of online trust than those who do
not post identifiable information (3.78 vs. 3.45). At the same time,
the level of trust in social institutions, is non-significant, indicating
that individuals posting identifiable information and individuals
who do not post such information do not differ in their reported
levels of trust in social institutions. However, the measure of trust
in individuals is statistically significant. The proportion of individ-
uals reporting they trust individuals is higher for those posting
identifiable information than for those who did not post identifi-
able information. Individuals posting identifiable information also
differ from those who refrain from doing so in their perception of
Table 2
Ordinary Least Squares Regression predicting online trust.

Variables B S.E. Beta

Age �.006 .003 �.060*

Marital status (1 = married) �.17 .080 �.05*

Gender (1 = female) �.07 .07 �.02
Race (1 = white) �.07 .11 �.01
Education �.02 .02 �.02
Trust in individuals .21 .08 .07**

Trust in institutions .45 .02 .47**

Worried �.07 .08 �.02
Bothered .01 .02 .01
Frequency of Internet use .05 .02 .06**

Constant 1.60 .25**

Adj. R square .25

Note: B is unstandardized coefficient, S.E. standard error and Beta standardized
coefficient.

* p < .05.
** p < .01.

Table 3
Logistic regression predicting posting online information.

Posting with personal name P

B S.E Odds B

Age �.03 .005 .96** �
Marital status (1 = married) �.007 .13 .99 �
Gender (1 = female) .02 .13 1.03 �
Race (1 = white) .25 .18 1.28 .4
Education .06 .04 1.06 �
Trust in individuals .16 .13 1.18 �
Trust in institutions �.07 .04 .92 �
Online trust .11 .05 1.12* .1
Worried .24 .13 1.23 .3
Bothered �.13 .04 1.25** �
Frequency of use .22 .04 1.25** .2
Constant �.49 .43 .61 �
�2 LL 1402.14 1
Chi square 131.19** 1

Note: B is logistic regression coefficient, S.E. standard error and Odds are the variable co
* p < .05.

** p < .01.
risks. The former report a lower level of concern that people be-
lieve it is normal to search online information for on others than
the latter. At the same time, a higher percentage of those posting
identifiable information report being worried about the informa-
tion about them online than those who do not post. Multivariate
Analysis.

Next, a multivariate analysis was conducted to test the associa-
tion between generalized trust, trust in social institutions and on-
line trust. Hypothesis 1 expected to find that generalized trust and
trust in institutions is positively associated with online trust. In the
preliminary analysis the bivariate Pearson correlations (r) were
examined. The findings from the correlation matrix indicated that
the three measures of trust are associated with each other. The cor-
relation between trust in individuals and online trust is positive
and statistically significant (r = .18, p < .01) and there is a medium
size and statistically significant correlation between online trust
and trust in social institutions (r = .42, p < .01). At the same time,
the measure of trust in individuals was associated with trust in
institutions (r = .22, p < .01).

The multivariate analysis presented in Table 2 confirms these
findings. Two socio-demographic variables were statistically sig-
nificant, indicating that young respondents and those who are sin-
gle express higher levels of online trust than the older and the
married. Intensity of Internet use is statistically significant as well,
indicating that the more hours per day individuals use the Internet,
the more likely they are to express trust in websites However, age
and marital status explained only 5% of the variation in online
trust. Both trust in individuals and trust in institutions are posi-
tively associated with online trust. The addition of the trust vari-
ables make an important contribution to the explained variance,
as their addition increases it from 5% to 25%.

Taken together, the findings indicate that individuals who re-
port trusting in people, also report trusting in social institutions
and trusting in online websites. Thus, the findings support Hypoth-
esis 1, which expected a reflective effect of the face to face environ-
ment on online trust.

In accordance with the Internet attribute approach, Hypothesis
2 argued that online trust will be associated with disclosure of
identifiable information online. As shown in Table 3, trust in indi-
viduals is not associated with posting identifiable information on-
line. Furthermore, trust in individuals is not associated with
posting using a screen name or anonymously. Trust in social insti-
tutions was also found not statistically significant as a predictor of
the likelihood of posting information with an identifiable name,
using a screen name or anonymously. However, online trust had
osting with a screen name Posting anonymously

S.E. Odds B S.E. Odds

.03 .005 .96** �.03 .006 .96**

.22 .14 .79 �.35 .17 .69*

.19 .13 .82 �.15 .16 .85
4 .19 1.55* .21 .23 1.24
.003 .04 .99 .11 .05 1.11
.03 .14 .97 �.03 .17 .86
.08 .05 .92 �.04 .06 .95
4 .05 1.15** .03 .06 1.03
7 .14 1.44** .50 .17 1.65**

.12 .04 .87** �.04 .06 .95
6 .04 1.30** .20 .05 1.22**

.50 .46 �1.46 .58 .23**

304.67 938.49
59.01 97.81

ntribution to the likelihood of the dependent variable.
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a positive effect on the likelihood of posting information online
using an identifiable name, thereby supporting Hypothesis 2. Fur-
thermore, online trust was also associated with posting using a
screen name that people could associate with the Internet user.
At the same time, online trust did not have a significant effect on
posting information online anonymously. Taken together, the re-
sults support Hypothesis 2, which argued that online trust, not
trust in face-to-face communication, will be associated with self-
disclosure.

Hypothesis 3 expected a positive relationship between intensity
of Internet use and disclosure of identifiable information. Accord-
ing to Table 3, the hypothesis is not confirmed. While frequency
of use is positively associated with posting identifiable information
on the web, it is also positively associated with posting with an
identifiable screen name and posting anonymously. Thus, frequent
Internet users engage in all three types of behavior and the variable
does not differentiate among them.

Hypothesis 4 expected an association between perception of
risk and posting identifiable information online. The results sup-
port this hypothesis. According to the logistic regression models
presented in Table 3, individuals who are concerned that others
think it is normal to search for information about them online
are less likely to post information or comments on the web using
their real name or using a screen name that can be identified with
them. The effect on posting anonymously is not statistically signif-
icant. Concerns about the amount of information available about
them online also prompts people to post using a screen name
and to post anonymously.

Hypothesis 5 expected a negative relationship between age and
the disclosure of identifiable information. The results consistently
support this hypothesis. As shown in Table 1, the average age of
individuals posting comments and information using their real
name is lower than those who report not doing so (M = 42 vs.
M = 50.4). In the multivariate analysis shown in Table 3, age is neg-
atively related with posting information with an identifiable name.

Hypothesis 6 expected that women would be more likely to
post identifiable information than females. The multivariate analy-
sis shown in Table 3 does not support the hypothesis. No differ-
ences were found in the behavior of men and women.
5. Discussion

Studies on online behavior have been conducted using two dif-
ferent approaches. One approach studies the Internet as a social
space in its own right, exploring the forms of communication,
sociability and behavior that are produced within this social space
and how they are sustained by the resources available within the
online setting. From this perspective, the Internet is viewed not
as a communication channel but as a space for being or dwelling,
capable of sustaining complex social spaces. In this sense, online
behavior is conceived as different and even separate from one’s off-
line norms and motivations. In this view, some Internet attributes
such as the lack of cues, controllability and anonymity provide
individuals with the opportunity to disclose more intimate and
personal information.

A second approach regards the Internet as a cultural artifact,
immersed in a social context, considering how technology is incor-
porated in the everyday life of individuals (Hine, 2005). In this case,
the online environment is a reflection of the offline world. In such a
view, individuals use the Internet to expand the possibilities of
face-to-face communication and the search for information. Exist-
ing characteristics of the relationships are instrumental and central
in determining which channels to use and when. Strong ties com-
municate using all the channels, weak ties use only some of them
(Haythornthwaite, 2002). The emphasis in this view is on the actor.
The integration of the Internet into existing relationships reflects
the actor’s rational choices in maintaining existing social ties.
Although these viewpoints are diametrically opposed, they share
the view that online and offline realities are distinct or discon-
nected from each other, possessing different and even antagonistic
properties.

The results of this study show that the online and offline worlds
are connected. When investigating the antecedents of the disclo-
sure of identifiable personal information, we found that offline
trust (measured as trust in social institutions and trust in individ-
uals) is associated with trust online. The results presented in Ta-
ble 2 indicate that about 20% of the explained variance in online
trust is explained by offline trust. This finding provides an impor-
tant indication of the existing association between the offline
and online worlds. At the same, the association is far from perfect,
indicating that there are additional sources of online trust that
were not measured. But even in that case, a substantial percentage
of the trust that is expressed in the disclosure of online information
is dependent on offline resources.

When investigating the antecedents of the disclosure of identi-
fiable information online, offline sources of trust failed to be asso-
ciated and trust in the online environment was. One might think
that this finding indicates that Internet attributes (online trust)
are, after all, more important than our offline values and attitudes.
However, recall the previous finding indicating that offline values
are indirectly related to the disclosure of personal identifiable
information through their effect on online values. Furthermore,
the association between attitudes about the availability of online
information and self-disclosure tend to provide further support.
Both measures reflect respondents’ worries about the existence
of private information about them online and the concern that this
information is searchable. The items represent the concern with
information about the real person, not the virtual one. The results
of this study expand our understanding of online behavior by high-
lighting the complexity of the mechanism that links offline atti-
tudes and values and online behavior.
6. Study limitations

This study has a number of limitations. First, the study is based
on an existing data set whose strength is in providing information
about a representative sample of the US population of Internet
users. At the same time, the data set includes limited measures
of trust. Furthermore, it does not include items to measure the
self-disclosure of personal information in face-to-face settings,
making it impossible to compare disclosure of personal informa-
tion in such venues with online venues. Future research must de-
velop measures that allow the comparison of these behaviors and
their antecedents.

A second limitation is that the study relied on a single measure
of identifiable information, namely disclosure of personal name.
Disclosure of identifiable information is more complex and in-
cludes disclosure of visual information and narratives. Future stud-
ies should address the extent that disclosure of name is associated
with the disclosure of other measures such as address, phone num-
bers, pictures and videos online.

This study was based on data gathered in the US Studies have
found that privacy concerns and their effect on online behavior
tend to be dependent on cultural values. It is apparent that every
society values privacy in some form, but the expression of this pri-
vacy varies across cultures. Cultural values may influence online
privacy and disclosure concerns. For example, there is evidence
that internet users from individualistic cultures were more con-
cerned about online privacy than internet users from collectivistic
cultures (Cho, Rivera, & Lim, 2009). Future studies need to address
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cultural differences in the association of online trust and disclosure
of identifiable information.

This study was concerned with the disclosure of identifiable
information online. As more and more economic, social and leisure
activities are conducted online, the environment supports ex-
changes with a wide variety of institutions (banks, health service
providers, goods suppliers). Future studies need to address privacy
concerns, trust and disclosure of personal information for specific
institutions.

Another limitation is the cross sectional nature of the study. An
important question that needs to be at the center of research in the
coming years is that of directionality. In other words, there is a
need to develop studies that allow us to examine not only how
our online behavior is affected by offline values and attitudes,
but how our online behavior is affecting our offline behavior. In
other words, is the disclosure of identifiable information online
changing our offline behavior?

Despite these limitations, this study contributes to the litera-
ture on the link between online and face-to-face trust and the dif-
ferential effects of trust on the disclosure of identifiable
information as the use and misuse of identifiable information re-
mains an important topic of public concern.
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